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USML Firearms Transfers Take
Effect, Sun Starts Shining
It was supposed to be the Promised Land. After seven
injunction at the end of the business day Pacific time (see
years, the publication of final rules transferring firearms
The Export Practitioner, March 2020, page 16).
and ammunition from the U.S. Munitions List (USML)
Judge Richard Jones enjoined State “from
Categories I, II and III to the Commerce Control List
implementing or enforcing the regulation …insofar as it
(CCL) was supposed to allow export control agencies to
alters the status quo restrictions on technical data and
finish the rest of their respective wish lists.
software directly related to the production of firearm or
When the formal export control reform efforts
firearm parts using a 3D-printer or similar equipment.”
started in 2010, agencies had
He
raised
“serious
long lists of dreams: a single
questions going to the merits
licensing agency, a single
as applied to 3D guns. Again,
control list, a single IT system
the record evidence fails to
Most of the transfers, with the
and a single enforcementexplain the deviation from
exception of 3D printing software,
coordination agency. Failing
the State Department’s prior
went
into
effect
as
scheduled.
that, agencies were waiting
determination that controlling
to finalize definitions of key
certain 3D gun files under ITAR
terms and reorganize their
was necessary to further world
respective regulations.
peace and national security.”
And so, officials find themselves on the other side of
Jones cited the ability to separate the language on 3D
the finish line, in the middle of a global pandemic, with
files from the transfers. “There is no indication in the text
only a whimper celebrating the end of the race. With the
… for example, that the regulation would not have been
final rules published in January with a 45-day transition
passed but for their application to 3D gun files, or that
period, most of the transfers, with the exception of 3D
the regulation of 3D gun files is so ‘intertwined’ with the
printing software, went into effect March 9, 2020, as
effect of the Final Rules on unrelated products, he wrote.
scheduled.
“By all accounts, the Final Rules are part of a decadeThe final rules were quite similar to those first
long reform to the export-control system and there is no
proposed in 2012, then held back after the Sandy Hook
indication, other than the Defense Distributed litigation,
school shooting. In response to public outcry, the Bureau
that any special attention was paid to 3D gun files,” Jones
of Industry and Security (BIS) added language clarifying
added.
the controls on 3D printing software and technology. Not
Both BIS and State’s Directorate of Defense Trade
quite satisfied, more than 20 states filed a preliminary
Controls (DDTC) posted statements on their respective
injunction blocking the transfers.
websites and eventually in the Federal Register. “State is
complying with the terms of this order,” the department
Judge Rules on 3D Printing Software
wrote in the Federal Register April 2.
“All persons engaged in manufacturing, exporting,
The legal fight over the transfers came down to the
temporarily importing, brokering, or furnishing defense
wire three days before the effective date, with a Seattle U.S.
services related to ‘technical data and software directly
District Court judge issuing his order on the preliminary
related to the production of firearms or firearm parts
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using a 3D-printer or similar equipment’ must continue
detect, even with metal detectors,” he added. A Seattle
to treat such technical data and software as subject to
district judge in November granted Washington state’s
control on the USML,” it noted.
previous motion to halt the posting of such blueprints
“All other items addressed in the final rules were
The National Shooting Sports Foundation (NSSF),
transferred from the jurisdiction of the Department
which filed a motion opposing the lawsuit, applauded
and the USML to the Department of Commerce and the
the ruling. “NSSF offered alternative language that
Commerce Control List (CCL) on March 9, 2020,” State
would allow the court to address the 3D printing issue
added.
at a later date while allowing the bulk of the final rules
In all, the BIS rule creates 17 new Export Control
to take effect without interruption. This was successful.
Classification Numbers (ECCNs) to control items
NSSF accomplished the purpose for which we sought
transferred from the USML – 13 in the “500 series” and
to intervene in the case,” Lawrence Keane, NSSF senior
four “600-series” -- and
VP and general counsel, said
revises and removes other
in an email to The Export
ECCNs. Specifically, the
Practitioner.
new ECCNs are: 0A501,
In contrast, gun control
BIS created 17 new Export
0A502, 0A503, 0A504,
organizations continued their
Control Classification Numbers
0A505, 0B501, 0B505,
opposition to the transfers.
(ECCNs)
to
control
items
transferred
0D501, 0D505, 0E501,
“We are pleased that part
from the USML.
0E502, 0E504, 0E505,
of the new rule focused on
0A602, 0B602, 0D602
3D-printed guns has been
and 0E602.
blocked, but Congress should
Due to the coronaact quickly to reverse the entire
virus safety measures, most BIS licensing officers are
regulation. Lawmakers must pass legislation to reinstate
working remotely as the Washington office building is
congressional oversight and ensure that the overseas sale
closed. Both BIS and DDTC are processing and approving
of firearms and ammunition is properly scrutinized,”
licenses, “though it is much slower, and both have
Lindsay Nichols, federal policy director at Giffords Law
advised exporters to expect delays,” one industry source
Center, said in a statement.
told The Export Practitioner (see related story, page 20).

Plaintiffs, Activists Respond to Ruling
“This is a major victory for public safety and common
sense. Securing a preliminary injunction was critical in
this case, because once these files are widely available,
we cannot easily pull them back. This is a big first step,
but we have a long fight ahead and Connecticut is ready
to do what it takes to ensure the safety and security of
our families,” said Connecticut Attorney General William
Tong, a representative of one of the states that filed the
lawsuit.
“For the second time, we have blocked that effort in
court. We will keep fighting back against this unlawful,
dangerous policy as many times as it takes,” Washington
Attorney General Ferguson said in a statement. “These
downloadable guns are unregistered and very difficult to

Despite Ruling, Blueprints
Posted on Website

Despite the ruling on 3D gun blueprints, Defense
Distributed March 27 relaunched DEFCAD, “a repository
for small arms technical data,” according to its website.
The site “was built to serve as a public good and an
ongoing, standardized resource for the American rifleman
and gunsmith,” it notes.
As of March 31, the site hosted 5,872 files and
counted 91,152 downloads by 14,800 users. “DEFCAD
files and other hardware are not currently available to
persons outside the United States and are only available
to residents of and persons in the State of New Jersey who
possess a federal firearms license.” The idea that online
files can stay within U.S. borders is a 20+ year old issue.
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Conclusion

Of course, these are not normal times, and a global
pandemic is more important than which section of
which regulations control which products. Even before
In normal times, practitioners and industry executives
the coronavirus, the current
would be pounding on export
administration has paid little
control
agencies’
doors,
attention to export control
demanding the completion
“These
downloadable
guns
are
reform, so whether it will return
of the reform effort, now that
to the reform effort once the
unregistered and very difficult
the last three USML categories
current crisis is passed, remains
have been published. They
to detect, even with metal
to be seen.
were promised continuous list
review, streamlined regulations
and general clarity.

detectors.”
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IRANIAN CITIZEN EXTRADITED ON
MILITARY EXPORT CHARGES

SIEMENS EXEC SENTENCED FOR
PAYING BRIBES IN ARGENTINA

Merdad Ansari, an Iranian citizen and
resident of United Arab Emirates (UAE), was
extradited from Georgia March 14, 2020, to face
charges in San Antonio U.S. District Court for his
role in a scheme to obtain dual-use and military
parts for Iran without licenses from Treasury’s
Office of Foreign Assets Control (OFAC) or
Commerce.
Codefendant Susan Yip (aka Susan Yeh), a
Taiwanese citizen, was sentenced to two years in
prison on related charges in October 2012 (see
The Export Practitioner, November 2012, page
7). Yip pleaded guilty to conspiracy to violate
Iran sanctions. Mehrdad Foomanie (aka Frank
Foomanie) of Iran remains at large. The June
2011 indictment was unsealed at the same time
as Yip’s sentencing.
Among other charges, the indictment
alleged that Ansari attempted to transship and
transshipped cargo obtained from the U.S. by
Yip and Foomanie using Ansari’s company, Gulf
Gate Sea Cargo LLC., located in Dubai, UAE.
From October 2007 to June 2011, the
defendants obtained or attempted to obtain from
companies worldwide over 105,990 parts valued
at approximately $2,630,800 involving more
than 1,260 transactions.
They conducted 599 transactions with
63 different U.S. companies “where they
obtained or attempted to obtain parts from
[U.S.] companies without notifying the [U.S.]
companies these parts were being shipped to
Iran” or getting the required U.S. government
licenses to ship these parts to Iran,” the
indictment noted.
“These parts had dual-use military and
civilian capability and could be used in such
systems as: nuclear weapons, missile guidance
and development, secure tactical radio
communications, offensive electronic warfare,
military electronic countermeasures (radio
jamming), and radar warning and surveillance
systems,” it said.

A former chief financial officer of Siemens
Argentina was sentenced to time served for his
role in a bribery scheme to obtain a $1 billion
government contract to produce national
identity cards for Argentine citizens.
Andres Truppel was sentenced March 13,
2020, in Manhattan U.S. District Court. He
pleaded guilty in September 2015 to conspiracy
to violate the Foreign Corrupt Practices Act
(FCPA). Truppel previously agreed to pay the
Securities and Exchange Commission (SEC) an
$80,000 civil penalty for his role in the scheme
in February 2014.

In 1998, the government awarded the DNI
project to a special-purpose subsidiary of
Siemens AG.
Eberhard Reichert, a former Siemens AG
executive, pleaded guilty in March 2018 in
Manhattan federal court to related charges for
his role in the scheme and is awaiting sentencing
(see The Export Practitioner, April 2018, page 11).
Uriel Sharef, a former officer and board member
of Siemens AG, agreed to pay the SEC a $275,000
civil penalty in April 2013.
According to the 2011 grand jury
indictment, Argentina issued a tender for bids in
1994 to replace an existing system of manually
created national identity booklets with state-ofthe-art national identity cards, also known as the
DNI project.
In 1998, the government awarded the
DNI project to a special-purpose subsidiary
of Siemens AG. The Argentine government
terminated the DNI project in 2001.
From 1996 through August 2009, “the
defendants engaged in a conspiracy to obtain
the lucrative proceeds of the DNI Project, and
to foster future business, by means of bribery,
fraud, and other forms of corruption,” a Justice
sentencing memo noted.
“Specifically, during the bidding and
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implementation phases of the DNI Project, the
defendants caused Siemens to commit to paying
nearly $100 million in bribes to sitting officials
of the Argentine government, members of the
opposition party, and candidates for office
who were likely to come to power during the
performance of the contract,” it added.

OKLA. MAN CHARGED WITH
ILLEGALLY SHIPPING FIREARMS
Randy Lew Williams, of Edmond, Okla.,
was charged March 3, 2020, in Oklahoma
City U.S. District Court with illegally shipping
firearms, including multiple Glock pistol slides
and various disassembled Glock 19 parts, to the
United Arab Emirates (UAE) in 2018 without the
required State licenses.
The parts were “concealed inside toolboxes

“Some of the gun parts were concealed
within the larger sawzalls (reciprocating
saws) in the shipment.”
and tools,” the criminal complaint noted. The
commercial invoice for the shipment “only
indicated the following items within the
shipment: ‘5 Sawzalls, 3 Punch sets, 3 Hitch Pins,
3 patches,’” the complaint added.
After further inspection, authorities found
that “some of the gun parts were concealed
within the larger sawzalls (reciprocating saws) in
the shipment,” it said.
In total, the shipment contained three
disassembled Glock 19 pistols, two Glock 17
lower receivers and other Glock parts such as
a Glock 19 recoil spring assembly, a Glock 19
slide stop lever, a Glock 19 trigger mechanism
housing with ejector, a Glock 19 trigger with
trigger bar, as well as the slides and barrels to
three Glock 19s, the complaint noted.

IRANIAN NATIONAL CONVICTED IN
VENEZUELA HOUSING SCHEME
An Iranian national was convicted for his
role in a scheme in which more than $115
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million in payments for a Venezuelan housing
complex were illegally funneled through the
U.S. financial system for the benefit of Iranian
individuals and entities between April 2011 and
November 2013.
Ali Sadr Hashemi Nejad (Sadr) was convicted
March 16, 2020, in Manhattan U.S. District
Court following a two-week jury trial on charges
of evading Iran sanctions, defrauding the U.S.
and bank fraud. Sadr was found not guilty of
conspiracy to commit money laundering.
The indictment against Sadr was unsealed
in March 2018 (see The Export Practitioner, April
2018, page 7). Sentencing is set for Aug. 17.
The project was led by Stratus Group, an
Iranian conglomerate controlled by Sadr and
his family, the indictment noted. Sadr allegedly
managed project finances, it added. Stratus
Group incorporated Iranian International
Housing Corporation (IIHC) in December 2006.
In July 2007, IIHC entered into a contract
with a subsidiary of Venezuelan state-owned
energy company, Petroleos de Venezuela,
S.A. (PDVSA), which called for IIHC to build
approximately 7,000 housing units in Venezuela
in exchange for approximately $475 million, the
indictment said.
In or about 2010, Sadr and a co-conspirator
incorporated two entities outside Iran, using
St. Kitts and Nevis passports and a Dubai,
United Arab Emirates, address for the purpose
of receiving U.S. dollar payments related to the
project on behalf of IIHC: Clarity Trade and
Finance, incorporated in Switzerland, and Stratus
Turkey.
Sadr and others “conspired to evade U.S.
sanctions by conducting international financial
transactions using Clarity and Stratus Turkey
on behalf of and for the benefit of Iranian
individuals and entities… in order to conceal
from U.S. banks and others that services were
being provided to Iran” in violation of U.S.
regulations, the indictment noted.

FORMER ALSTOM EXEC SENT TO
PRISON ON BRIBERY CHARGES
Ten days after a judge granted his motion
for a new trial, Lawrence Hoskins, former Alstom
Power Inc. (API) senior VP in Asia, was sentenced
March 6, 2020, in New Haven, Conn., U.S.
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District Court to 15 months in prison for his
role in a scheme to bribe Indonesian officials in
exchange for assistance in securing contracts.
Judge Janet Bond Arterton in February
granted Hoskins’ motion for a new trial on
seven charges of violating the Foreign Corrupt
Practices Act (FCPA) (see The Export Practitioner,
March 2020, page 11). Hoskins was convicted
in November after a two-week trial. The judge
did not dismiss money laundering charges
against him. Hoskins was charged in a second
superseding indictment in July 2013.
A superseding indictment was unsealed in
February in New Haven court against two former
executives of Indonesian Alstom subsidiary and
former Marubeni executive for their alleged
participation in the scheme.
According to the Justice sentencing memo,
Hoskins “knowingly and willfully” paid bribes to
officials, including a member of the Indonesian
Parliament and high-ranking members of
Perusahaan Listrik Negara (PLN), the state-owned
electricity company in Indonesia, in exchange
for help in securing a $118 million contract for
the Tarahan power project.
Hoskins “was a part of frequent email
exchanges and discussions about the bribery
scheme, including efforts to funnel the bribes
through so-called ‘consultants’; to hide those
bribes through sham consulting contracts that
purport to bar bribery payments; to convince API
to select a different consultant when he learned
that the first was not trusted by Indonesian
power officials to make the right payoffs; and to
negotiate accelerated terms of payments to get
more money into officials’ pockets earlier,” the
memo noted.
“The contracts that he helped negotiate
triggered bribe payments for years after his
departure. The defendant and his co-conspirators
knew their conduct was illegal, but pressed
forward nonetheless in an effort that would
make millions in gross profits for Alstom,” it
added.
“Nor was this conduct isolated to Tarahan—
the defendant actively engaged in discussions
to bribe officials on several other Indonesian
projects as well as projects in India and
Malaysia,” the memo said.

U.S. CITIZEN PLEADS GUILTY TO
SMUGGLING GOODS TO IRAN
Aiden Davidson, aka Hamed Aliabadi, a
naturalized U.S. citizen, pleaded guilty March
2, 2020, in Concord, N.H., U.S. District Court
to smuggling goods, including motors, pumps,
valves and other items, to Iran between
December 2016 and February 2017.
Davidson, the manager/member and
registered agent of a N.H. company, Golden Gate

“The defendant and Golden Gate willfully
evaded national security controls related to
transactions with Iran.”
International, admitted to “falsely identifying
the Ultimate Consignee of the shipment in
accompanying Electronic Export Information”
as a Turkish company, the plea agreement noted.
The superseding indictment was filed in January
2019. Sentencing is set for June 17.
“In causing the unlicensed exportation, the
defendant and Golden Gate willfully evaded
national security controls related to transactions
with Iran,” the plea agreement added. Between
April and August 2017, Davidson and Golden
Gate again knowingly smuggled goods to Iran,
including displacement pumps that were valued
at approximately $13,000.

BOSTON JUDGE ORDERS NEW
TRIAL AFTER FCPA CONVICTION
A Boston U.S. District judge March 11, 2020,
granted a motion for a new trial to Roger Richard
Boncy, a dual U.S. and Haitian citizen who
resides in Spain, and retired U.S. Army colonel
Joseph Baptiste of Fulton, Md., due to the
defense attorney’s “deficient representation.”
The men were convicted in June 2019 after
a two-week jury trial of conspiracy to violate
the Foreign Corrupt Practices Act (FCPA) and
other charges in connection with a planned $84
million port development project in Haiti (see
The Export Practitioner, July 2019, page 8).
Boncy and Baptiste solicited bribes from
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undercover agents, with Baptiste saying he
would funnel payments to Haitian officials
through his nonprofit.
Defense attorney Donald LaRoche’s “failure
to meaningfully review discovery produced
by the Government until the days leading to
trial was prejudicial to Defendant Baptiste in
that it significantly impeded LaRoche’s ability
to prepare for trial,” U.S. District Judge Allison
Burroughs wrote.
“In addition, while certain errors identified
supra may not have been prejudicial in isolation,
the cumulative effect of LaRoche’s failure to

meaningfully review discovery in combination
with the other errors identified herein raises a
‘reasonable probability’ that Defendant Baptiste
was prejudiced by the deficiency,” she added.
While LaRoche represented Baptiste,
Burroughs also ordered a new trial for Boncy.
“In the Court’s view, a new trial is warranted as
to Defendant Boncy because LaRoche’s deficient
representation resulted in Defendant Boncy’s
counsel having to play an outsized role at trial
rather than pursue his preferred defense strategy
for his own client,” Burroughs wrote.

The Exporting Source
www.exportingsource.com
The Exporting Source is a free, one-stop website for finding help to export to new
customers, to learn about government export programs, to join export-promoting trade
missions, to sign up for trade conferences and training, and to link to other exporting
services.
Whether you’re an old hand at exporting or just getting started, The Exporting Source
will provide you a place to get the latest news from the Export-Import Bank, U.S. Trade
and Development Agency (USTDA) and Overseas Private Investment Corporation (OPIC),
among other government agencies. Visit www.exportingsource.com.
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BIS NEEDS TO IMPROVE
END-USE CHECKS, IG SAYS
The Bureau of Industry and Security (BIS)
needs to improve its efforts to effectively track
and monitor end-use check (EUC) performance
to ensure the appropriate foreign end-users
receive and use controlled U.S. exports in
accordance with the Export Administration
Regulations (EAR), the department’s Inspector
General (IG) found in a report (OIG-20-019-A)
released March 2, 2020.
Specifically, BIS is unable to adequately
determine whether EUCs met its targeting
criteria for four main reasons: specialists used
different methodologies for selecting export
transactions for EUCs; data did not align with
targeting criteria, were inaccurate, or were not
entered timely; lack of a final rating left some
EUCs open for years; and regular screening for
proscribed parties of unlicensed exports is not
performed.
In addition, “BIS did not fully screen export
transactions that used the Strategic Trade
Authorization [STA] license exception,” the
report noted.
The IG report recommended BIS should
develop: standard operating procedures for staff
responsible for selecting and reviewing EUCs; a
process that ensures that reasons for selecting
EUCs align with the criteria; and a contingency
plan to conduct enhanced monitoring of
certain export filings and reinforce guidance
for screening export transactions that used the
STA license exception whose consignees were
associated with ineligible countries.
In response to the report, BIS said that it
provides specialists with written guidance for
targeting EUCs. “However, based on interviews
with nearly all compliance specialists responsible
for EUC selection, we found that each one has
developed specific processes and methods for
selecting EUCs for their geographical areas of
operation,” the IG noted.

INDUSTRY REJECTS “VAGUE” CONTROLS
ON GEOSPATIAL IMAGERY SOFTWARE
The Bureau of Industry and Security
(BIS) had to know it was coming. In almost

12

| The Export Practitioner April 2020

unanimous comments, industry denounced new
export controls on geospatial imagery software
and urged the agency to provide more complete
and narrow definitions of terminology included
in the rule.
As the first of potentially several rules on
emerging technologies, BIS in January added
“software specially designed to automate the
analysis of geospatial imagery” to its “holding”
Export Control Classification Number (ECCNs)
0Y521 series, specifically under ECCN 0D521 (see
The Export Practitioner, February 2020, page 14).
The agency received 28 comments on the rule.
Boeing cited the lack of a definition for the
term “‘geospatial imagery’, which is a critical
scoping element of the control text,” it wrote.
“Without a narrowed definition of ‘geospatial
imagery’, software being used and developed
across industries involved in autonomy (marine,
automotive, and aviation) will be negatively
impacted without enhancing national security,”
the company added. “We believe that companies
involved in autonomy are already developing
and using software that meets more expansive
definitions of ‘geospatial imagery,’” Boeing
wrote.
Mapbox commented that “improving the
definitions of (1) geospatial imagery and (2)
point cloud is warranted to ensure that the
terms do not subject unintended software to
export control.” While the map and location
services provider believes “it is unlikely that an
informed practitioner would make the mistake
of subjecting street-level systems to scrutiny
under the interim final rule, it is desirable to
avoid ambiguity and the potential for future
confusion.”
“Defining ‘geospatial imagery’ to specifically
refer to raster imagery collected from aerial
or satellite sources will substantially reduce
uncertainty and the risk that this rule could
be misinterpreted in the future,” the company
wrote.
FLIR argued that the terminology in the rule
is “too vague and may result in unintentional
over-control of certain software data.”
Specifically, the company requested BIS “provide
a clear and concise definition of ‘geospatial
imaging’ to explicitly exclude data obtained
from sources other than satellite or extreme,
high altitude aircraft or spacecraft, including
multispectral and hyperspectral imagery outside

EXPORT CONTROLS

the visible spectrum.”
“The new definition should delineate data
based on the method obtained (satellite vs.
aircraft) rather than the type of data,” FLIR
noted.
The University of Wisconsin-Madison
(UWMadison) suggested that BIS provide a
more complete definition of “object” to remove
the current subjectivity. “This definition
should address whether natural/meteorological
structures and phenomena are included in the
definition,” it wrote.
In addition, UWMadison suggested that
BIS exempt software used for environmental
forecasting and monitoring by: adding a note
stating that software used for environmental
purposes is not included under 0D521 and is
considered EAR99; and creating a definition
of “object” that “specifically does not include
geophysical phenomena,” it wrote.
Corteva Agriscience argued that the rule
“has the potential to disrupt considerable
progress being made in Digital Agriculture across
the United States and around the world.” The
company and other agriculture firms “utilize
the automated analysis of satellite, aerial
and other geospatial imagery in a number of
different manners ranging from research and
development, product placement, crop health
management, environmental stewardship, risk
management and quality control, to name a
few.”
“As written, however, the current rule has
considerable ambiguity, complicating the process
of establishing compliance and monitoring
protocols,” Corteva wrote.
Rule Could Impact Development
Goals, Fundamental Research
The World Geospatial Industry Council
(WGIC) cited the rule’s effects on work towards
the Sustainable Development Goals (SDGs). “The
new rule would mean that several countries
and developmental organizations relying on
these technologies and software will either
have to procure them from other sources,
look for possible exemptions, or, in the worst
case scenario, halt the ongoing work on SDGs
altogether,” WGIC observed.
“The enforcement of the new rule will not
have any impact on the proliferation of the

target technology, since the geospatial imagery
analysis, features and capabilities mentioned
in it have already been embedded in numerous
aspects of commercial products,” WGIC added.
The Computing Research Association
(CRA) said it was concerned that “this rule
could adversely impact the fundamental
research conducted by the computing and
information technology communities, as well
as legitimate and desirable activities by NGOs
and other technology start-up companies in
the United States. This could potentially put
the United States at a disadvantage compared
to other countries, both technologically and
economically.”
The group recommended two actions: “First,
clarifying the fundamental research exemption
is key; this will allow research in this space to
continue, free of concern that new restrictions
will be applied unexpectedly. Second, we
recommend tightening the language of the
rule to reduce impact on startups that are using
geo-imagery to support civilian use cases,” CRA
wrote.
Silicon Valley Leadership Group (SVLG)
commented that the “limitation on geospatial
imagery should be confined to applications
that are truly developmental core technology. A
technology that is readily available from foreign
suppliers, or previously embedded in existing
products or services, would not meet this
definition.”
“Further, geospatial imagery subject to
export review should be explicitly linked to
specific applications that are required for the
development or use of conventional weapons or
weapons of mass destruction,” SVLG wrote.
The Environmental Systems Research
Institute, Inc (ESRI) also opposed the new
controls. “The effect of these proposed new
controls is to impose blanket restrictions that
will negatively impact U.S. business's ability to
compete in the global markets while failing to
significantly further U.S. national security and
foreign policy objectives,” the group wrote.
“Focusing the export controls on specifically
designed software designed to offer specific
technologies that have specific military or
defense applicability or targeting certain
countries can be an acceptable remedy to target
a specific current foreign policy situation,” ESRI
commented.
April 2020 The Export Practitioner | 13
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AGENCIES FACE HIRING
CHALLENGES, GAO SAYS

ADMINISTRATION ADDS NEW IRAN
SANCTIONS DESPITE CORONAVIRUS

All three of the main U.S. sanctions
implementation units – Treasury’s Office of
Foreign Assets Control (OFAC), State’s Office of
Economic Sanctions Policy and Implementation
(SPI), and BIS’ Foreign Policy Division (FPD) -have received steady or increasing resources in
the last five years, but have faced challenges in
filling positions, the Government Accountability
Office (GAO) found in a report published March
11, 2020 (GAO-20-324).
In fiscal years (FYs) 2014 to 2019, OFAC
received a 58 percent budget increase and
additional hiring authority, but vacancies ranged
from 6 to 26 percent of its authorized full-time
equivalents (FTEs).
“OFAC officials attributed the gap to
challenges in hiring due to competition from
other agencies and the private sector and the
time needed for new hires to obtain security
clearances,” the GAO noted.
“State SPI has also generally received
additional authorized inflation-adjusted
budgetary and human resources but has not
been fully staffed in recent years. Commerce’s
FPD has received relatively steady inflationadjusted budgetary resources but, according to
Commerce officials, lacks funding to fill one of
its 10 positions,” it added.
Specifically, State SPI “received authority to
hire six additional FTEs in fiscal year 2020, for a
total of 21, but more than half of its authorized
positions were vacant at the start of the fiscal
year,” the report said.
“GAO recommends that State include
additional information about the expenditures it
considers in its reporting for the Proliferation of
Weapons of Mass Destruction sanctions program.
State concurred with the recommendation,” it
added.
“Treasury, State, and Commerce units that
focus primarily on sanctions implementation
have information that can measure changes
in agency workload over time; however,
agency officials cited challenges in using this
information as accurate measures of workload
for the purpose of informing resource needs,”
GAO noted.

With Iran one of the countries hardest hit
by the coronavirus, lawmakers and activists are
urging the Trump administration to remove or
reduce sanctions on Tehran. At the same time,
allies are continuing their efforts to preserve the
Joint Comprehensive Plan of Action (JCPOA)
and evade U.S. sanctions.
Nonetheless, Treasury’s Office of Foreign
Assets Control (OFAC) continued imposing
sanctions on companies that support the Islamic
Revolutionary Guards Corps-Qods Force (IRGCQF) or facilitate the Iranian regime’s petroleum
sales.
France, Germany and the United Kingdom
(E3) March 31, 2020, confirmed that INSTEX,
the European vehicle to facilitate transactions
with Iran, has “successfully concluded its first
transaction, facilitating the export of medical
goods from Europe to Iran,” the three partners
said in a statement.
“INSTEX aims to provide a sustainable,
long-term solution for legitimate trade between
Europe and Iran as part of the continued efforts
to preserve the JCPOA. Now the first transaction
is complete, INSTEX and its Iranian counterpart
STFI will work on more transactions and
enhancing the mechanism,” the E3 added.
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OFAC Designates Front
Companies, Officials
OFAC March 26 designated 20 Iran- and
Iraq-based front companies, senior officials
and business associates that support the IRGCQF in addition to transferring lethal aid to
Iranian-backed terrorist militias in Iraq. A week
earlier, State and OFAC designated five United
Arab Emirates (UAE)-based companies “that
facilitate the Iranian regime’s petroleum and
petrochemical sales,” OFAC said March 19.
Specifically, OFAC designated Petro Grand
FZE, Alphabet International DMCC, Swissol
Trade DMCC, Alam Althrwa General Trading
LLC, and Alwaneo LLC Co. In 2019, these
companies collectively purchased hundreds of
thousands of metric tons of petroleum products
from National Iranian Oil Company (NIOC) for
delivery to the UAE, the agency noted.
A day earlier, State sanctioned nine entities
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and three individuals who have engaged in
activity that could enable the Iranian regime’s
violent behavior. The department imposed
sanctions on these entities for “knowingly
engaging in a significant transaction for
the purchase, acquisition, sale, transport, or
marketing of petrochemical products from Iran.”
They include: South African company SPI
International Proprietary Limited; Hong Kongbased companies McFly Plastic HK Limited,
Saturn Oasis Co., Limited, and Sea Charming
Shipping Company Limited; and Chinese
companies Dalian Golden Sun Import & Export
Co., Ltd., Tianyi International (Dalian) Co., Ltd.,
and Aoxing Ship Management (Shanghai) Ltd.
State also imposed sanctions on the two
owners of SPI International Proprietary Limited
-- South African company Main Street 1095;
and Iranian entity Armed Forces Social Security
Investment Company – and three executive
officers: Mohammad Hassan Toulai, managing
director of Armed Forces Social Security
Investment Company; Hossein Tavakkoli,
director of SPI International Proprietary Limited;
and Reza Ebadzadeh Semnani, director of Main
Street 1095.
Activists, Lawmakers Urge
Removal of Sanctions
More than 30 House members and senators
March 31 urged the administration to end its
Iran sanctions. “Rather than continue to invoke

new sanctions in the Iranian people’s hour of
need, we urge you to substantially suspend
sanctions on Iran during this global public
health emergency in a humanitarian gesture to
the Iranian people to better enable them to fight
the virus,” they wrote.
“Additionally, we encourage the U.S. to find
a way to deliver aid directly to the Iranian people
to support the Iranian people’s fight against
coronavirus, as many other nations have done.
There is precedent for both of these steps, as the
George W. Bush administration eased sanctions
and delivered aid to Iran following a deadly
earthquake near Bam in 2003,” the lawmakers
added.
Human rights activists also urged the
administration to suspend Iran sanctions,
including those affecting the country’s financial
and oil sectors and its civilian industries,
for 120 days. Two dozen organizations,
including CODEPINK, J Street, Win Without
War and Ploughshares Fund, wrote a letter to
the president, Secretary of State Pompeo and
Treasury Secretary Mnuchin March 20.
“Sanctions have harmed the public health
sector in Iran by slowing or entirely blocking
the sale of medicine, respirators, and hygienic
supplies needed to mitigate the epidemic, and
broad sectoral sanctions continue to negatively
impact ordinary Iranians by shuttering civilianowned businesses and decimating the value
of the rial, making it harder to procure food,
medicine, and other basic needs,” they wrote.
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EXPORTING FROM EUROPE
By David Hayes *

CIVIL NUCLEAR EXPORT CONTROLS:
A TRANSATLANTIC PERSPECTIVE
It is the spirit and not the form of law that keeps
justice alive.
-- Earl Warren
Given the resurgence, now on temporary
hiatus along with most other things, of the
civil nuclear industry, it is worth reviewing the
differences between the civil nuclear export
controls of the European Union (EU) and the
U.S.
Complexity vs Simplicity
Those familiar with the U.S. structure of civil
nuclear export controls will know that there is
a broad split between civil nuclear technology,
controlled by the Department of Energy
(DOE) under 10 CFR §810, and civil nuclear
materials controlled by the Nuclear Regulatory
Commission (NRC) under 10 CFR §110.
In the EU, the situation is much more
straightforward, with both technology and
hardware controlled under Category 0 of the
dual-use regulation, Regulation (EC) 428/2009,
as most recently amended by Council Regulation
2199/2019. In the EC Regulation, Category 0
is devoted to nuclear materials, facilities and
equipment and bears little resemblance to
Category 0 of the Commerce Control List (CCL).
Relaxation vs Restriction
The above is not an indication that EU
controls in the civil nuclear arena are more
relaxed than those of the U.S. In fact, the
opposite may be the case.
Most items in Category 0 of the EC
regulation are controlled under Annex IV. In
short, these “break the normal rule” for dual-use
items and require a license, even for transfers
between EU member states.
These items are controlled by Part II of
Annex IV, which prohibits the issuance of
national general authorizations for intra-EU
trade, thereby limiting license availability only
to individual licenses.
For those unfamiliar with Regulation (EC)

428/2009, it is important to realize, particularly
for classification purposes in a licensing context,
that Annexes I and IV are not discrete. Annex IV
items are first listed in Annex I and then subject
to special requirements in Annex IV, which itself
is in two parts. Misunderstanding this structural
point is a frequent cause of licensing errors,
beyond the civil nuclear sector.
One curious outcome is that U.S. companies
can find bidding on EU civil nuclear contracts
is easier for them than for their EU-based
competitors, other than any based in the
country requesting the bid.
Assuming that a bid response will require
the inclusion of civil nuclear technology, an
EU bidder will typically require a standard
individual export license in order to submit
the bid response. Given the broad scope of
open licensing available under 10 CFR §810,
a U.S. bidder is likely able to respond under
open license provisions. A curious approach
to supporting the internal market, even by EU
standards.
Export (or not!)
Because civil nuclear items are dual-use in an
EU context and covered by the same regulation
as any other dual-use item, it should be no
surprise that “export” means only physical and/
or electronic exports. There is no deemed export
equivalent in the EU regulation.
Re-Export (or not!)
Aside from the usual commitments
provided in end-user undertakings, there are
no requirements on foreign parties receiving
items exported from the EU; EU export control
legislation is not extraterritorial.
The position regarding re-exports under 10
CFR §810 is not exactly a model of clarity. The
National Nuclear Safety Administration (NNSA)
guidance on Part 810 makes clear that retransfers
of generally authorized technology remain the
responsibility of the U.S. exporter.
An example is given of a U.S. exporter
transferring nuclear technology to Canada,
which states that the U.S. exporter would
need to determine the actual end user of the
technology. If the final end-user will be in a
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third country that is not covered by a general
authorization, the U.S. exporter would have to
obtain a specific authorization for the re-export
from Canada before proceeding with the initial
transfer to Canada. The implication is clear that
the U.S. exporter must know and disclose the
ultimate end use and end user.
The NNSA guidance goes on to state: “DOE
evaluates such transfers as if the U.S. exporter
were transferring the technology directly to the
final end user in the third country/retransfer
destination.”
What remains unclear is whether the
U.S. exporter retains responsibility for any
subsequent retransfer of technology by the
foreign recipient to a third country that is not
generally authorized or to an employee who is a
third-country national .
The guidance strongly implies that such
responsibility is indeed retained by the U.S.
exporter, stating, “Further, the U.S. exporter
must have an agreement with the recipient
ensuring that any subsequent transfer of Part
810-controlled technology will take place only
if the U.S. exporter obtains DOE’s prior written
consent.”
This perception is reinforced by the fact
that there is no readily apparent mechanism
by which a non-U.S. party can apply for an
authorization under 10 CFR §810 or indeed
clarity on what is meant by “persons subject to
the jurisdiction of the United States” in 10 CFR
§810.2(a)(1).
For practitioners experienced in the
International Traffic in Arms Regulations (ITAR),
and the darker times of pre-reform and prebrokering amendment compliance, the phrase
“otherwise subject to the jurisdiction of the
United States” will recall unpleasant memories.
However, the breadth of interpretation
State’s Directorate of Defense Trade Controls
(DDTC) sought to import to that term was
somewhat curtailed in the Yakou case (see The
Export Practitioner, January 2005, page 7):
In U.S. v. Yakou (Court of Appeals for D.C.
Circuit, 2005), the defendant, an alien who
had obtained lawful permanent resident (LPR)
status, but was living in Iraq, was charged with
engaging in brokering activities in violation of
the Arms Export Control Act (AECA) and the
ITAR.
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The Court of Appeals upheld the dismissal
of the indictment on the grounds that (1)
district court could determine prior to trial, on
defendant's motion to dismiss the indictment,
whether defendant was a “U.S. Person” for
purposes of AECA and ITAR; (2) defendant’s
LPR status could be lost without formal removal
proceedings before the Board of Immigration
Appeals (BIA) or filing of abandonment form; (3)
defendant’s lawful permanent Residence (LPR)
status changed when he left the United States,
and thus he was not a “U.S. person” under AECA
or ITAR; and (4) defendant could not aid and
abet his son’s alleged violation of AECA and
ITAR, stating in part:
“To adopt the United States’ position that Yakou
can be charged with aiding and abetting alleged
brokering activities in Iraq, even if Congress and
the implementing regulations did not contemplate
such coverage, would greatly expand the scope of the
registration and licensing requirements by regulating
not just “U.S. person[s], wherever located, and
any foreign person located in the United States or
otherwise subject to the jurisdiction of the United
States,” but also regulating non-U.S. persons located
and acting outside the United States. Congress
has not expressed with the requisite clarity that it
sought to apply the Brokering Amendment and, by
extension the ITARs brokering provisions, in such
an extraterritorial manner, … as a non-U.S. person
outside the United States is not punishable as a
principal except where subject to the jurisdiction of
the United States,. Accordingly, while the Brokering
Amendment and the ITAR have extraterritorial effect
for “U.S. persons,” they do not have such effect for
“foreign persons,” like Yakou, whose conduct occurs
outside the United States. To apply the aiding and
abetting statute to Yakou’s conduct in Iraq would
confer extraterritorial jurisdiction far beyond that
which is available directly under the Brokering
Amendment and the ITAR.”
It does, therefore, seem unlikely that a
foreign party receiving 10 CFR §810 controlled
technology could be held to be a “person
otherwise subject to the jurisdiction of the
United States.”
This is not, of course, the same thing as
saying that U.S. re-export controls do not apply
to 10 CFR §810 technology, since the intent to
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exercise control over retransfers is apparent, in
the guidance more so than the legislation. The
potential for prosecution of a foreign party based
on a “causing” theory of the crime should not be
overlooked.
More Time Travel
In many ways, reading 10 CFR §810 and
the associated guidance is rather like ITAR time
travel.
The NNSA guidance states, “Note that the
transfer of controlled nuclear technology to
a “foreign national” (as defined in §810.3),
whether within or outside of the United States,
is deemed to be an export of such technology
to that foreign national’s country of citizenship.
As a result, whether such a transfer is generally
authorized or requires specific authorization
will depend on the nature and purpose of the
transfer as well as the general authorization
status of the recipient’s country of citizenship
under Appendix A to Part 810.”
In short, if the foreign recipient who is a
party in a generally authorized country, has
employees who are citizens of non-generally
authorized countries (all citizenships held by
an individual being taken into account), then
the issues of how to manage those individuals
in the context of both U.S. and domestic laws
is redolent of the “bad old days” of ITAR pre 22
CFR §126.18. Note though that the guidance
refers to “transfer” to a foreign national outside
the United States, as distinct from retransfer.
This appears consistent with the earlier guidance
point that, “DOE evaluates such transfers
as if the U.S. exporter were transferring the
technology directly to the final end user in the
third country/retransfer destination.”
Back to the Future
There are a number of factors that would
suggest making changes to better align
DOE controls with ITAR and the Export
Administration Regulations (EAR) may be a
low-risk way to clarify what might be termed
regulatory expectation and to ease compliance,
both for affected U.S. exporters and foreign
recipients.

There is little evidence to suggest that civil
nuclear technology poses unique risks above and
beyond other technologies subject to strategic
export controls, many of which have potential
application in WMD contexts.
Therefore, taking into account the fact that
the approach in 22 CFR §126.18 and the EAR
equivalent is based on individual recipients
of unclassified controlled technology holding
security clearances in the recipient country and
that such clearances will be the norm in many
companies operating in a civil nuclear industry
environment, there would appear to be a logical
argument that adopting analogous provisions
in 10 CFR §810 would be advantageous to all
parties.
In many cases currently, the “old ITAR”
scenario, that complying with mutually
exclusive legal requirements is impossible, is
what confronts and confounds many companies,
and this cannot result in effective compliance.
A key differentiator is the probability that the
response of foreign recipients in a civil nuclear
context is likely to be the opposite of that in the
“old ITAR” context, due to the differing levels of
enforcement vis-à-vis DDTC and DOE. Enabling
compliance with both requirements, as far as
practicable, is likely to improve compliance
overall, compared with the current “either/or”
approach, which by definition mandates noncompliance with one or other set of regulations.

It is not what a lawyer tells me I may do; but
what humanity, reason, and justice tell me I
ought to do.
-- Edmund Burke, Second Speech on
Conciliation, 1775
						
* David Hayes is a director of David Hayes – Export
Controls, a UK-based consultancy specializing
in U.S. export compliance issues. He is also the
director of UK affairs for Trade Compliance Group
(previously MK Technology). He can be contacted
on +44 7765 007368 or at david@davidhayesexportcontrols.com.
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BIS REQUESTS COMMENTS ON
HUAWEI LICENSE EXTENSION
The Bureau of Industry and Security (BIS)
March 12, 2020, for the third time extended
a narrow and temporary General License (GL)
authorizing some transactions with Huawei and
114 non-U.S. affiliates through May 15. This
time, the agency requested public comments on
future extensions. Two weeks later, BIS extended
the comment period through April 22.
In February, BIS extended the GL for the
second time. On the same day, a 16-count
superseding indictment was filed in Brooklyn
U.S. District Court charging the Chinese firm
and several subsidiaries with racketeering and
conspiracy to steal trade secrets (see The Export
Practitioner, March 2020, page 18). BIS originally
added the Chinese firm and its affiliates to the
Entity List in May 2019.
“BIS is requesting these comments to assist
the U.S. Government in evaluating whether
the temporary general license should continue
to be extended, to evaluate whether any other
changes may be warranted to the temporary
general license, and to identify any alternative
authorization or other regulatory provisions
that may more effectively address what is being
authorized under the temporary general license,”
the Federal Register notice said.
On the same day, a bipartisan group of
lawmakers introduced the NETWORKS Act (S.
3469/H.R. 6235), which would add foreign
companies producing 5G technology, like
Huawei, to Treasury’s Specially Designated
Nationals (SDN) List “should they engage in
economic or industrial espionage or sanctions
violations,” a joint statement noted.
The bills would also: exempt transactions
involving existing 3G or 4G networks “in order
to minimize disruption to global networks” and
allow participation in international standardssetting bodies,” the lawmakers’ statement noted.
Senators Call on UK to
Rescind Huawei’s 5G Role
A bipartisan group of 20 senators March 3
called on United Kingdom (UK) Prime Minister
Boris Johnson to reverse his decision on allowing
Chinese telecom giant Huawei into its 5G
network. Johnson in January allowed Huawei
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a 35 percent role in the periphery of the UK’s
5G network despite months of pressure from
the Trump administration to dump the Chinese
behemoth.
“Given the significant security, privacy,
and economic threats posed by Huawei, we
strongly urge the United Kingdom to revisit its
recent decision, take steps to mitigate the risks
of Huawei, and work in close partnership with
the U.S. on such efforts going forward,” the
senators said. Signers included Sens. Richard Burr
(R-N.C.), Intelligence Committee chair; Mark
Warner (D-Va.), the committee’s vice chair; and
Senate Minority Leader Chuck Schumer (D-N.Y.).
“We understand the challenges the UK
faces regarding a lack of diverse, secure, and
affordable suppliers. These are challenges we
also face here in the United States. However, the
security and integrity of our telecommunications
infrastructure cannot be compromised for
convenience,” they wrote. In January, a
bipartisan group of 42 House members sent a
similar letter to the Tory leader.

AGENCIES UPDATE PROCESSES
DURING SOCIAL DISTANCING
While almost all government agencies
have had to adjust their operating procedures
during the global pandemic, few have been as
communicative as State’s Directorate of Defense
Trade Controls (DDTC). The agency notified
exporters of changes to its processes in a series of
website posts.
Most recently, DDTC suspended the use of
pick-up/drop-off courier services. Instead, the
agency will send all documents to companies
through the U.S. Postal Service, and companies
“should continue to mail documents to PM/
DDTC as they have in the past,” it wrote March
26, 2020.
Three days earlier, DDTC announced that
license and agreement request transfers would
be sent once a day at 6 a.m. “This is subject
to change, dependent on the number of
submissions or technical concerns,” the agency
wrote March 23. “Licenses or Agreements to be
sent to Customs and Border Patrol (CBP) will be
transferred at 9 a.m. daily,” it added.
“For Licensing, all electronic application
systems are currently in normal operational
mode, and new licenses continue to be accepted
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for processing. However, industry is advised of
the likelihood of longer than normal processing
times due to a reduction in the availability
of staff in multiple organizations to review
applications,” DDTC said March 19.
At the same time, the Office of Defense Trade
Controls Compliance (DTCC) “established a new
option for industry to submit disclosures and
related information,” it said, Persons submitting
a disclosure and/or related information (e.g.,
exhibits, extension requests, responses to DTCC
inquires) should send such information via email
to DTCC-CaseStatus@state.gov.
BIS Licensing Officers Work from Home
Most Bureau of Industry and Security (BIS)
licensing officers are working remotely as the
Washington office building is closed. Both
BIS and DDTC are processing and approving
licenses, “though it is much slower, and both
have advised exporters to expect delays,” one
industry source told The Export Practitioner.
Like most in-person conferences, BIS
canceled its Export Control Forum scheduled for
April 1-2 in Los Angeles. “As BIS places a high
value on the benefits of export control outreach
education and interaction with our stakeholders,
we hope to offer a remote-access program in the
near future to highlight some of the material
we intended to present in the Forum. We will
announce the date and details of the program as
they become available,” the agency posted on its
website.
Ex-Im Expands Temporary Programs
Export-Import (Ex-Im) Bank March 25
announced expansions or modifications to the
following temporary programs: Bridge Financing;
Pre-Delivery / Pre-Export Financing; Supply
Chain Financing Guarantee; and Working
Capital Guarantee.
For one, the Bridge Financing Program “will
enable exports to go forward through short-term
(e.g., one year) financing of these U.S. exports
until private sector liquidity returns,” the bank
said.
“EXIM will temporarily expand its PreExport Payment Policy for a one-year term for
transactions in which EXIM is not providing
the long-term financing (such as turbines,
locomotives and aircraft) to the buyer and to

manufacturing sectors whose international
buyers have traditionally not participated
but may be interested now due to a lack of
commercial financing,” it noted.
In addition, the bank will expand the
existing Supply Chain Financing Guarantee
Program by “relaxing its criteria and increasing
its guarantee level.” Ex-Im will temporarily
modify the Working Capital Guarantee Program
to make it more flexible.
“Specifically, the agency will expand
program eligibility to cover all inventory that
could potentially be exported, reduce the
program’s fee structure, and temporarily increase
the guarantee level,” it said.
Two weeks earlier, Ex-Im Bank announced
“relief measures, including waivers, deadline
extensions, streamlined processing, and
flexibility, to its customers for an initial period
of 30 days” for the following programs: Working
Capital Guarantee Program; Multi-Buyer and
Single-Buyer Short-Term Insurance Program; and
Medium-Term Single-Buyer Insurance Policies
Issued to Exporters. The bank also postponed its
2020 Annual Conference, previously scheduled
for April 3-4, until September.

END NOTES
CUBA: Eight trade organizations, including
National Foreign Trade Council (NFTC) and
Center for Democracy in the Americas (CDA),
March 26 urged U.S. to suspend Cuba sanctions
“to facilitate the flow of desperately needed
humanitarian and medical supplies” to Cuban
people during global coronavirus pandemic.
“Though there are supposed to be humanitarian
allowances under the embargo framework,
in practice, there are severe limitations and
obstacles to delivering humanitarian assistance
to Cuba,” groups wrote. Specific highlighted
provisions include: caps on family and donative
remittances; sanctions impeding help from
other countries; sanctions impeding donations
of medicine and medical equipment; financial
transactions; and sanctions restricting support
for Cuban people.
ITAR: Interim final rule clarifying carveout
for encrypted data transmissions took effect
March 25, with long-awaited ITAR definitions
of “activities that are not exports, reexports,
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retransfers, or temporary imports” (see The
Export Practitioner, January 2020, page 15). Rule
“consolidates in one location several previously
existing but disassociated activities that are not
considered exports and adds a new entry for
properly secured unclassified technical data in
an encrypted state,” DDTC said in reminder.
Agency clarified violation of rule in FAQ posted
two days later. “In the case of section 120.50(b)
that would be where a regulated person provided
access information to a foreign person, such that
the foreign person could access, view, or possess
encrypted technical data in an unencrypted
form through the use of that access information
and the foreign person is not authorized to have
the technical data,” FAQ said.
RUSSIA: Treasury’s Office of Foreign Assets
Control (OFAC) March 20 issued general licenses
(GLs) 13N and 15H, extending previous GLs
that expanded sanctions relief for Russian
conglomerate GAZ Group. Specifically, OFAC
extended GL expiration date to July 22.
ENTITY LIST: BIS in Federal Register March
16 added 24 entities to Entity List in China,
Iran, Pakistan, Russia and United Arab Emirates
(UAE). At same time, rule modified five entries
in France, Iran, Lebanon, Singapore and United
Kingdom. Iranian national airline Iran Air has
“history of diverting spare aircraft parts intended
for civil aviation to military-linked entities
and for military purposes,” notice said. OFAC
designated Iran Air in November 2018 with 700
other individuals, entities, aircraft and vessels
(see The Export Practitioner, December 2018, page
16).
VENEZUELA: OFAC March 12 designated
Swiss-incorporated Rosneft subsidiary TNK
Trading International S.A. (TTI) for operating in
Venezuelan oil sector. After agency designated
Rosneft in February, “cargoes of Venezuelan oil
allocated to [Rosneft Trading] were changed to
TTI in order to evade U.S. sanctions,” OFAC said
(see The Export Practitioner, March 2020, page 21).
Rosneft Oil Company obtained control over TTI
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in December 2017. At same time, OFAC issued
amended General License (GL) 36A authorizing
certain activities necessary to wind-down
of Rosneft or TTI transactions until May 20.
Agency also issued amended GLs 15C and 16C
authorizing transactions involving certain banks
for certain entities, including MasterCard, Visa
and American Express, and maintenance of U.S.
person accounts and noncommercial, personal
remittances involving certain banks.
ZIMBABWE: OFAC March 11 designated
Anselem Sanyatwe, former commander of
Zimbabwean National Army’s Presidential Guard
Brigade, and National Security Minister Owen
Ncube for involvement in human rights abuses,
including attack on peaceful demonstrators
and political opponents. At same time, OFAC
removed sanctions on four former officials
who were designated in 2005. Three of four
are deceased, and fourth, former provincial
chair Ray Kaukonde, no longer meets sanctions
criteria.
NICARAGUA: OFAC March 5 designated
Nicaraguan National Police (NNP) and three
NNP commissioners, Juan Antonio Valle Valle,
Luis Alberto Perez Olivas and Justo Pastor
Urbina, for role in “serious human rights
abuse.” At same time agency issued two General
Licenses (GLs) authorizing official business of
U.S. government and wind-down of transactions
involving NNP, “including the processing of
salary payments from the NNP to its employees,”
through May 6, OFAC said in FAQ. Blocking
sanctions do not apply to “individual, nondesignated NNP police officers,” agency added.
OFAC in December designated Rafael Antonio
Ortega Murillo, son of Nicaraguan president and
VP, and two companies he owns or controls,
along with chain of gas stations controlled by
Ortega family (see The Export Practitioner, January
2020, page 21).
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internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

