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Trading Partners Target
PPE Export Restrictions
A worldwide pandemic highlights the fragile nature
organizations that are solely for donation to foreign
of the global supply chain, the tenuous relationship with
charities or governments for free distribution;
trading partners, and the reliability of U.S. sources. The
intracompany transfers of covered materials by U.S.
conflict gets especially fraught when government officials
companies from domestic facilities to company-owned
single out an individual company for negative attention.
or affiliated foreign facilities; and shipments of covered
In the Federal Register April 21, 2020, the Federal
materials that are exported solely for assembly in medical
Emergency Management Agency (FEMA) outlined several
kits and diagnostic testing kits destined for U.S. sale and
exemptions to its surprising
delivery.
and controversial temporary
FEMA
also
exempted:
The
carveouts
were
expected,
rules blocking exports of
sealed, sterile medical kits
certain personal protective
and diagnostic testing kits;
including exports to Canada and
equipment (PPE). Many of
declared diplomatic shipments
Mexico, military and diplomatic
the carveouts are expected,
from foreign embassies and
shipments,
and
those
for
including exports to Canada
consulates to their home
and Mexico, military and
countries; shipments to overseas
donation to foreign charities.
diplomatic shipments, and
U.S. military addresses, foreign
those for donation to foreign
service posts and embassies;
charities.
in-transit merchandise; shipments for which the final
Two weeks earlier, FEMA issued a temporary rule
destination is Canada or Mexico; and shipments by or
“to allocate certain scarce or threatened materials for
on behalf of the U.S. federal government, including its
domestic use, so that these materials may not be exported
military.
from the United States without explicit approval by
According to the latest notice, “Negative impacts to
FEMA,” the previous Federal Register notice said.
workers, including a lack of PPE, in these and other critical
Just days after the administration announced it
sectors in Canada and Mexico may cause significant
would block exports of certain personal protective
interruptions to the corresponding supply chains in the
equipment (PPE), the Export-Import Bank (Ex-Im) board
United States, and in turn, may disrupt the large flow of
April 14 approved a resolution to “restrict Ex-Im coverage
cross-border trade with our neighbors.”
for exports of medical supplies and equipment necessary
“In addition, the United States maintains close
in the fight against the COVID-19 pandemic.” At the
economic and diplomatic ties with these nations, which
same time, Ex-Im extended previously announced relief
would be negatively impacted by the restriction of exports
measures for six more weeks (see The Export Practitioner,
of covered materials into these countries,” FEMA added.
April 2020, page 20).
For certain exemptions, FEMA will require a letter
of attestation to be submitted via Customs and Border
FEMA Outlines Exceptions
Protection’s (CBP) document imaging system and placed
on file with CBP, “certifying to FEMA the purpose of
Specifically, the exemptions include: shipments
the shipment of covered materials. The letter should be
to U.S. commonwealths and territories; exports of
submitted to CBP with other documentation related to
covered materials by nonprofit or non-governmental
the shipment,” FEMA said.
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Ex-Im Restricts Export Coverage

to acquire, from any appropriate subsidiary or affiliate of
3M Company, the number of N-95 respirators that the
Administrator determines to be appropriate,” the White
“The urgency of combatting the COVID-19 pandemic
House memo noted.
requires a whole-of-government approach to protect the
Prior to the FEMA notice, 3M and the administration
American people,” said Ex-Im President Kimberly Reed.
agreed to import 166.5 million respirators from China
“The steps we are taking here will help ensure Ex-Im is
over the next three months to support U.S. healthcare
doing its part to stem the horrific effects of coronavirus
workers. “The Administration is committed to working to
here in the United States,” she added.
address and remove export and regulatory restrictions to
In addition to restricting export coverage, the
enable this plan,” the company said April 6.
board’s temporary actions include: contacting “exporters
The FEMA notice includes an exemption for
insured under existing Single Buyer or Multibuyer
shipments made by or on
Insurance Policies and
behalf of U.S. manufacturers
work to ensure existing
with
“continuous
export
agreements that currently
agreements
with
customers
in
cover exports of medical
Ex-Im extended previously
other countries” since at least
equipment and supplies
announced relief measures for U.S.
Jan. 1, 2020, so long as at least 80
reflect the new Exexporters
and
financial
institutions
percent of such manufacturer’s
Im policy to exclude
through
May
31.
domestic production of covered
coverage
for
COVID
materials, on a per item basis,
medical supplies,” the
was distributed in the U.S. in
bank said.
the preceding 12 months, the
Ex-Im
extended
notice
clarified.
previously announced relief measures for U.S. exporters
Trade experts immediately took issue with the order.
and financial institutions through May 31. These
“These
steps put U.S. medical workers at risk for a simple
measures include “waivers, deadline extensions,
reason. The United States depends on imports for medical
streamlined processing, and flexibility, to its customers
gear and their components. Last year, Americans bought
for an initial period of 30 days (with the possibility of a
more than five times the amount of the same respirators,
further extension of the period, at Ex-Im’s discretion)”
masks, and gloves from foreign sources as the Trump
for the following programs: Working Capital Guarantee;
administration is now refusing to sell abroad. U.S. trading
Multi-Buyer and Single-Buyer Short-Term Insurance; and
partners will not sit idly by in response,” Chad Bown of
Medium-Term Single-Buyer Insurance Policies Issued to
the Peterson Institute wrote in a blog post.
Exporters.
Cato Institute’s Simon Lester highlighted the lack of
FEMA’s previous export control experience: “This could
U.S. Blocks PPE Exports
be an adventure for FEMA. Will they look to Commerce
and State for guidance? How long will it take them to be
The original FEMA notice follows a White House
ready to make judgments about whether to allow export?”
executive order (EO) late April 3 covering the following
he tweeted.
items: N-95 filtering facepiece respirators; other filtering
facepiece respirators, including single-use, disposable
half-mask respiratory protective devices; elastomeric, airpurifying respirators and appropriate particulate filters/
cartridges; PPE surgical masks; and PPE gloves or surgical
gloves.
After days of talking about it, the administration April
2 invoked the Defense Production Act (DPA) to secure
masks for U.S. hospitals. The Homeland Security secretary
“shall use any and all authority available under the Act

Trading Partners at Odds
French and German officials separately accused
the U.S. of confiscating masks bound for their police
departments and hospitals. Berlin’s Interior Senator
Andreas Geisel called it an “act of modern piracy.”
Canadian Prime Minister Justin Trudeau denounced
the president’s request, citing the thousands of Canadian
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nurses who work in Detroit. “It would be a mistake to
for any export of such equipment,” he wrote.
create blockages or reduce the amount of back and forth
In response to Trump’s DPA order, 3M said, “the
trade of essential goods and services, including medical
administration requested that 3M increase the amount
goods across our border. That
of respirators we currently
is the point we’re making
import from our overseas
very clearly to the American
operations into the U.S. We
Canadian Prime Minister
administration right now,”
appreciate the assistance of the
Justin Trudeau denounced the
he said during a press briefing
administration to do exactly
president’s request, citing the
April 3.
that. For example, earlier this
thousands of Canadian nurses
“3M has indicated that it
week, we secured approval from
understands how important it
China to export to the U.S. 10
who work in Detroit.
is to continue with delivering
million N95 respirators” the
on orders to places like Canada
firm manufactured in China.
because there is much trade
All seems good so far.
that goes back and forth in essential services and it could
However, 3M’s statement went on to reject administration
end up hurting Americans as much as it hurts anybody
requests that the company cease exporting respirators
else. That is the point that we are making very directly,”
to Canada and Latin America. “There are, however,
Trudeau added.
significant humanitarian implications of ceasing respirator
On the same day, Rep. Eliot Engel (D-N.Y.) separately
supplies to health-care workers in Canada and Latin
urged the administration to restrict the export of personal
America, where we are a critical supplier of respirators,”
protective equipment from the U.S. “There is mounting
the company argued.
evidence that the critical shortages of surgical masks and
“In addition, ceasing all export of respirators produced
other personal protective equipment are being exacerbated
in the United States would likely cause other countries to
by the unregulated export of such medical supplies from
retaliate and do the same, as some have already done. If
the United States,” he wrote to VP Mike Pence.
that were to occur, the net number of respirators being
Engel urged Pence to “bring the supply of personal
made available to the United States would actually
protective equipment under federal regulation, including
decrease,” 3M added.
the immediate imposition of a requirement for a license
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FORMER SIEMENS EXEC SENTENCED
FOR PAYING BRIBES IN ARGENTINA
Another former Siemens executive was
sentenced to time served for his role in a bribery
scheme to retain a $1 billion government
contract to produce national identity cards for
Argentine citizens.
Eberhard Reichert, a former Siemens AG
executive, was sentenced April 17, 2020, via
telephone. He pleaded guilty in Manhattan
U.S. District Court to conspiracy to violate the
Foreign Corrupt Practices Act (FCPA) in March
2018.
Andres Truppel, former chief financial officer
(CFO) of Siemens Argentina, was sentenced
in March in the same court to time served for
related charges (see The Export Practitioner, April
2020, page 7). He previously agreed to pay the
Securities and Exchange Commission (SEC) a
$80,000 civil penalty.
According to the 2011 grand jury
indictment, Argentina issued a tender for bids in
1994 to replace an existing system of manually
created national identity booklets with state-ofthe-art national identity cards, also known as the
DNI project.
In 1998, the government awarded the
DNI project to a special-purpose subsidiary
of Siemens AG. The Argentine government
terminated the DNI project in 2001. From 1996
through August 2009, “the defendants engaged
in a conspiracy to obtain the lucrative proceeds
of the DNI Project, and to foster future business,
by means of bribery, fraud, and other forms of
corruption,” a Justice sentencing memo noted.
“Specifically, during the bidding and
implementation phases of the DNI Project, the
defendants caused Siemens to commit to paying
nearly $100 million in bribes to sitting officials
of the Argentine government, members of the
opposition party, and candidates for office
who were likely to come to power during the
performance of the contract,” it added.
“In May 2001, the Argentine government
terminated the DNI Project, and Reichert and his
co-conspirators responded with a multi-faceted
strategy to overcome the termination. Reichert’s

role included providing false and misleading
testimony in a Swiss arbitration proceeding
brought to enforce a sham contract created to
facilitate bribe payments,” the memo noted.

AMEX GETS OFAC FINDING
OF SANCTIONS VIOLATION
American Express (AMEX) April 30, 2020,
received a Finding of Violation with no civil
penalty attached from Treasury’s Office of
Foreign Assets Control (OFAC) for violating
Weapons of Mass Destruction (WMD) sanctions.
Between March and May 2015, AMEX issued
a prepaid GlobalTravel Card and processed 41

“The timing out of the risk engine then
triggered the application to be automatically
approved.”
transactions totaling $35,246.82 on behalf of
Gerhard Wisser, a Specially Designated National
(SDN).
“These violations were the result of human
error and screening system defects,” OFAC said.
AMEX remediated and disclosed the violations.
“Amex’s automatic approval of applications
in instances where the risk engine led to a
system timeout was a critical shortcoming of its
compliance program.”
In March 2015, Wisser applied for the
card at a non-U.S. bank. “When the non-U.S.
bank entered Wisser’s information into the
screening system, the Amex system utilized for
OFAC compliance purposes, which uses a ‘risk
engine’ designed by Acertify Inc., a whollyowned subsidiary of Amex, identified Wisser
as a potential SDN match and automatically
generated multiple ‘declined’ messages to the
non-U.S. bank indicating that the application
could not be processed,” OFAC said.
“The non-U.S. bank, however, made several
additional approval attempts which eventually
led the risk engine to time out. The timing out of
the risk engine then triggered the application to
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be automatically approved.”
“After generating an approval message
following a system time-out, the risk engine
separately routed the application into a manual
review queue for investigation of potential
sanctions-related issues. The Amex compliance
analyst incorrectly determined that the
individual applying for the GlobalTravel Card
was not the SDN.”
The firm previously agreed in November
2017 to pay $204,277 to settle OFAC charges
of violating Cuba sanctions (see The Export
Practitioner, December 2017, page 8).

FORMER BANKER CHARGED WITH
FCPA VIOLATIONS IN GHANA
A former Goldman Sachs banker, who
is currently managing director for the Tema
Oil Refinery (TOR) in Ghana, was charged
with violating Foreign Corrupt Practices Act

“Berko … timed the largest transfers of
funds to coincide with key milestones in the
approval process.”
(FCPA) for his role in a scheme to bribe various
Ghanaian government officials. Asante Berko
was charged April 13, 2020, in Brooklyn U.S.
District Court.
From 2015 through 2016, Berko allegedly
schemed to bribe the officials so a Turkish energy
company would win a contract to build and
operate an electrical power plant in Ghana and
in turn sell power to the Ghanaian government,
the Securities and Exchange Commission (SEC)
complaint noted.
“To effect the corrupt scheme, Berko
arranged for the Energy Company to funnel
between $3 million to $4.5 million to a Ghanabased company …to bribe various government
officials responsible for approving the Power
Plant Project,” it said.
“Berko crafted, developed and carried out
the bribery scheme with the knowledge, or
under circumstances that made it substantially
certain, that all or a portion of the money paid
to the Intermediary Company would be paid
as bribes to Ghanaian government officials to
8
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secure support for the Power Plant Project,” the
complaint added.
“Berko and the Energy Company timed the
largest transfers of funds to coincide with key
milestones in the approval process of the Power
Plant Project so that funds would be available to
bribe the corrupt officials who were in positions
to help accomplish those milestones,” the
document said.
“Berko’s professional life has seen him
occupy various executive positions, and
perform vital structuring and restructuring
roles in globally recognized organizations
such as Barclays Capital/ Absa Capital, CreditSuisse, Ernst & Young, LLP and Goldman Sachs
International, London, where he last served as
an Executive Director until his appointment to
head TOR,” a TOR press release noted.

KOREAN BANK SETTLES CHARGES
THAT LED TO SANCTIONS VIOLATIONS
Industrial Bank of Korea (IBK) agreed to pay
a total of $86 million to Justice and the N.Y.
State Department of Financial Services (DFS) to
settle charges of willfully failing to establish,
implement and maintain an adequate antimoney laundering (AML) program at IBK’s New
York branch (IBKNY).
The bank’s failure permitted the processing
of more than $1 billion in transactions in
violation of U.S. sanctions on Iran, Justice said
April 20, 2020.
“From January 2011 until July 2011,
Kenneth Zong, an American citizen, and various
primarily Iranian co-conspirators exploited
bank accounts that had been established at IBK
and at another bank to permit certain forms of
trade between Korea-based entities and Iran, to
unlawfully transfer U.S. Dollars (USD) to Iraniancontrolled entities,” according to the Statement
of Facts filed with the two-year deferred
prosecution agreement (DPA).
“Zong and his co-conspirators set up shell
companies in Korea, Iran, and elsewhere,
which engaged in sham trade transactions and
submitted fictitious documentation to Korean
banks, including IBK, in order to facilitate the
transfer of Iranian funds from the CBI Won
Account to Korean entities’ accounts, the
conversion of the funds into USD, and the
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subsequent transfer of USD from those entities to
other accounts controlled by participants in the
Zong Scheme,” the DPA added.
“IBKNY only reviewed and identified Zong’s
transactions as unlawful more than five months
after they began to be processed through IBK,
after IBK had already processed more than
$1 billion worth of such transactions,” the
document added.
IBK agreed to pay Justice $51 million under
the DPA, in addition to a $35 million penalty
to the DFS in connection with its concurrent
settlement of a related regulatory action.
Firm Failed to Report Violations
“While IBKNY filed a suspicious activity
report regarding the subset of Zong’s
transactions that had been processed through
IBKNY (approximately $10 million worth of
transactions) and made a disclosure regarding
those transactions” to Treasury’s Office of
Foreign Assets Control (OFAC) in August 2011,
IBK never self-reported to OFAC its involvement
in the remaining $990 million worth of Zong’s
illegal transactions, Justice said in a press release.
“Similarly, IBK did not self-disclose its willful
violations of the Bank Secrecy Act prior to the
Government’s investigation,” the department
added.
IBK’s website features the bank’s sanctions
compliance policy, last updated in September
2019. “IBK is committed to complying with the
sanctions laws and regulations of the United
Nations, the European Union, the United States
of America, and the Republic of Korea, as well as
those applicable in the jurisdictions where IBK
operates,” the policy said.
“As part of the efforts for compliance,
IBK adopted sanctions-related policies and
procedures under the Sanctions Compliance
Program (SCP) in order to keep its financial
system from the risks of being exposed to or
misused for financial crimes, terrorist financing
and money laundering activities,” IBK added.

ITALIAN FIRM SETTLES SEC
BRIBERY CHARGES… AGAIN
Italian oil and gas company Eni S.p.A.
agreed April 17, 2020, to pay $24.5 million in
disgorgement and prejudgment interest to settle
Securities and Exchange Commission (SEC)
charges of violating the Foreign Corrupt Practices
Act (FCPA) in connection with an improper
payment scheme in Algeria by subsidiary Saipem
S.p.A.
Eni, whose American Depositary Receipts
(ADRs) are listed on the New York Stock
Exchange, held a 43 percent interest in Saipem at
the time of the violations, the SEC said. Between
2007 and 2010, Saipem “entered into four sham
contracts with an intermediary to assist in
obtaining contracts awarded by Algeria’s stateowned oil company,” the complaint noted.
“Saipem conducted little or no due diligence
before entering into the contracts, received
no legitimate services from the intermediary,
and falsely characterized its payments to the
intermediary as lawful ‘brokerage fees’ in its
books and records, which were consolidated into
Eni’s during the relevant period,” it added.
“Separately from the Algeria Settlement, the
SEC informed Eni that, based on the information
currently available to the SEC, it is otherwise
closing its pending investigation of Eni, which
also encompassed inquiries into the OPL 245
matter and Eni’s activities in Congo, without
recommending further enforcement action,” the
company said in a statement.
In July 2010, Snamprogetti Netherlands B.V.
and its former parent, Eni, jointly agreed to pay
$125 million in disgorgement to settle a separate
SEC civil complaint relating to FCPA violations
in connection with bribery of Nigerian officials
to win contracts to build liquefied natural gas
facilities on Bonny Island, Nigeria (see The Export
Practitioner, August 2010, page 12).
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EXPORT CONTROLS
BIS EXPANDS EXPORT CONTROLS
ON CHINA, RUSSIA, VENEZUELA
Citing the often-close relationship between
civilian and military end-users, the Bureau of
Industry and Security (BIS) April 28, 2020, took a
series of steps to broaden controls on exports to
China, Russia and Venezuela. These rules include
expanded license requirements and removal of
certain license exceptions.
Specifically, BIS tightened license
requirements on exports, reexports and transfers
(in-country) of items intended for military
end-use or military end-users in those three
countries. In a separate Federal Register notice,
the agency removed License Exception Civil End
Users (CIV) and required a license for national
security-controlled items on the Commerce
Control List (CCL) to Country Group D:1
destinations.
In a third rule, BIS proposed removing
provisions under License Exception Additional
Permissive Reexports (APR), which authorize
reexports of certain national security-controlled
items on the CCL. Comments on how the
proposed change would impact persons who
currently use or plan to use License Exception
APR are due June 29. The other two rules also go
into effect that day.
Specifically, the military rule expanded the
licensing requirements for China to include
“military end users,” in addition to “military end
use.” It broadened the list of items for which the
licensing requirements and review policy apply
and expanded the definition of “military end
use.”
The rule also created a new reason for
control and the associated review policy for
regional stability for certain items exported to
China, Russia or Venezuela, and added Electronic
Export Information filing requirements in the
Automated Export System for exports to those
three countries.
Due Diligence Needed from U.S. Firms
“It is important to consider the ramifications
of doing business with countries that have
histories of diverting goods purchased from
U.S. companies for military applications,” said
Commerce Secretary Wilbur Ross.
“Certain entities in China, Russia, and

Venezuela have sought to circumvent America’s
export controls, and undermine American
interests in general, and so we will remain
vigilant to ensure U.S. technology does not get
into the wrong hands,” he added.
Chinese Ministry of Commerce spokesperson
Gao Feng denounced the measures. “We have
consistently and resolutely opposed the practice
of the U.S. side abusing export control measures
and impeding normal trade and cooperation
among trading partners. This will damage the
interests of related U.S. companies more,” he
told reporters at a press conference April 30.
“These restrictions will likely have far
reaching implications,” Akin Gump attorneys
said in a client alert. “In countries such as China
that openly adopt the military-civil fusion
doctrine, the question becomes whether there
is a presumption that exports and reexports of
dual-use items subject to the EAR are intended
for military end use or end users; and if so,
what type of due diligence and certifications
can companies obtain to overcome this
presumption,” they noted.
Trade groups, including in the semiconductor industry, worried about uncertainty
during a global pandemic. “We are concerned
these broad rules will unnecessarily expand
export controls for semiconductors and create
further uncertainty for our industry during
this time of unprecedented global economic
turmoil,” Semiconductor Industry Association
(SIA) President and CEO John Neuffer said in a
statement.
“We are reviewing the rules and urge the
administration to implement them in a manner
that both protects U.S. national security and
advances American semiconductor leadership,”
Neuffer added.

DDTC CHANGES REGULATIONS,
FEES TO ADDRESS PANDEMIC
In its continuing effort to mitigate the
impact of the global pandemic on U.S.
companies and supply chains, State’s Directorate
of Defense Trade Controls (DDTC) May 1, 2020,
announced it will reduce fees for Tier I and Tier
II registrants to $500 for registrations whose
original expiration date is between May 31, 2020
and April 30, 2021.
May 2020 The Export Practitioner | 11
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Also, DDTC reduced registration fees to $500
for new applicants, who are all in Tier I in the
first year, between May 1, 2020, and April 30,
2021.
The agency previewed the changes a week
earlier when it announced other temporary
and retroactive changes to its compliance and
licensing procedures under the International
Traffic in Arms Regulations (ITAR).
Those changes, including a two-month
extension of registration renewals, a six-month
extension of export licenses and relaxed telework
rules, were published in the Federal Register May
1 in parallel with the fee reduction.
The changes “are warranted as a result of
the exceptional and undue hardships and risks
to safety caused by the public health emergency
related to the SARS-COV2 pandemic,” the notice
said.
The fee structure for Tier III entities
remained unchanged, DDTC noted. The
previous fee for Tier 1 was $2,250; Tier 2, $2,750.
The agency anticipates that this temporary fee
reduction will save regulated industry over $20
million over the coming year.
Agency Extends Registration
Renewals, Export Licenses
For one, the agency is extending registration
renewals for two months and is “granting an
additional 30 days for responses to its requestfor-information letters related to voluntary and
directed disclosure matters,” DDTC said on its
website.
In addition, it is extending any export
license that expires between March 13 and May
31 for six months, provided “there is no change
to the scope or value of the authorization and no

12
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Name/Address changes are required,” the agency
noted.
The extension “is warranted in light of the
unique challenges applicants face in the current
environment when attempting to coordinate
with U.S. and foreign business partners regarding
the scope of applications,” DDTC said.
Changes Support Telework,
Email Response
To support telework, the agency suspended
its requirement that a regular employee work at
the company’s facilities, “to allow the individual
to work at a remote work location, so long as the
individual is not located in Russia or a country
listed in ITAR § 126.1.”
The suspension is backdated and effective
March 13. In addition, the department
has moved to electronic submissions of
congressional notifications of proposed Direct
Commercial Sales (DCS) and Foreign Military
Sales (FMS).
“DDTC Compliance is now granting an
additional 30 days for responses to its requestfor-information letters related to voluntary and
directed disclosure matters. DDTC Compliance
is also considering extensions for the submission
of full voluntary disclosures on a case-by-case
basis.”
In addition, DDTC is implementing new
procedures and will send to the applicant
email scans of final action letters for General
Correspondence requests and DSP-85s submitted
in writing. “If email information was not
provided, final actions will continue to be mailed
back to the applicant,” it said.

TRADE
FEATURE
SANCTIONS
OFAC CLARIFIES HUMANITARIAN
EXCEPTIONS TO SANCTIONS
Amid criticism of maintaining restrictive
sanctions during a global pandemic, Treasury’s
Office of Foreign Assets Control (OFAC) April
16, 2020, highlighted the “the most relevant
exemptions, exceptions, and authorizations
for humanitarian assistance and trade” under
various sanctions programs, including Iran,
Venezuela, North Korea, Syria, Cuba, and
Ukraine/Russia.
More than 30 House members and senators
in March urged the administration to end
Iran sanctions during the pandemic (see The
Export Practitioner, April 2020, page 14). “Rather
than continue to invoke new sanctions in the
Iranian people’s hour of need, we urge you
to substantially suspend sanctions on Iran
during this global public health emergency in
a humanitarian gesture to the Iranian people
to better enable them to fight the virus,” they
wrote.
Under the Iran sanctions program, OFAC
clarified in a fact sheet, U.S. and non-U.S.

persons may provide such humanitarian goods
— including medicine and medical devices –
under existing authorizations.
Specifically, “most medicine and medical
devices … already qualify for export and reexport
to Iran under general licenses, without the
need for further authorization from OFAC,” the
agency noted.
These devices include certain personal
protective equipment and other items used for
COVID-19-related treatment such as medical
gowns, medical eyeshields and goggles, surgical
gloves, face shields, certain respirators and masks
such as N95, N99 and N100 masks, and certain
ventilators, OFAC said.
In addition, there are “certain limited
categories of items that may also be helpful for
COVID-19-related assistance … for which OFAC’s
regulations set forth a specific licensing policy
for review of license applications on a case-bycase basis due to concerns about potential end
use of these specific items. OFAC is prioritizing
and expediting review of these license requests,”
it added.

The Exporting Source
www.exportingsource.com
The Exporting Source is a free, one-stop website for finding help to export to new
customers, to learn about government export programs, to join export-promoting trade
missions, to sign up for trade conferences and training, and to link to other exporting
services.
Whether you’re an old hand at exporting or just getting started, The Exporting Source
will provide you a place to get the latest news from the Export-Import Bank, U.S. Trade
and Development Agency (USTDA) and U.S. International Development Finance
Corporation (DFC), among other government agencies. Visit www.exportingsource.com.
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POLICY BRIEFS
INDUSTRY URGES BIS TO MAKE
HUAWEI GL PERMANENT
Given a bit of extra time, industry trade
groups and individual firms urged the Bureau
of Industry and Security (BIS) to extend the
narrow and temporary Huawei General License
(GL) permanently, or at least increase it by much
longer increments than the current 45-day
renewal cycles.
Groups cited the global coronavirus
pandemic and efforts to comply with Federal
Communication Commission (FCC) rules
around replacing equipment. BIS extended the
GL authorizing some transactions with Huawei
and 114 non-U.S. affiliates for the third time in
March, requesting public comments at the same
time (see The Export Practitioner, April 2020,
page 20).
In its comments, the Rural Wireless
Association (RWA) urged BIS to continue the
GL as long as necessary to coordinate with the
FCC rules. “The FCC has already established
a comprehensive rulemaking regarding the
continued use of Huawei equipment and services
in the United States,” the group commented.
“RWA recommends that [Commerce] and
the FCC coordinate their respective actions while
being mindful of the need to keep legacy systems
active as the U.S. pushes to deploy replacement
wireless broadband systems that do not pose a
national security risk,” it added.
The Computing Technology Industry
Association (CompTIA) recommended that “BIS
incorporate activities authorized by the [GL] into
the actual Entity List designation for Huawei
and its named affiliates, rather than subjecting
businesses to the uncertainty of short-term
license extensions.”
“Rather than continuing short-term
extensions, a permanent codification of the [GL]
will allow companies to focus and develop longterm plans and transition strategies as opposed
to focusing on short term (45-90 day) mitigation
strategies,” the group added.
CompTIA commented that BIS should:
remove the certification requirement that
requires that exporters obtain a copy of the
contract between Huawei and a third party;
remove the limitation on upgrades and
enhanced functionality, which has a significant
impact on network stability; and authorize the

sharing of technology with Huawei for purposes
of jointly troubleshooting issues.
Firms Request Support
for Existing Networks
Network solutions provider Hughes
recommended that BIS: continue to extend the
current GL, as amended, through at least Dec.
31, 2022, including authorizing “engagement
in transactions … necessary to maintain and
support existing and currently fully operational
networks and equipment, including software
updates and patches”; allow such maintenance
and support for existing and fully operational
networks and equipment to continue; and create
a new authorized transaction for releases of
certain technology in connection with non-U.S.
telecommunications networks.
Mavenir Systems recommended that the
GL be amended to remove the limitation that
support and maintenance must be limited
to networks and equipment that were fully
operational as of May 2019; and to specify that
the GL will remain in effect until revoked by BIS.
“If a United States software supplier is
unable to provide the assurance to its customers
of ongoing support and maintenance, there is a
substantial risk that those customers will simply
opt to acquire comparable software products
from foreign competitors that are not subject
to restrictions on interactions with Huawei in
providing maintenance and support for their
products,” the company said.
Competitive Carriers Association (CCA)
and NTCA—The Rural Broadband Association
cited the current global pandemic and said
that a 3 to 6-month extension of the GL
would be appropriate. “The top priority of the
Associations and their members during this crisis
is maintaining and enhancing connectivity for
their customers,” the groups wrote.
“Any action that would require service
providers to forgo updates or maintenance of
existing telecommunications equipment would
jeopardize the remarkable efforts taken by CCA
and NTCA members and the rest of the industry
during this crisis,” they added.
The GSM Association (GSMA) requested
that BIS extend the GL for a minimum of an
additional 18 months. “Additional time is critical
to U.S. and global consumers, operators, and
manufacturers, especially as the United States
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continues to work through policy issues related
to supply chain regulation and the promotion of
viable alternatives to Huawei,” GSMA said.
“GSMA also requests that BIS reinstate
and modify the authorization for activities in
furtherance of or for the development of global
telecommunications standards,” the group
added.
Senators Urge Export Control
Exemption for Standards-Setting
A group of Republican lawmakers April 14
agreed with GSMA, urging the administration
to issue regulations confirming that U.S.
participation in 5G standards-setting is exempt
from any export control regulations.
As a result of that designation, “U.S.
technology leaders have been constrained
from full participation in 5G standards-setting
bodies because of uncertainty over whether such
participation is prohibited by the Commerce
Department’s export control regulations,” the six
senators wrote in a letter to Commerce Secretary
Wilbur Ross, Energy Secretary Dan Brouillette,
Defense Secretary Mark Esper, and Secretary of
State Mike Pompeo.
Signers included Sens. Marco Rubio (R-Fla.),
Jim Inhofe (R-Okla.), John Cornyn (R-Texas),
Tom Cotton (R-Ark.), Mike Crapo (R-Idaho) and
Todd Young (R-Ind.).
“It is critical for U.S. companies to
participate fully in these standards-setting bodies
to ensure that their technologies are represented
in the standards. When U.S. export controls
restrict U.S. companies from participating in
standards-setting bodies, China-based Huawei is
well positioned to fill any gaps,” they added.
In March a separate, bipartisan group of
lawmakers introduced the NETWORKS Act (S.
3469/H.R. 6235), which would add foreign
companies producing 5G technology, like
Huawei, to Treasury’s Specially Designated
Nationals (SDN) List “should they engage in
economic or industrial espionage or sanctions
violations,” a joint statement noted. The bills
would also allow “participation in international
standards-setting bodies,” the lawmakers noted.
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N.J. MEDICAL FIRM SETTLES
PRIVACY SHIELD VIOLATIONS
Ortho-Clinical Diagnostics, Inc., a N.J.based provider of medical diagnostic devices
and services, settled Federal Trade Commission
(FTC) charges of misleading consumers about its
participation in the European Union (EU)-U.S.
Privacy Shield framework, the FTC announced
March 30, 2020.
In February, four other companies settled
similar FTC charges. Those settlements involved
mobile services provider Click Labs Inc.,
performance development company Incentive
Services, disaster recovery firm Global Data Vault
and managed services provider TDARX (see The
Export Practitioner, March 2020, page 20).
Although Ortho-Clinical obtained
Privacy Shield certification in April 2017,
that certification lapsed a year later, the FTC
complaint noted. “In August 2018, Commerce
warned the company to take down its claims
that it participated in Privacy Shield unless
and until such time as it completed the
recertification process. Respondent did not do
so,” it added.
“While Respondent retained data it collected
while it participated in Privacy Shield, it did not
withdraw and affirm its commitment to protect
such data,” the complaint said.
Under the proposed settlement, Ortho
is “prohibited from misrepresenting its
participation in the EU-U.S. Privacy Shield
framework, as well as any other privacy or
data security program sponsored by any
government or self-regulatory or standardsetting organization. It also is required either to
continue to apply the Privacy Shield protections
to personal information it collected while
participating in the program, or to return or
delete the information,” the agency said.

COMMITTEE RECOMMENDS REVOKING
CHINA TELECOM AUTHORIZATIONS
A committee of several U.S. government
agencies April 9, 2020, unanimously
recommended that the Federal Communications
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Commission (FCC) revoke and terminate China
Telecom (Americas) Corp.’s authorizations to
provide international telecommunications
services to and from the U.S.
The agencies included Justice, Defense,
State, Commerce, Homeland Security and
the U.S. Trade Representative (USTR). The
recommendation comes just days after an
Executive Order (EO) establishing the committee
and naming Attorney General Bill Barr its chair.
“This is a national security and public safety
issue. That’s why the federal government must
be vigilant and ensure that a foreign adversary
cannot undermine the networks our country
depends on,” Barr said.
The FCC and other administration agencies
have argued against Chinese companies,
including Huawei, participation in U.S. networks
(see related story, page 15).
“We welcome foreign participation in
our communications system, but we must
ensure that anyone licensed to do business
here is a trusted partner. The National Security
Division is ready and proud to lead this effort
to increase transparency to the public, certainty
and timeliness for the business community,
and security for the nation,” argued Assistant
Attorney General John Demers.
It did not take long for China to respond.
Foreign Ministry Spokesperson Zhao Lijian
April 10 said China was firmly opposed to
the Trump administration’s decision. “We
urge the U.S. side to keep to the principles of
market economy, stop abusing the concept of
national security and politicizing economic
issues, and stop wantonly oppressing Chinese
companies. It should foster a fair, unbiased and
non-discriminatory environment for Chinese
companies investing and operating in the U.S.,”
the spokesman said.
Specifically, the committee is expected to
review applications for telecommunications,
submarine cable landing, and other FCC licenses
following a referral. Under the EO, once an
application is deemed complete, the committee
must complete an initial review of an application
within 120 days, and if a review reveals potential
risks, must complete a secondary assessment
within 90 days.

Firm Failed to Comply
with Existing Agreement
Justice made its recommendation based
on China Telecom’s failure to comply with
the terms of an existing agreement with the
department. “The security of our government
and professional communications, as well as
of our most private data, depends on our use
of trusted partners from nations that share
our values and our aspirations for humanity.
Today’s action is but our next step in ensuring
the integrity of America’s telecommunications
systems,” Demers said.
Other factors included: the evolving
national security environment and China’s role
in malicious cyber activity targeting the U.S.;
concerns that China Telecom is vulnerable
to exploitation, influence, and control by the
Chinese government; inaccurate statements by
China Telecom to U.S. government authorities
about where China Telecom stored its U.S.
records; inaccurate public representations by
China Telecom concerning its cybersecurity
practices; and the nature of China Telecom’s U.S.
operations.
FCC Commissioner Brendan Carr welcomed
the committee’s recommendation. “Years ago,
the FCC authorized China Telecom to connect
their facilities to networks here in the U.S. A lot
has changed since that authorization, though
it continues to allow China Telecom to carry
network traffic that originates in the U.S. I have
encouraged the national security agencies to
examine the threats posed by China Telecom’s
network access,” Carr said in a statement.

END NOTES
MUSICAL CHAIRS: President May 4, 2020,
nominated former Treasury official Marshall
Billingslea to be under secretary of State for arms
control and international security. President
three weeks earlier appointed Billingslea to be
State special presidential envoy for arms control.
“This is not who should be put in charge of
our nuclear diplomacy. If the administration is
truly serious about pursuing an effective arms
control agenda, it should reverse course and
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nominate qualified individuals for the critical
unfilled senior arms control positions at the
State Department as soon as possible,” Sen.
Robert Menendez (D-N.J.) said in statement
April 10, citing questions about nominee’s role
in Bush administration detainee torture scandal.
President in August 2018 nominated Billingslea
to be under secretary of State for civilian security,
democracy and human rights, but nomination
was returned (see The Export Practitioner,
September 2018, page 21). Senate confirmed
him as Treasury assistant secretary for terrorist
financing in 65-35 vote in June 2017. Prior to
Treasury, Billingslea was managing director for
Deloitte Advisory and previously spent more
than decade at Defense.
CIVIL PENALTIES: In Federal Register April
9, OFAC adjusted for inflation maximum civil
monetary penalties (CMPs) under relevant
regulations. These include: Iran, Zimbabwe,
Syrian, Darfur, Congo, Belarus, Lebanon,
Magnitsky Act and Hizballah sanctions
programs.
NORTH KOREA: OFAC April 10 updated its
North Korea sanctions regulations with changes
from 2017 sanctions law and 2020 NDAA.
Specifically, agency incorporated “blocking and
correspondent account sanctions provisions,”
added new prohibition applicable to persons

owned or controlled by U.S. financial institution
and established or maintained outside U.S.,
added “new statutory exemptions relevant
to certain newly added prohibitions,” made
technical and conforming edits to three
definitions, revised interpretive provision, and
updated authorities and delegation sections,
Federal Register notice said. OFAC also amended
definition of luxury goods.
VENEZUELA: OFAC April 21 issued General
License (GL) 8F, extending previous GL that
authorized transactions involving Petróleos
de Venezuela, S.A. (PdVSA) necessary for
maintenance of operations for Chevron,
Halliburton, Schlumberger Limited, Baker
Hughes and Weatherford International.
Specifically, OFAC extended GL expiration date
to Dec. 1 from April 22…OFAC April 10 issued
GL 5C delaying effectiveness until July 22 of
authorization of licenses applicable to holders of
PdVSA 2020 8.5 percent bond.
ITAR EXPORTS: In annual Section 655 report
to Congress, covering fiscal year 2019, which
ended Sept. 30, 2019, DDTC said it approved
export of approximately $55.1 billion in defense
articles and services.
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ABOUT OUR LAW FIRM

Torres Law is a leading boutique law firm specialized in international trade and national security matters. We
have extensive experience with the various regimes and agencies governing trade such as U.S. Customs and
Border Protection, the Bureau of Industry and Security, the Directorate of Defense Trade Controls, the Office
of Foreign Assets Control, the Defense Security Service, and the Committee on Foreign Investment in the
United States.

PRACTICE AREAS
CUSTOMS

U.S. Customs audits (e.g., Focused Assessments and Quick Response Audits), notices of action and enforcement, conduct
internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

