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BIS Tightens Controls on
Huawei Designs, Chips
Perhaps there’s no such thing as a coincidence.
designs that are the direct product of certain Commerce
Perhaps “unrelated” rules just happen to be ready on the
Control List (CCL) software and technology; and chipsets,
same day. In an interim final rule, the Bureau of Industry
when produced from Huawei design specifications that
and Security (BIS) May 15, 2020, amended General
are the direct product of certain CCL semiconductor
Prohibition 3, or the foreign-produced direct product rule,
manufacturing equipment located outside the U.S. BIS
to impose new controls over certain items, “when there
requested public comments, which are due July 14.
is knowledge that such items are destined to a designated
“The rule captures two primary lines of effort. The
entity on the Entity List,”
first, it captures what I’ll call
specifically Huawei and its
the design piece, which is
114 non-U.S. affiliates.
foreign semiconductor designs
In public comments, industry
Add to that, on the
produced or developed by
trade
groups
and
individual
same day, the Taiwan SemiHuawei or any of its affiliates
conductor
Manufacturing
on the Entity List, including
firms urged BIS to extend the GL
Company (TSMC) May 15
HiSilicon, using U.S. software or
permanently.
announced plans to build a
technology when such designs
$12 billion chip factory in
are destined for Huawei,” acting
Arizona. At the same time,
BIS Under Secretary Cordell Hull
BIS extended the narrow and temporary Huawei General
told reporters during a briefing May 20.
License (GL) for another 90 days through Aug. 13. This is
“The second piece, which I’ll call the manufacturing
the last extension, the agency warned.
piece, targets foreign semiconductors produced abroad
In public comments, industry trade groups and a few
in foundries using U.S. equipment based on any Huawei
individual firms urged BIS to extend the GL permanently,
design where the product is then destined for Huawei,”
or at least in much longer increments than the current
he added.
45-day renewal cycles (see The Export Practitioner, May
“The U.S. Government’s calibration of the rule was
2020, page 15).
designed to take a narrow approach against Huawei while
“The 90-day extension provides an opportunity
not affecting other companies in an adverse way. The
for users of Huawei devices and telecommunication
rule’s focus… is to ensure all foundries, no matter where
providers—particularly those in rural U.S. communities—
located in the world, are on equal footing. This action, as
to continue to temporarily operate such devices and
with all actions with respect to Huawei, puts America first
existing networks while hastening the transition to
and effectuates the purpose of our entity listing,” Hull
alternative suppliers,” Commerce said.
noted.
All of the rule’s magic is found in new Footnote 1.
Rule Will Require License
“Footnote 1 of the Entity List also applies a control to any
for Foreign-Produced Items
foreign-produced item (1) that is the direct product of a
plant or major component of a plant located outside the
The rule change will require an export license for the
United States when the plant or major component of a
following foreign-produced items, such as: semiconductor
plant itself is a direct product of U.S.-origin “technology”
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or “software” specified in Export Control Classification
“It also imposes U.S. export control restrictions on
Number (ECCN) 3E001, 3E002, 3E003, 4E001, 5E001,
countries that use U.S. technology or software to design
3D001, 4D001, or 5D001; U.S.-origin “technology”
and produce semiconductors for Huawei. Companies
specified in ECCNs 3E991, 4E992, 4E993, or 5E991; or
wishing to sell certain items to Huawei produced with U.S.
U.S.-origin “software” specified in ECCNs 3D991, 4D993,
technology must now obtain a license from the United
4D994, or 5D991; and (2) such item is a direct product of
States,” he added.
“software” or “technology” produced or developed by an
“There has been a very highly technical loophole
entity with a footnote 1 designation on the Entity List,”
through which Huawei has been able to use U.S. technology
the notice said.
with foreign fabrication producers,” Commerce Secretary
“For example, if a foreign company produces
Wilbur Ross said during a television interview. “This first
integrated circuits outside the United States in a foundry
rule about foreign direct product is a very highly tailored
containing
U.S.-origin
thing to try to correct that
or
foreign-produced
loophole. That will have a very
equipment (which itself
powerful impact. We never
is a direct product of
intended that loophole to be
State
and
Commerce
officials
U.S.- origin “technology”
there,” he added.
or “software” in specified
Under Secretary of State
explained the rule as closing a longCategory 3, 4, or 5
Keith Krach responded to
standing loophole in export controls.
ECCNs) that is essential
questions about companies
to the “production” of
simply turning to non-U.S.
the integrated circuit to
companies to avoid getting
meet the specifications of
a license. “One might be able
their design, including testing equipment (i.e., a major
to find non-U.S. providers for design tools for making
component of a plant), and the design for the integrated
somewhat less sophisticated chips, but if you really
circuit was produced or developed from “software” or
want to play on the cutting edge of this technology area
“technology” by an entity specified in footnote 1 to the
right now, you still for the most part have to use U.S.
Entity List, whether or not such design is subject to the
technology.”
EAR, then that foreign-produced integrated circuit is
“Frankly, it’s taking advantage of that relative position
subject to the EAR,” BIS said.
that enables the direct product rule change that we have
In the rule, BIS granted a 120-day grace period “to
just rolled out to be effective, because it applies to anyone
prevent immediate adverse economic impacts on foreign
who wishes to use the very best tools in support of Huawei.
foundries utilizing U.S. semiconductor manufacturing
And it doesn’t matter whether that user of those tools is in
equipment that have initiated any production step for
the United States or someplace else. So we regard this as a
items based on Huawei design specifications as of May
very elegant solution that in fact structurally does in fact
15.”
address the concerns that you raise,” Krach added.

Officials Try to Close Loophole

Responses Came Quickly

State and Commerce officials explained the rule as
closing a long-standing loophole in export controls.
“Today’s expanded rule helps prevent Huawei from
undermining U.S. export controls, closing a loophole that
has allowed the company to exploit U.S. technology and
threaten our national security,” Secretary of State Mike
Pompeo said in a statement.

Sen. Ben Sasse (R-Neb.) applauded the move. “The
United States needs to strangle Huawei. Modern wars are
fought with semiconductors, and we were letting Huawei
use our American designs. This is pretty simple: chip
companies that depend on American technology can’t
jump into bed with the Chinese Communist Party. This
rule is long overdue,” he said in a statement.
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Industry groups were less enthusiastic. “We are
5-nanometer technology for semiconductor wafer
concerned this rule may create uncertainty and disruption
fabrication, have a 20,000 semiconductor wafer per month
for the global semiconductor
capacity, create over 1,600 highsupply chain, but it seems to
tech professional jobs directly,
be less damaging to the U.S.
and thousands of indirect jobs in
semiconductor industry than
the semiconductor ecosystem,”
“TSMC will not be granted a
the very broad approaches
TSMC said. The plan is to begin
license or not granted a license
previously considered.” Semiconstruction in 2021 with chip
based upon their commitment.”
conductor Industry Association
production slated to start in
(SIA) president and CEO John
2024.
Neuffer said in a statement.
According to Commerce,
TSMC’s investment will reinforce
American
leadership
in
cutting-edge semiconductor
Taiwan to Recreate Supply Chain in Arizona
design and manufacturing and will further accelerate
Arizona’s rise as a global hub for the technology industry.
The timing of TSMC’s factory announcement and the
“The semiconductor industry is critical to U.S.
Huawei rule seemed coordinated but officials called the
economic
growth, underpinning many of the advanced
two moves “unrelated.” The Taiwanese firm is following
technologies that consumers depend on including
the U.S. export rule change closely and working with
smart phones, transportation safety applications,
outside counsels to conduct legal analysis, TSMC said in
advanced medical devices, and telecommunications,” the
a statement.
department said.
“The semiconductor industry supply chain is
Chinese Foreign Ministry spokesperson Zhao Lijian
extremely complex, and is served by a broad collection
said
that while as a general rule, the ministry does not
of international suppliers. As part of the global
comment on the production or business layout of
semiconductor ecosystem, TSMC maintains long-term
any company, on the whole China sees this as a wincollaborations with equipment partners around the world
win for both nations. “We have said many times that
including those located in the United States,” it added.
cooperation between China and the U.S. in various fields
State officials quickly moved to answer questions
like economy, trade and investment is in nature mutually
about any potential incentives or deals relating to TSMC
beneficial. We stand to gain from cooperation and lose
and Huawei export licenses. “TSMC will not be granted
from confrontation,” he said.
a license or not granted a license based upon their
However, Zhao was adamant that it could be
commitment, their intent to build a five-nanometer fab
catastrophic should the two nations sever trade relations.
here in the United States. So that’s not part of it at all,”
“Decoupling or severing relations will lead nowhere.
Krach told reporters.
We urge the U.S. to abandon the obsolete Cold War and
“I could say for a fact that there’s no assurance
zero-sum game mindset and correctly view exchanges
whatsoever on that. And about – I think roughly around
and cooperation with China in the fields of science
10 to 12 percent of TSMC’s business is China, and I think
and technology, economy and trade, and work to
that is in essence almost primarily Huawei, so they will
enhance China-U.S. mutual trust and cooperation,” the
be restricted unless they’re granted a license. And there’s
spokesperson warned.
no assurances on that, and we don’t anticipate that,” he
explained.
The company’s second U.S. plant “will utilize TSMC’s
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DUAL CITIZEN PLEADS GUILTY TO
SENDING GOODS TO HIZBALLAH
Usama Darwich Hamade, a dual citizen
of Lebanon and South Africa, pleaded guilty
May 18, 2020, in Minnesota U.S. District
Court to conspiring to illegally export goods
and technology to Lebanon and to Hizballah,
a designated foreign terrorist organization,
without State or Commerce licenses from 2009
through 2011.
The second superseding indictment against
Hamade, Samir Ahmed Berro and Hamade’s
brother Issam Darwich Hamade was unsealed in
February 2018 (see The Export Practitioner, March
2018, page 9).
Goods included inertial measurement
units (IMUs) for use in unmanned aerial
vehicles (UAVs), a jet engine, piston engines
and recording binoculars. Issam Hamade was
sentenced in April to time served after pleading
guilty the month before. Berro remains at large.
“The ultimate recipient of the UAV parts and
technology, including the parts and technology
that was being sourced in the United States,
was the government of Syria. Usama Hamade
knew he was violating U.S. law by making these
transfers,” the plea agreement noted.
The indictment cites at least four unnamed
U.S. companies as producing and selling these
goods. For example, the digital compasses
match the model numbers of those produced
by Honeywell in Minnesota, which was not
named. In one case, Usama Hamade “falsely told
Individual A that the Digital Compasses and the
IMUs would be used in UAVs in South Africa
to overfly wildlife areas to prevent poaching,”
according to the court document.
“In October 2009, defendant Usama Hamade
directed Individual A to order the Jet Engine
from Company C in the State of Indiana for
delivery to defendant Berro at his company,
SAB Aerospace, in the United Arab Emirates.
Defendant Berro then illegally transshipped
the Jet Engine to Hizballah coconspirators in
Lebanon,” the second superseding indictment
noted.
“In March and May 2010, Usama Hamade
directed Individual A [South African citizen] to
order two C-MIGITS IMUs from Company A
[U.S. company with operations in California]
without telling Individual A that defendant

Usama Hamade intended to send the C-MIGITS
IMUs to Lebanon and Hizballah after receiving
them in South Africa,” it added.

“Usama Hamade knew he was violating U.S.
law by making these transfers,” the plea
agreement noted.
“As a consequence, Individual A obtained
an export license from …State which permitted
the export of the C-MIGITS IMUs to South
Africa, but which did not expressly permit their
export to Lebanon or to Hizballah, and in fact
prohibited their re-export from South Africa
without further authorization,” the indictment
said.

ANIMAL NUTRITION FIRM
SETTLES CUBA CHARGES
BIOMIN America, an animal nutrition
company in Overland Park, Kan., agreed May 6,
2020, to pay Treasury’s Office of Foreign Assets
Control (OFAC) $257,862 to settle charges of
violating Cuba sanctions between July 2012 and
September 2017.
The firm and its foreign subsidiaries
engaged in 30 sales of non-U.S. agricultural
commodities to Alfarma S.A. in Cuba without
OFAC authorization. BIOMIN America and its
owned or controlled foreign entities are actively
managed divisions of the ERBER Group, the
agency noted.
“Believing that BIOMIN America could not
directly export its agricultural products to Cuba,
and in order to secure a sales opportunity with
Alfarma, BIOMIN America’s managers developed
a transaction structure that they incorrectly
determined would be consistent with U.S.
sanctions requirements,” the agency said.
“Under this structure, BIOMIN America
processed purchase orders from Alfarma on
behalf of BIOMIN America’s foreign affiliates
that would then fulfill the orders for Alfarma.
BIOMIN America coordinated, and received
commissions on, these sales to Alfarma as
executed by its foreign affiliates,” it added.
“BIOMIN America and its owned or
controlled foreign entities’ transactions may
June 2020 The Export Practitioner | 7
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have been eligible for authorization through an
existing general license or a specific license, if
the relevant general license conditions had been
complied with or a specific license obtained,” the
agency said.
The firm voluntarily disclosed the violations.
In addition, the company “engaged with outside
counsel and export control consultants to
conduct comprehensive training sessions for
logistics, compliance, and senior management
on country-specific embargoes, denied persons
screening, and export license requirements,
among others,” OFAC noted.
“Further, BIOMIN America developed formal
written policies and procedures to prevent sales
to or for unauthorized destinations, parties, or
activities,” it added.
“This case demonstrates the importance
of U.S. companies with a global presence
maintaining appropriate sanctions compliance

programs, particularly when dealing with foreign
subsidiaries and affiliates,” OFAC said.
“Furthermore, U.S. companies can benefit
from seeking appropriate advice and guidance
when contemplating business involving U.S.
sanctions programs rather than developing
alternative methods through non-U.S.
companies in order to avoid prohibitions on U.S.
companies,” it added.

of services to assist its Iranian clients with
circumventing sanctions restrictions, which
enables those clients to make online purchases
of goods from United States-bases businesses,”
the December 2018 indictment said.
Payment24 charges approximately $245 for
the package, which “includes a PayPal account, a
fraudulent ‘ID card and address receipt,’ a remote
IP address from the United Arab Emirates, and a
Visa gift card for PayPal verification purposes,” it
added.
“The Payment24 website states that ‘as
long as the American sanctions continue to be
in place, it is always advisable to create your
accounts with a foreign identity.’ The Payment24
website provides instructions to Payment24
clients about how to avoid restrictions on
foreign websites, including advising that they
should not use any ‘Iranian identity and mailing
address to register on any foreign websites,’ and
‘never attempt to log into those sites with an
Iranian IP address.’”
As part of the scheme, Shahidian and
Vali made “material misrepresentations and
omissions” regarding the destination of U.S.origin goods, falsely representing to U.S.-based
businesses that “the goods were destined for the
United Arab Emirates, when in fact they were
destined for use in Iran,” it added.
“Shahidian obtained payment processing
accounts from United State-based companies
using false residency information, fraudulent
passport documents, and other residency
documentation, including documents fabricated
using the identity and personally identifiable
information of another person.”

IRANIAN EXTRADITED FOR ILLEGAL
FINANCIAL TRANSACTIONS

NORTH KOREAN BANK OFFICIALS
CHARGED FOR COVERT SCHEME

An indictment against Iranian nationals
Seyed Sajjad Shahidian, Vahid Vali and financial
services firm PAYMENT24 was unsealed May
18, 2020, in Minneapolis U.S. District Court on
charges of conducting financial transactions in
violation of U.S. Iran sanctions.
Shahidian, the founder and CEO of
PAYMENT24, was arrested and extradited from
the United Kingdom (UK) the week before; Vali,
the firm’s COO, remains at large.
“On its website, PAYMENT24 sells a package

An indictment against 33 individuals — five
Chinese nationals and 28 North Koreans – was
unsealed May 28, 2020, in D.C. U.S. District
Court on charges of exporting financial services
to a Specially Designated National (SDN) in
North Korea without a license from Treasury’s
Office of Foreign Assets Control (OFAC).
All defendants “worked in various capacities
to provide services and effect prohibited U.S.
dollar transactions” for Foreign Trade Bank
(FTB), North Korea’s primary foreign exchange

“BIOMIN America coordinated, and received
commissions on, these sales to Alfarma as
executed by its foreign affiliates.”
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bank. OFAC added FTB to its SDN List in March
2013.
The list included two bank presidents
and two co-vice presidents, five North Korean
citizens who were agents of FTB Headquarters,
five Chinese citizens and 19 North Korean
citizens who operated FTB’s covert branches in
various countries.
“The defendants and other co-conspirators
opened and operated covert branches of FTB
outside of North Korea, including in Thailand,
Libya, Austria, Russia, Kuwait, and China, which
the defendants used to engage in otherwise
prohibited U.S. dollar transactions,” the
indictment noted.
In addition, “the defendants and other
co-conspirators took up residence in foreign
countries to operate these covert branches,
from which they opened and operated front
companies and worked with established
third-party financial facilitators to procure
commodities and facilitate payments in U.S.
dollars on behalf of parties in North Korea,” it
added.
“The defendants and other co-conspirators
concealed FTB’s involvement in U.S. dollar
payments from Correspondent Banks in order
to trick the banks into processing payments that
the banks otherwise would not have done,” the
indictment said.
“The defendants and other co-conspirators
caused Correspondent Banks to process at least
$2.5 billion in illegal payments via over 250
front companies, which payments transited
through the United States during the period of
the conspiracy,” it concluded.
Chinese FTB front company Mingzheng
International Trading Ltd, which is cited in
the latest indictment, was charged in a June
2017 civil complaint in D.C. federal court with
facilitating prohibited U.S.-dollar transactions
through the U.S. for FTB and laundering
proceeds of that conduct through U.S. financial
institutions (see The Export Practitioner, July 2017,
page 20).

IRANIAN NATIONALS CHARGED
WITH VIOLATING SANCTIONS
Iranian nationals Amir Dianat and Kamran
Lajmiri were charged May 1, 2020, in D.C. U.S.
District Court with violating export laws and
Iran sanctions by a conspiracy to provide U.S.
financial services to Iranian entities and front
companies attempting to purchase a petroleum
tanker in September 2019.
At the same time, Treasury’s Office of
Foreign Assets Control (OFAC) designated
Dianat, a longtime associate of senior officials
of the Islamic Revolutionary Guard Corps-Qods
Force (IRGC-QF), and his company Taif Mining
Services LLC.
“IRGC-QF has relied on Dianat to secure
entry for vessels carrying IRGC-QF shipments
and has used his business connections to
facilitate logistics requirements,” OFAC said.
“The Iranian parties established front
companies that transmitted U.S. dollar wires
through the United States to purchase the
petroleum tanker Nautic aka Gulf Sky beginning
in or about September 2019. Shortly after these
entities purchased the Nautic, they used the
Nautic to transport Iranian crude oil from Kharg
Island, Iran” in coordination with the National
Iranian Oil Company (NIOC), according to an
affidavit filed in court.
“Search warrant returns also revealed that
after receiving this document, Taif notified two
Iranian Company 2 employees that the Nautic
loaded Iranian crude oil onboard,” the document
said.
“Public corporate registry information
revealed that Taif was created around the time
that it purchased the Nautic,” the affidavit
noted. “Taif’s website displays indications that
the company was created on behalf of third
party companies for the purpose of conducting
this transaction,” it added.
“This is yet another example of Iran brazenly
using front companies and false documentation
in an attempt to hide the illegal transactions
that the Iranian regime desperately needs to
fund its malign activities,” Assistant Attorney
General for National Security John Demers said
in a statement.
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UNIVERSITIES NEED BETTER EXPORT
CONTROL GUIDANCE, GAO FINDS
Current State and Commerce guidance
does not adequately address export compliance
issues that universities face, including unique
challenges of fundamental research, and thus
universities may not have the information
they need to adequately comply with
these regulations and properly safeguard
export-controlled items, the Government
Accountability Office (GAO) found in a report
published May 12, 2020 (GAO-20-394).
For example, university and association
officials asserted that “Department of Defense
(DOD) officials misunderstand the term
“fundamental research,” which may limit
universities’ ability to conduct research for
DOD. DOD acknowledged that some officials
have inconsistently interpreted the regulations
and that it has not yet fully addressed this
challenge,” the GAO report noted.
The report also identified gaps in some
universities’ practices in four areas: risk
assessments, training, internal audits, and export
compliance manuals.
State and Commerce “have developed export
compliance-related guidance and conducted
outreach to support all exporters’ understanding
of and compliance with the regulations.
However, university and association officials
raised concerns that DDTC and BIS guidance and
outreach does not adequately address universityspecific export compliance issues,” the report
said.
“In addition, DDTC’s export compliance
guidelines do not explicitly promote risk
assessments, identified by GAO as a key element
for determining whether an entity’s processes
address current threats,” it added.
GAO made four recommendations,
including: that State and Commerce should
provide additional or revise their existing
guidance and outreach to address universityspecific export control issues; that State
guidelines should include information
concerning periodic risk assessments to remind
exporters that it is beneficial to periodically
identify, analyze, and respond to new risks; and
that Defense ensure that its program officers and
contracting officers are consistently determining
whether university research constitutes
10
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fundamental research.
Both State and Defense concurred with the
recommendations. “DOD stated that it will
develop new guidance for DOD personnel to
clarify the process for identifying fundamental
research, funding contracts containing
fundamental research, and monitoring those
contracts to ensure that they are performed in
compliance with export control regulations and
fundamental research policies,” the report said.
“Countries like China are making efforts
to steal our most sensitive research and then
weaponizing it against us. Universities and
research institutions have a critical role to play
in protecting this cutting edge research, but they
can’t act if the guidance and regulations from
agencies is unclear or insufficient,” Sen. Chuck
Grassley (R-Iowa), who requested the report, said
in a statement.

DDTC CLARIFIES USE OF ITAR
GOVERNMENT LICENSE EXEMPTION
A year after State’s Directorate of
Defense Trade Controls (DDTC) amended
the International Traffic in Arms Regulations
(ITAR) licensing exemption for transfers made
“by or for” an agency of the U.S. government,
the agency May 11, 2020, published several
Frequently Asked Questions (FAQ) clarifying the
use of the 126.4 exemption.
DDTC revised the ITAR in April 2019 to
clarify when such exports, reexports, retransfers,
temporary imports and performance of a defense
service may be made (see The Export Practitioner,
May 2019, page 13).
One FAQ asked whether the exemption
covers “exchanges of ITAR technical information
during conversations or meetings that may lack
written approval from the relevant government
agency.” Yes. Can the exemption “be utilized to
conduct classified transfers?” Yes.
Can it “be used in lieu of obtaining a thirdparty transfer approval from PM/RSAT for articles
procured via FMS?” No. However, ITAR § 126.4
“may be used for the transfer of any defense
article or the furnishing of any defense service”
described on the U.S. Munitions List (USML).
Does Section 126.4(a) authorize exports by
U.S. contractors supporting U.S. government
programs? No. “ITAR § 126.4(b) is the

EXPORT CONTROLS

exemption available to non-government
persons in a contractual relationship with the
U.S. Government who wish to export a defense
article,” the agency said. “The difference
between (a) and (b) lies in the person that is
undertaking the transfer,” it added.
“DDTC does not provide exporters with a
determination as to whether or not they qualify
for an exemption,” one FAQ noted. Can the
authorization discussed under § 126.4(b) be
verbal? “U.S. Government departments and
agencies are responsible for developing their
own criteria for what constitutes a ‘request,’”
another noted.

ADMINISTRATION WILL REVOKE
HONG KONG’S SPECIAL STATUS
While nothing has been formalized, and
a president’s statements are only good until
a Federal Register notice is published, the
administration’s reaction to a Chinese security
law on Hong Kong could jeopardize cooperation
with the city on export controls and customs
procedures.
“China has replaced its promised formula
of one country, two systems, with one
country, one system. Therefore, I am directing
my administration to begin the process of
eliminating policy exemptions that give Hong
Kong different and special treatment,” President
Trump said from the Rose Garden May 29, 2020.
“My announcement today will affect the
full range of agreements we have with Hong
Kong, from our extradition treaty, to our export
controls on dual-use technologies and more with
few exceptions,” he added.
Currently, the Bureau of Industry and
Security (BIS) treats Hong Kong separately from
mainland China in its Export Administration
Regulations (EAR). “In most cases, a license
issued for an export to Hong Kong is valid only
for export to Hong Kong. Certain items subject
to the EAR that do not require an individual
validated license for export from the United
States to Hong Kong require a license for
reexport from Hong Kong to China,” BIS notes
on its website..
However, if an item is going to Hong Kong
on its way to China, you must determine
license requirements based on China as the

destination,” the agency says.
“BIS reviews applications for the export or
reexport to China of items controlled for Crime
Control (CC) reasons under a general policy of
denial. However, under the ‘one country, two
systems’ principle, BIS reviews applications
for the export or reexport to Hong Kong
Government end-users, or in certain cases to
private end-users, on a case-by-case basis,” the
website states.
Two days before the president’s
announcement, Secretary of State Mike Pompeo
certified to Congress that Hong Kong is no
longer an autonomous entity. “After careful
study of developments over the reporting
period, I certified to Congress today that Hong
Kong does not continue to warrant treatment
under United States laws in the same manner
as U.S. laws were applied to Hong Kong before
July 1997. No reasonable person can assert
today that Hong Kong maintains a high degree
of autonomy from China, given facts on the
ground,” Pompeo said in a statement May 27.
The security legislation gives Beijing the
authority “to fulfill relevant duties to safeguard
national security in accordance with the law,”
a euphemism for China to set up a parallel law
enforcement agency to replace Hong Kong’s.
In a joint statement the U.S., Australia,
Canada, and the United Kingdom (UK)
argued, “Direct imposition of national security
legislation on Hong Kong by the Beijing
authorities, rather than through Hong Kong’s
own institutions as provided for under Article 23
of the Basic Law, would curtail the Hong Kong
people’s liberties, and in doing so, dramatically
erode the autonomy and the system that made it
so prosperous.”
“We are also extremely concerned that this
action will exacerbate the existing deep divisions
in Hong Kong society; the law does nothing
to build mutual understanding and foster
reconciliation within Hong Kong. Rebuilding
trust across Hong Kong society by allowing the
people of Hong Kong to enjoy the rights and
freedoms they were promised can be the only
way back from the tensions and unrest that the
territory has seen over the last year,” the joint
statement said.

June 2020 The Export Practitioner | 11

TRADE SANCTIONS
STATE RIPS ONE MORE PAGE
FROM IRAN NUCLEAR DEAL
Secretary of State Mike Pompeo continued
his tearing up of the Joint Comprehensive Plan
of Action (JCPOA), or Iran nuclear deal, May
27, 2020, when he announced the end of the
sanctions waiver covering all remaining JCPOAoriginating nuclear projects in Iran – the Arak
reactor conversion, the provision of enriched
uranium for the Tehran Research Reactor, and
the export of Iran’s spent and scrap research
reactor fuel.
Persons engaged in activities currently
permitted by State’s nuclear-related waivers
“will have a final, 60-day wind-down period in
which to cease these activities without risking
exposure to covered sanctions,” Treasury wrote
in a Frequently Asked Question (FAQ). The
wind-down period ends July 27 (see The Export
Practitioner, November 2019, page 16).
At the same time, Treasury’s Office of Foreign
Assets Control (OFAC) designated Majid Agha’i,
manager in the Atomic Energy Organization of
Iran (AEOI) subsidiary responsible for research
and development of advanced centrifuges,
and Amjad Sazgar, managing director of the
AEOI entity responsible for the industrialscale production of uranium enrichment gas
centrifuge machines.
“As the waiver covering JCPOA-related
activities comes to an end, the United States
is providing a 90-day extension for the waiver
covering ongoing international support to the
Bushehr Nuclear Power Plant Unit 1 to ensure
safety of operations. We will continue to closely
monitor all developments in Iran’s nuclear
program and can modify this waiver at any
time,” Pompeo said.
In a joint statement, representatives from
the European Union (EU), France, Germany
and the United Kingdom (UK) said they “deeply
regret the U.S. decision to end the three waivers
covering key JCPOA nuclear projects in Iran.”
They added that they “are consulting with
our partners to assess the consequences of this
decision” by the U.S.

12
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Advocacy Groups,
Lawmakers Respond to Decision
Nonproliferation groups immediately
rejected the move, while Republican lawmakers
applauded the announcement. Ploughshares
President Joe Cirincione tweeted: “The jackasses
are kicking down another barn. There are no
carpenters in this administration who know
how to build a better barn, but they just love
destroying what others have long labored to
construct.”
“With this move, it is increasingly clear that
the Trump administration is bent on killing
the multilateral nuclear accord and ensuring
that there is no agreement for a future U.S.
administration to return to, irrespective of the
consequences for nonproliferation, regional
stability, and U.S. credibility.” Kelsey Davenport,
director for nonproliferation policy at the Arms
Control Association, wrote in a blog post.
“Today the administration took a critical
step toward tearing up the catastrophic ObamaIran nuclear deal once and for all,” Sen. Ted
Cruz (R-Texas) said in a statement. “Now it’s
time for the U.S. to finally and irreversibly end
what remains of the deal and the benefits that
Iran gets from it by invoking the sanctions
snapback described in the deal's United Nations
resolution,” he added.
“The Trump administration’s decision to end
the controversial Iran's civil nuclear program is
welcomed news and long overdue,” Sen. Marco
Rubio (R-Fla.) said. “This decision reiterates the
administration’s commitment of putting an
end once and for all to the flawed Iran Nuclear
Deal and ensure Iran is not able to receive any
support for foreign countries,” he added.
The next day, more than a dozen civil
society organizations, including Foreign Policy
for America, J Street, MoveOn and Truman
Center for National Policy, urged the Democratic
National Committee to support an unequivocal
U.S. return to the JCPOA in the party’s 2020
platform.
“Iran’s nuclear activities outside of the
JCPOA are concerning, but still reversible.
The U.S. should recommit to the accord and
work with allies to ensure that Iran resumes its

TRADE SANCTIONS

compliance with its nuclear obligations,” the
groups wrote May 28.

AGENCIES ISSUE GLOBAL ADVISORY
ON SHIPPING, SANCTIONS EVASION
With a specific focus on Iran, North Korea
and Syria, the administration May 11, 2020,
issued a global advisory to “provide those
engaged or involved in trade in the maritime
industry and energy and metals sectors with
further information and tools to counter current
and emerging trends related to illicit shipping
and sanctions evasion.”
State, Treasury’s Office of Foreign Assets
Control (OFAC), and the U.S. Coast Guard cited
specific deceptive shipping practices including:
disabling or manipulating the Automatic
Identification System (AIS) on vessels; physically
altering vessel identification; falsifying cargo and
vessel documents; ship-to-ship (STS) transfers;
voyage irregularities; false flags and flag hopping;
and complex ownership or management.
In March 2019, OFAC updated a 2018
shipping advisory with “new information about
North Korea’s deceptive shipping practices,
additional guidance on how to mitigate the

risk of involvement in these practices, a new
graphic depicting certain ports of call, and three
new annexes,” the agency said (see The Export
Practitioner, April 2019, page 4).
“It is critical that private sector entities
appropriately assess their sanctions risk and, as
necessary, implement compliance controls to
address any identified gaps in their compliance
programs. This is especially important when
operating near or in areas they determine to be
high-risk, which may include areas frequently
used for potentially sanctionable transportationrelated activities,” the latest advisory noted.
The agencies also encouraged entities and
individuals involved in related supply chains in
the energy and metals sectors, including trade
in crude oil, refined petroleum, petrochemicals,
steel, iron, aluminum, copper, sand, and coal, to
“review this advisory and take appropriate action
as deemed necessary or advisable,” they said.
Annexes include advice and best practices
targeted to the following entities: ship owners,
managers, operators, brokers, ship chandlers,
flag registries, port operators, shipping
companies, freight forwarders, classification
service providers, commodity traders, insurance
companies and financial institutions.
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OUR AWARD-WINNING
TRAINING VIDEO IS NEW
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the U.S. and its allies. Now, more than ever, enforcement of federal export
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EXPORTING FROM EUROPE
By David Hayes *

NOT “MASS MARKET”!!
Juliet:
“What’s in a name? That which we call a rose
By any other name would smell as sweet.”
-- Romeo and Juliet (II, ii, 1-2)
What’s in a name? Rather a lot if you work
in trade compliance in the cryptography arena.
There are not many things that irritate
United Kingdom (UK) regulators more than the
use of the term “mass market” in this context.
The preferred terminology in the UK is “Note
3.” After all, why use a term that might offer the
uninitiated a small clue concerning the subject
matter, when there is an obscure alternative
available?
You Say Tomato..
Joking aside, the difference is not simply
U.S./UK but also a significant issue between
member states of the European Union (EU).
It is an often overlooked but important
point that the EU is not a member of the
Wassenaar Arrangement; member status rests
with individual countries. In fact, not all EU
member states are members of the Wassenaar
Arrangement, the exception being Cyprus.
From a practical perspective, this means
that the EU, despite having legal competence
regarding dual-use controls for all EU member
states, cannot dictate to those member states
how they must apply Wassenaar controls.
This does not however mean that the EU
cannot seek to influence this implementation.
In 2016 the EU issued “Guidance Note
1_2016 Cryptography Note 3,” which addresses
how member states might interpret the Note
differently , and specifically in the quote below
how they might deal with a “community
license,”, i.e. where goods are exported from
one EU member state under a license issued by
another member state.

“2. In situations where the competent authority
is called upon to assess the applicability of the
Cryptography note, and has confirmed that the
item qualifies for an exemption from licensing
requirements pursuant to the Cryptography note,
should such exemption be applicable throughout the
Union or should the case be re-examined by another
authority?
Without prejudice to the exporter’s responsibility
to assess the applicability of the Cryptography
note, situations may arise where various competent
authorities are called upon to assess the application
of the Cryptography note. For example, this could
arise where:
• the exporter had sought a determination
on the eligibility of an export vis-à-vis the
Cryptography note from the competent
authority in the Member State where the
exporter is established and the competent
authority has determined that an
authorisation is not required pursuant to the
Cryptography note;
• a proposed export is suspended by licensing
and/or customs officials in the Member State
of export, based on a different interpretation
of the Cryptography note, and that Member
State is not the Member State where the
exporter is established.
Under the Regulation, the competent authority
of the Member State where the exporter is established
has the responsibility for deciding on the application
of the Cryptography note and, therefore, the
controllability of the items. In circumstances where
an exporter has either submitted an application for
export authorisation, or has requested a clarification
from a competent authority on the applicability of
the Cryptography note, the exporter should inform
the competent authority where an export will be
made from another Member State.
If the competent authority plans to confirm that
the Cryptography note applies (i.e. no authorisation
is required), a consultation process will, where
appropriate, be immediately initiated between the
authorities of the Member State(s) concerned. Such
consultation might take maximum 30 working days.
A Member State may also suspend the process
of export from its territory, or, if necessary, otherwise
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prevent the export of dual-use items which are
covered by the Cryptography note from leaving the
Union via its territory, where it has grounds for
suspicion that:
a) relevant information was not taken into
account when assessing the applicability of
the Note, or
b) circumstances have materially changed
since the assessment of the applicability of
the Note.
In such a case, the Member State concerned
immediately consults the competent authority. Such
consultation will take maximum 30 working days.”
Bizarrely, perhaps, the responsibility for
determining the applicability of Note 3 rests
not with the “competent authority” of the EU
member state from which the export is taking
place, but with that of the member state in
which the exporter is established.
Was that a weasel or a mink?
Having established that one member state
can tell another how it should interpret the
rules of a regime of which it, not the EU, is
the member, this inconvenient fact is then
acknowledged by weasel words allowing
the member state from which the export is
being made to stop that export if “relevant
information was not taken into account when
assessing the applicability of the Note.”
Relevant information may be a reference to
the “Note to the Cryptography Note” – it may be
that a note to a note would be needed only if the
original note was so poorly drafted that it would
have been preferable not to have penned it.
The Note to the Note reads (emphasis
added):
“Note to the Cryptography Note:
1. To meet paragraph a. of Note 3, all of the
following must apply:
a) a. The item is of potential interest
to a wide range of individuals and
businesses; and
b) b. The price and information about
the main functionality of the item are
available before purchase without the
need to consult the vendor or supplier. A
simple price enquiry is not considered to

16
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2.

be a consultation.
In determining eligibility of paragraph a. of
Note 3, competent authorities may take into
account relevant factors such as quantity,
price, required technical skill, existing sales
channels, typical customers, typical use or
any exclusionary practices of the supplier.”

In reality, para 2 of the Note to the Note
simply codified existing UK policy.
Vive la Difference
From a transatlantic perspective, one key
difference between the Export Administration
Regulations (EAR) and the EU Dual-Use
Regulation in interpreting this point is that the
Bureau of Industry and Security (BIS) explicitly
states, (emphasis added) “Mass market products
are typically consumer products sold at retail
stores or internet locations, but products sold
only to businesses can also qualify for mass
market. BIS takes into account a range of
factors when determining whether something
qualifies for mass market including quantity of
the item sold, price, technical skill required to
use the product, existing sales channels, typical
customer, and any exclusionary practices of the
supplier.”
This is perhaps the most frequently
encountered area of difference both
transatlantically and between EU member states.
One extreme may be the UK, where the
regulator’s acceptance that an item sold only to
businesses would be most likely to be considered
as not meeting Note 3, except if the businesses
included micro companies.
Other EU member states are typically
more relaxed, at least one taking the position
that any 5x002 item purchased online by
an individual meets Note 3. This position is
actually quite concerning if you visit Alibaba.
com (other sites are available), where enterprise
grade firewalls with Commodity Classification
Automated Tracking System (CCATs) of 5A002
can be purchased openly with a minimum
order quantity of one. But then so can other
innocuous items, like superalloy nozzle guide
vanes for gas turbine engines, so where’s the
worry?

EXPORTING FROM EUROPE

One Size does not Fit All
For practitioners, the problems are obvious
but can be so ubiquitous that the temptation
may be to pick one classification and stick
with it. Most or least restrictive will depend on
the exporter’s risk appetite and probably, the
jurisdictions involved and their appetite for
enforcement.
If we consider a single item of U.S. origin
with an Export Control Classification Number
(ECCN) of 5A992.c. By definition, a “mass
market” item under EAR.
However, this item is exclusively business
to business in its sales profile. When it lands
with the UK distributor it becomes subject to
UK (currently still EU) law, as interpreted and
applied by the UK. Here it would probably
acquire a 5A002 classification and require a
license for export to any non-EU destination –
including the U.S.!
To complicate this picture, the UK
distributor is actually a branch of a company
incorporated in another EU state. The export
licenses used for exports from the UK are (until
Brexit is complete) those granted by that other
member state.
That member state has also determined,
in writing, that the product meets Note 3.
Given that the product is freely available under
5A992 almost anywhere, it has of course shown
up for sale on the internet – this meets their
interpretation.
The UK can block the export in that
“relevant information,” which boils down
to the UK’s interpretation of Note 3, was not
considered by the member state that granted the
favorable Note 3 assessment.
The two EU member states can fight it out
under the EU Guidance Note procedure above
and must resolve the issue within 30 days.
So, 5A992 (U.S.); 5A002 (UK); Unlisted (No
License Required to anywhere) EU member state X
Now, from the perspective of the
unfortunate compliance manager in the UK

company, rinse and repeat, possibly several
hundred times.
As regulators will always tell you, it’s
“case by case,” or, as the Guidance Note puts
it, “Decisions of competent authorities –
including the award of an exemption under the
Cryptography note – made upon requests for
an individual or global authorisation apply to
a specific exporter for a specific item.” In other
words, no read across or copy and paste in the
classification tables on your ERP system for
similar items.
In the UK, for example, it is not unusual for
different products with the same functionality
and identical cryptographic capabilities to
be classified differently based on their target
markets/typical buyers.
The whole process is, despite some strenuous
efforts by regulators in recent years to address
the problem, still almost entirely subjective and
can render any effort at self-classification almost
impossible. The fact that this is the case at a
time when there is little or no capacity for the
regulators themselves to conduct high numbers
of assessments points to a system designed to
fail.
The Sting in the Brexit Tail
At present, 5A002 items may be “transferred”
between EU member states without a license
and, if that is the only activity in which a UK
company takes part, no audits are conducted and
customs checks are vanishingly improbable.
However, a little known and poorly
understood provision in the UK Export Control
Order is mirrored in the new Open General
Export Licence (OGEL): Export of Dual-Use
Items to EU Member States, which these
same companies will need to use when those
“transfers” become “exports,” currently on 1
January 2021.
The OGEL provision reads, “This licence
does not authorise the export of items:…if the
exporter knows that the final destination of
the items concerned is outside the destinations
listed in Schedule 2 (the EU) and no processing
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or working is to be performed in a destination
listed in Schedule 2, unless the direct export to
the final destination would be permitted under a
retained general authorisation, an open general
export licence, or an individual export licence
granted by the Secretary of State to the exporter.”
The sting in the tail is that the use of an
OGEL, instead of EU free movement, means that
the UK companies currently in this situation
will become subject to audits by the UK’s
Export Control Joint Unit. In short, what was
previously unnoticeable will suddenly be in
plain sight.

There are different interpretations of the problem
of universals. I understand it as the problem of
giving the truthmakers of propositions to the
effect that a certain particular is such and such,
e.g. propositions like ‘this rose is red.’ Others
have interpreted it as a problem about the
ontological commitments of such propositions or
a problem about what those propositions mean.
-- Professor Gonzalo Rodriguez-Pereyra
						
* David Hayes is a director of David Hayes – Export
Controls, a UK-based consultancy specializing
in U.S. export compliance issues. He is also the
director of UK affairs for Trade Compliance Group
(previously MK Technology). He can be contacted
on +44 7765 007368 or at david@davidhayesexportcontrols.com.
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POLICY BRIEFS
EX-IM BANK EXTENDS RELIEF,
ADOPTS PROCESS REFORMS

TREASURY PROPOSES CLARIFYING
CHANGES TO CFIUS RULES

While states are beginning to permit
businesses to reopen, the Export-Import (Ex-Im)
Bank board May 28, 2020, extended previously
announced coronavirus relief measures,
including waivers, deadline extensions,
streamlined processing, and flexibility, through
the summer.
The extension came in parallel with the ExIm board votes to amend the agency’s economic
impact procedures and strengthen the agency’s
determination of “additionality.”
The board in April approved a resolution to
“restrict Ex-Im coverage for exports of medical
supplies and equipment necessary in the fight
against the COVID-19 pandemic.” At the same
time, Ex-Im extended the measures six more
weeks (see The Export Practitioner, May 2020,
page 4).
“By extending these relief measures, we
are ensuring U.S. exporters have the tools
necessary to succeed, without worrying about
meeting Ex-Im deadlines. I encourage companies
experiencing payment issues or difficulty
accessing liquidity to reach out to Ex-Im,” Ex-Im
President Kimberly Reed said in a statement.
The board revised its economic impact
procedures by “creating an opt-in email list
to enable interested parties to be notified
proactively whenever Ex-Im undertakes
a detailed economic impact analysis and
proactively publishing after Board action nonconfidential summaries of the findings of any
detailed economic impact analyses,” the bank
said.
“For commercial aircraft transactions, ExIm is modifying and simplifying the procedures
to focus solely on route-specific competition,
which could result in more aircraft transactions
undergoing enhanced scrutiny of potential
economic impacts,” it added.
“To assist in determining additionality,
Ex-Im now will require an overall more robust
process and more written documentation of
the case for additionality from the inception of
each transaction until it is presented for Board
consideration,” the bank said.

After two years of proposals, comments
and a pilot program, Treasury May 21, 2020,
proposed changes to Committee on Foreign
Investment in the U.S. (CFIUS) regulations,
modifying the scope of the mandatory
declaration provision for certain transactions
involving critical technologies and connecting
the rules to export controls, rather than the
North American Industry Classification System
(NAICS) code criteria.
“Specifically, this proposed rule would
modify the mandatory declaration provision
for certain foreign investment transactions
involving a U.S. business that produces, designs,
tests, manufactures, fabricates, or develops one
or more critical technologies. It also makes
clarifying amendments to the definition for the
term ‘substantial interest,’” the Federal Register
notice said. Comments are due June 22.
Treasury in January published final
regulations to expand the scope and jurisdiction
of CFIUS reviews as authorized by the 2018
Foreign Investment Risk Review Modernization
Act (FIRRMA). Changes from the proposed rules
include a new definition of “principal place of
business” and updated treatment of a 2018 pilot
program (see The Export Practitioner, February
2020, page 22).
“The proposed rule revises the declaration
requirement for certain critical technology
transactions so that it is based on whether
certain U.S. government authorizations would
be required to export, re-export, transfer (in
country), or retransfer the critical technology
or technologies produced, designed, tested,
manufactured, fabricated, or developed by the
U.S. business to certain transaction parties and
foreign persons in the ownership chain,” the
rule noted. The proposal also removes the NAICS
code criteria and the list of NAICS codes at
appendix B to the Part 800 Rule.
Rule Proposes Changes to Key Definition
The proposed rule’s changes to the definition
of “substantial interest” include: “paragraph (b)
applies only where a general partner, managing
member, or equivalent primarily directs,
controls, or coordinates the activities of the
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entity,” it said.
The rule also removes the word “voting”
before “interest” wherever it appears in
paragraph (c) so “the calculation rule clearly
applies to the calculation of ‘voting interests’
as described in paragraph (a) and ‘interests' as
described in paragraph (b) of that section.”
Wiley attorney Nova Daly called the
proposal “a welcome change.” The rule “will give
some additional clarity to companies on what
is covered under mandatory declarations for
critical technology deals. Prior to this, companies
were sometimes unsure of their NAICS code or
which ones were covered under the transaction,”
he told The Export Practitioner.
“On the further definition of substantial
interest, this too gives clarity to what is covered
under a mandatory declaration for a foreign
government-controlled transaction,” he added.
“The proposed rule also includes language
that explains how to analyze filing requirements
in the context of the export control regimes.
For example, notification to CFIUS would be
mandatory even if a license exemption may
be available under the State Department’s
International Traffic in Arms Regulations,” Daly
wrote in a client alert.

HUAWEI EXTRADITION CASE
TAKES STEP FORWARD
Amid tensions over Hong Kong and
restrictions on Chinese firm Huawei, the Trump
administration’s two-year attempt to extradite
Huawei Chief Financial Officer (CFO) Meng
Wanzhou from Canada, to face justice in the
U.S. on several charges, including violating Iran
sanctions, moved one step closer to resolution
May 25, 2020.
Canada’s court ruled that the U.S. request
satisfies Canadian jurisprudence and “Meng’s
application is therefore dismissed.”
The case temporarily concluded in a
Vancouver court in January after four days when
Meng’s lawyers argued that the U.S. argument
did not meet the extradition threshold (see
The Export Practitioner, February 2020, page 25).
The court set the May 25 hearing to answer
Meng’s argument that the U.S. extradition is
unwarranted.
The next phase in the case is a hearing on
20
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whether the Canadian government abused its
authority by detaining Meng at the Vancouver
International Airport and whether her
extradition is politically motivated. This last
issue will be decided by the Canadian Justice
Minister.
In a 23-page ruling, Heather Holmes, the
associate chief justice of British Columbia’s
Supreme Court, wrote, “On the question of law
posed, I conclude that, as a matter of law, the
double criminality requirement for extradition is
capable of being met in this case.”
“The effects of the U.S. sanctions may
properly play a role in the double criminality
analysis as part of the background or context
against which the alleged conduct is examined,”
she noted.
“I make no determination of the larger
question … of whether there is evidence
admissible under the Act that the alleged
conduct would justify Ms. Meng’s committal for
trial in Canada on the offence of fraud …. This
question will be determined at a later stage in
the proceedings,” Holmes concluded.
“Today’s ruling in Canada is only the
opening salvo in a very long process,” Meng’s
U.S. lawyer Reid Weingarten told the media,
while Huawei spokesman Benjamin Howes said,
“Huawei continues to stand with Meng in her
pursuit for justice and freedom.”
China Denounces Arrest
But China, which has always seen Meng’s
arrest as an attempt by the U.S. to clip the
country’s technological rise, cautioned that this
case would harm both U.S.-China and CanadaChina relations. Chinese Foreign Ministry
spokesman Zhao Lijian May 26 said that China’s
position on the case is consistent and clear.
Both “the U.S. and Canada abused their
bilateral extradition treaty and arbitrarily took
compulsory measures against a Chinese citizen
without cause. This is a serious political incident
that grossly violates the legitimate rights and
interests of the Chinese citizen,” the spokesman
said.
In a pointed rebuke of Ottawa, the Chinese
spokesman added, “The Canadian side should
correct its mistake, immediately release Ms.
Meng and ensure her safe return to China so as
to avoid any continuous harm to China-Canada
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relations.” His counterpart at the Chinese
embassy in Ottawa called Canada an accomplice
to the U.S. actions.
Not long after Meng’s arrest in December
2018, the Chinese authorities, in what many see
as an escalating tit-for-tat squabble with both
the U.S. and Canada, arrested two Canadians
-- diplomat Michael Kovrig and businessman
Michael Spavor. Their whereabouts are
unknown.

END NOTES
CUBA: Transportation (DOT) May 28 finalized
procedures to distribute public charter flights
between U.S. and Havana, Cuba. Order also
granted initial allocation of U.S.-Havana public
charter flights between June 1, 2020, and
May 31, 2021, to carriers Swift Air and World
Atlantic Airlines. Remaining charters will be
maintained in distribution pool on first-come,
first-served basis to interested carriers, DOT said.
Administration in January suspended all public
charter flights to Cuban airports, except Havana’s
Jose Martí Airport, and capped charter flights to
Havana itself (see The Export Practitioner, February
2020, page 16).
ENTITY LIST: Bureau of Industry and
Security (BIS) June 5 added to Entity List 24
governmental and commercial organizations
in China, Hong Kong and Cayman Islands
that “represent a significant risk of supporting
procurement of items for military end-use in
China.”… At same time, agency also added
China’s Ministry of Public Security’s Institute of
Forensic Science and eight Chinese companies
to Entity List for human rights violations
and abuses in Xinjiang Uighur Autonomous
Region (XUAR). Listed companies include Aksu
Huafu Textiles Co., CloudWalk Technology;
FiberHome Technologies Group and subsidiary
Nanjing FiberHome Starrysky Communication
Development; NetPosa and subsidiary SenseNets;
Intellifusion; and IS’Vision. Agency announced
additions two weeks earlier. BIS in October added
28 Chinese entities to Entity List for activities
in XUAR (see The Export Practitioner, November
2019, page 14).

DENIED NO MORE: In Federal Register May
20, State rescinded policy of denial concerning
BAES SAL, subsidiary of BAE Systems plc,
nine years after DDTC consent agreement. In
response to request from BAES, department
“has conducted a thorough review of the
circumstances surrounding the conviction and
the imposition of the policy of denial. The
Department has determined that it is in the
national security and foreign policy interests of
the United States to rescind the policy of denial
concerning BAE SAL, including its divisions and
business units, and successor entities,” notice
said. In May 2011 consent agreement, BAES
agreed to pay $79 million penalty for 2,500
alleged violations of U.S. export laws (see The
Export Practitioner, June 2011, page 12).
ZIMBABWE: It only took four years. Treasury’s
Office of Foreign Assets Control (OFAC) May
22 amended Zimbabwe sanctions regulations
to remove 2013 general license (GL) that
authorizes all transactions involving Agricultural
Development Bank of Zimbabwe and
Infrastructure Development Bank of Zimbabwe.
Agency removed banks from SDN List in
February 2016 (see The Export Practitioner, March
2016, page 8).
NICARAGUA: OFAC May 22 designated
Nicaraguan Army Commander-in-Chief Julio
Cesar Aviles Castillo and Finance and Public
Credit Minister Ivan Adolfo Acosta Montalvan
for “supporting the corrupt Ortega regime.”
OFAC in March designated Nicaraguan National
Police (NNP) and three NNP commissioners for
“serious human rights abuse” (see The Export
Practitioner, April 2020, page 22).
IRAN: OFAC May 20 designated Iranian Interior
Minister Abdolreza Rahmani Fazli, seven senior
officials of Iran’s Law Enforcement Forces (LEF)
and provincial commander of Iran’s Islamic
Revolutionary Guard Corps, along with LEF
Cooperative Foundation, its director and board
members, for “serious human rights abuses.”…
Day before, OFAC designated China-based
Shanghai Saint Logistics Limited for acting
as Mahan Air general sales agent (GSA). This
is seventh designation of Mahan GSA since
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2018. In December, agency designated Iranian
shipping network and three Mahan Air GSAs
based in UAE and Hong Kong (see The Export
Practitioner, January 2020, page 21). Treasury
designated Iranian airline Mahan Air in 2011.
VENEZUELA: OFAC May 12 revoked General
License (GL) 13E that authorized certain
activities involving Nynas AB. Firm “has
undertaken a corporate restructuring that has
resulted in Nynas AB no longer being blocked,”
agency said. Restructuring severed control by
blocked person Petróleos de Venezuela, S.A.
(PdVSA) and reduced interest of blocked persons
below 50 percent. At same time, OFAC issued
GLs 3H and 9G, which authorize transactions
“related to, provision of financing for, and other
dealings in certain bonds” and those “related to
dealings in certain securities,” and two FAQs to
remove references to company. “This means an
end to many years of having to carry the unfair

burden for a Swedish company of being subject
to US sanctions. This led to an increasingly
deteriorating financial situation, which
ultimately forced Nynas into reorganization at
the end of last year,” Nynas President Bo Askvik
said in statement.
NORTH KOREA: OFAC May 13 added
descriptive text to 490 Specially Designated
Nationals (SDNs) to reflect 2020 NDAA
provisions: “Transactions Prohibited for
Persons Owned or Controlled by U.S. Financial
Institutions: North Korea Sanctions Regulations
section 510.214.”
FIREARMS: State May 5 appealed preliminary
injunction on 3D gun printing software to Ninth
Circuit Court of Appeals. Seattle U.S. District
Court judge issued order in March in case 22
states filed to block USML firearms transfers (see
The Export Practitioner, April 2020, page 4).
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CONTACT US

ABOUT OUR LAW FIRM

Torres Law is a leading boutique law firm specialized in international trade and national security matters. We
have extensive experience with the various regimes and agencies governing trade such as U.S. Customs and
Border Protection, the Bureau of Industry and Security, the Directorate of Defense Trade Controls, the Office
of Foreign Assets Control, the Defense Security Service, and the Committee on Foreign Investment in the
United States.

PRACTICE AREAS
CUSTOMS

U.S. Customs audits (e.g., Focused Assessments and Quick Response Audits), notices of action and enforcement, conduct
internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

