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Courts Put Administration’s
TikTok, WeChat Bans on Hold
For the second time in two weeks, a U.S. court ruled
a great outcome. It’ll build a world-class, U.S.-based
in favor of a Chinese IT company at the heart of the
company controlled by U.S. investors.”
administration’s attempt to ban them on national security
“We’ll see if the deal can be closed on our terms.
grounds. D.C. U.S. District Judge Carl Nichols, a Trump
We’ll do it. If not, it will be shut down. And the president
appointee, granted TikTok a preliminary injunction Sept.
is focused on national security, and any deal will fully
27, 2020, from being banned from Google and Apple app
satisfy all of our national security issues,” he added.
stores.
“Again, all of the code will have to be in the United
The week before, a federal
States, Oracle will be responsible
judge in San Francisco barred
for
rebuilding
the
code,
the
administration
from
sanitizing the code, making
banning WeChat from a
sure it’s safe in their cloud.
Although willing to comply
similar fate.
And, again, it’ll satisfy all of our
with the judge’s decision, the
“Plaintiffs have demonrequirements,” Mnuchin said.
strated that, absent injuncNeither Mnuchin, Comadministration did not buy his
tive relief, they will suffer
merce Secretary Wilbur Ross
arguments.
irreparable
harm.
It
is
or President Trump have yet
undisputed that as of the date
clarified which companies will
of the TikTok Order, TikTok
comprise “TikTok Global.” That
was one of the fastest growing
and many other issues remain
apps in the United States,” Nichols stated.
murky and beg for clarity.
“As the plaintiffs have demonstrated that the
secretary’s prohibitions likely exceed the lawful bounds
TikTok Timeline Causes Industry Whiplash
proscribed by IEEPA [International Emergency Economic
Powers Act], the Court finds that this first factor weighs in
Sunlight is the best disinfectant. It kills harmful
favor of granting preliminary relief,” he argued.
actors, seeks transparency, elevates values and scares
In addition, the judge said, “The secretary has not,
away conspiracy theories. The Trump administration,
the government argues, ‘prohibit[ed] any importing or
in most of its dealings with the public, and especially
exporting of information,’ …. But that argument fails to
in the WeChat and TikTok bans, has been anything but
grapple with IEEPA’s text.”
transparent.
Although willing to comply with the judge’s decision,
Commerce told reporters Sept. 18 that a full TikTok
the administration did not buy his arguments. The
ban would take effect Nov. 12, if there was no deal.
president’s Executive Order (EO) “is fully consistent with
Moreover, it stated that the date chosen had nothing to
the law and promotes legitimate national security interests.
do with the fast-arriving presidential election.
The government will comply with the injunction and has
According to the president’s Aug. 6 EOs, while the
taken immediate steps to do so, but intends to vigorously
threats posed by the companies were not similar, they
defend the EO and the Secretary’s implementation efforts
were identical in their misuse of user data, network
from legal challenges,” Commerce said in a statement.
activity, location data, and browsing and search histories
In a television interview Sept. 30, Treasury Secretary
of American users (see The Export Practitioner, September
Steven Mnuchin explained the deal between TikTok’s
2020, page 18).
parent company ByteDance and two U.S. companies
The world Sept. 19 learned a promising deal was
that should make the ban moot. “We negotiated and
brewing; the contours were slowly developing between
the president was part of helping to negotiate the deal
TikTok, Oracle and Walmart. Commerce delayed the ban
between Walmart and Oracle, and TikTok, I think it’s
on new TikTok app downloads for one week “in light of
4
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recent positive developments,” Ross said, to allow the
me, safety is the predominant factor, and we’ll see if they
deal to fully percolate.
can do that. But they’re moving along, and let’s see what
Mnuchin, who is chair of the Committee on Foreign
happens. If they make a deal, that’s fine. And if they
Investment in the U.S. (CFIUS), had told the media
don’t, that’s okay too,” he said.
earlier a deal was near, but now was very cryptic. Treasury
later that day said, “subject to a closing with Oracle and
WeChat Ban Fills San Francisco Court Docket
Walmart and conditions to be approved by CFIUS,” a deal
was imminent. When asked by reporters, Trump gave the
The Trump administration plan to ban WeChat from
deal a thumbs-up.
app stores was up in the air late Sept. 19 when a San
In a blog post Sept. 19, TikTok said, “We’re pleased
Francisco U.S. District judge granted a group of the app
that today we’ve confirmed a proposal that resolves the
users, the WeChat Users Alliance [WUA], a preliminary
administration’s security concerns and settles questions
injunction on First Amendment grounds. The court’s
around TikTok’s future
actions mean that neither
in the U.S. Our plan is
WeChat nor TikTok would be
extensive and consistent
banned from the app stores
with previous CFIUS
now, pending further actions
The president told Fox News that if
resolutions,
including
by the administration.
ByteDance
had
anything
to
do
with
working with Oracle,
The administration filed a
who will be our trusted
motion to stay the injunction
TikTok Global, then all bets were off.
cloud and technology
Sept. 24. “A stay is amply
provider responsible for
warranted. First, the balance
fully securing our users’
of harms weighs strongly in
data.”
favor of a stay. The Court’s
“We are committed to protecting our users globally
preliminary injunction permits the continued, unfettered
and providing the highest levels of security. Both Oracle
use of WeChat, a mobile application that the Executive
and Walmart will take part in a TikTok Global pre-IPO
Branch has determined constitutes a threat to the national
financing round in which they can take up to a 20 percent
security and foreign policy of the United States,” the
cumulative stake in the company. We will also maintain
motion said.
and expand the U.S. as TikTok Global’s headquarters
Moreover, “the harm to plaintiffs is minimal. They do
while bringing 25,000 jobs across the country,” the
not face a ban on their ability to communicate or engage
company wrote.
in other expression protected by the First Amendment;
Two days later, not only were the principal players
rather, they must merely (and eventually) use one of the
disagreeing on the company’s make-up but Trump was
many alternative means of communication available
backing away from any deal. The president told Fox News
to them that do not pose such risks, many of which
that if ByteDance had anything to do with TikTok Global,
are available in a vast number of languages, including
then all bets were off. On the same day, ByteDance said in
Chinese,” it added.
a blog post that when the deal is concluded it would own
In her injunction, Judge Laurel Beeler allowed for
80 percent, with Walmart and TikTok playing junior roles
alternatives to the administration’s policy. “As the
in the new company.
plaintiffs point out, there are obvious alternatives to a
Oracle chief lobbyist and spokesman Ken Gluech
complete ban, such as barring WeChat from government
not only contradicted its earlier statement but also
devices, as Australia has done, or taking other steps to
ByteDance’s: “Upon creation of TikTok Global ….
address data security,” she wrote.
Americans would be the majority and ByteDance would
“Certainly, the government’s overarching nationalhave no ownership.”
security interest is significant. But on this record — while
By Sept. 23, like WeChat earlier, TikTok filed a lawsuit
the government has established that China’s activities
in federal court seeking an injunction to stop the U.S.
raise significant national-security concerns — it has put in
ban.
scant little evidence that its effective ban of WeChat for all
The president addressed the TikTok deal in remarks
U.S. users addresses those concerns,” Beeler added.
to reporters Sept. 24. “They’re working to see if they can
“The court grants the motion on the ground that
make a deal. And if they make a deal, they’ll have to bring
the plaintiffs have shown serious questions going to the
it to me, and I’ll either approve — approve it or not. To
merits of the First Amendment claim, the balance of
October 2020 The Export Practitioner | 5
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hardships tips in the plaintiffs’ favor, and the plaintiffs
establish sufficiently the other elements for preliminaryinjunctive relief,” the judge wrote.

Trump Pushes Full TikTok
Ban Until After Election

broadly,” Instagram chief Adam Mosseri tweeted.
Vanessa Pappas, interim global head of TikTok,
responded: “We agree that this type of ban would be bad
for the industry. We invite Facebook and Instagram to
publicly join our challenge and support our litigation.
This is a moment to put aside our competition and focus
on core principles like freedom of expression and due
process of law,” she tweeted.

China previously pushed back against the pending
U.S. ban of its two companies. Chinese Foreign Ministry
Spokesperson Zhao Lijian in August called the actions
Conclusion
“discriminatory” and “nothing to do with national
security.” A week earlier, the White House first banned
Internet industry groups have denounced the
transactions with the two Chinese firms.
administration’s move. “The actions announced today
The original ban was
put consumers at risk by
scheduled to take effect
cutting them off from software
in 45 days. Without any
updates, including necessary
The ongoing drama around
court decisions, Commerce
security updates. In addition,
TikTok’s potential ownership
would have prohibited the
prohibiting intermediaries such
has called into question the
download of the two apps
as Internet service providers and
from Google and Apple app
content delivery networks from
transparency of the CFIUS
stores starting Sept. 20, and
optimizing their networks to
approval
process.
any provision of services on
deliver TikTok content imposes
WeChat for transferring funds
an unnecessary and unfair
or processing payments within
burden on U.S. companies,”
the U.S., along with a full ban of WeChat provisions.
Information Technology & Innovation Foundation (ITIF)
The full ban on TikTok would have taken effect
VP Daniel Castro said in a statement.
Nov. 12 “if an underlying deal is not settled,” a senior
The ongoing drama around TikTok’s potential
Commerce official told reporters. The effective date has
ownership has called into question the transparency of
“absolutely nothing to do with election,” the official said,
the approval process under the Committee for Foreign
but rather simply a conclusion of the 90-day period the
Investment in the U.S. (CFIUS).
president originally gave the firm time to complete a deal.
“It is crucial for CFIUS’ credibility in the eyes of
On those dates, the U.S. would prohibit: internet
potential investors to the US to maintain a reputation for
hosting services; content delivery network services;
making assessments independent of what is politically
directly contracted or arranged internet transit or peering
unpopular. Complicating CFIUS’ public standing is its
services; and utilization of the app’s constituent code,
almost total lack of transparency,” the Peterson Institute
functions, or services in the functioning of software or
tweeted.
services developed and/or accessible within the U.S.
So, let’s be clear: China does not compete fairly and
“While the threats posed by WeChat and TikTok are
has all but banned American social media giants from
not identical, they are similar. Each collects vast swaths
operating within its firewalls. Many nations and the
of data from users, including network activity, location
administration find this galling. Chinese residents are
data, and browsing and search histories. Each is an active
unable to access Facebook, Google, Apple or Twitter, like
participant in China’s civil-military fusion and is subject
their counterparts are able to access WeChat and TikTok
to mandatory cooperation with the intelligence services
in the West.
of the [Chinese Communist Party],” Commerce said in
In conclusion, if the U.S. is hoping to prevent a
announcing the ban.
bifurcated IT world - one led by China and the other by
The ban started a conversation between internet
the U.S. – this is not the way to go. Moreover, should
companies on Twitter. “A U.S. TikTok ban would be quite
China set those rules and boundaries, or should the U.S.?
bad for Instagram, Facebook, and the internet more
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N.Y. FIRM SETTLES MORE
BIS EXPORT CHARGES
Carl Zeiss SBE LLC of Thornwood, N.Y.,
agreed Sept. 3, 2020, to pay a $55,000 civil
penalty to settle Bureau of Industry and Security
(BIS) charges that it exported optical sighting
devices to Canada without the required BIS
license on 10 occasions between December 2014
and July 2015.
According to BIS, the shipments included
rifle scopes valued at $889,170. The scopes fell
under Export Control Classification Number
(ECCN) 0A987. The firm neither admitted
nor denied the allegations. Carl Zeiss Optical
settled similar charges in 2005 (see The Export
Practitioner, April 2005, page 7).
“Zeiss knew or had reason to know that
a license was required because inter alia the
company had previously applied for and been
granted a BIS license to export the same or
similar items that were also controlled under
ECCN 0A987 to Canada,” the BIS order noted.

DEUTSCHE BANK SETTLES
OFAC UKRAINE VIOLATIONS
In what seems like a drop in the bucket
compared to previous penalties, Deutsche Bank
Trust Company Americas (DBTCA) agreed Sept.
9, 2020, to pay Treasury’s Office of Foreign Assets
Control (OFAC) $583,100 to settle charges of
violating Ukraine sanctions in two separate
cases.
In one case, DBTCA agreed to pay $157,500
for processing a large payment in August 2015
related to a series of purchases of fuel oil through
the U.S. that involved the property interest of
IPP Oil Products (Cyprus) Limited, a designated
oil company in Cyprus.
“At the time it processed the transaction,
DBTCA had reason to know of IPP’s potential
interest in the transaction underlying the
payment, which closely coincided with the
date of IPP’s designation by OFAC, due to
notice provided by the U.S. counsel of a nonaccountholder party,” OFAC noted.
“DBTCA did not conduct further due
diligence to attempt to independently
corroborate the statements of U.S. counsel for
the Entity and processed the transaction based

on its belief that IPP’s interest in the transaction
had been extinguished,” it added.
Firm Processed Payments
for Designated Entity
In the second case, the firm agreed to pay
$425,600 for processing payments in December
2015 destined for accounts at Krayinvestbank, a
designated financial institution.

“Contrary to its internal procedures, DBTCA
failed to include Krayinvestbank’s SWIFT
BIC as an identifier.”
“DBTCA failed to stop the 61 payments
because it had not included in its sanctions
screening tool the designated financial
institution’s Society for Worldwide Interbank
Financial Telecommunication (SWIFT) Business
Identifier Code (BIC) and DBTCA’s screening tool
was calibrated so that only an exact match to a
designated entity would trigger further manual
review,” the agency said.
“Contrary to its internal procedures, DBTCA
failed to include Krayinvestbank’s SWIFT BIC as
an identifier when it originally added the bank’s
information to its interdiction filter. In addition,
at the time of the transactions, DBTCA’s
filter was calibrated in such a way that only a
payment with an exact SDN List match would
trigger manual review,” OFAC added.
DBTCA did not voluntarily self-disclose the
violations. “We are pleased to put this matter
behind us. DBTCA cooperated fully with OFAC’s
investigations and promptly implemented
remedial measures to improve its sanctions
controls,” a Deutsche Bank spokesperson wrote
in an email to The Export Practitioner.

ASPHALT FIRM PAYS $16.6 MILLION
TO SETTLE JUSTICE FCPA CHARGES
An asphalt company formerly based in
Boca Raton, Fla., agreed to pay a $16.6 million
criminal fine related to a scheme to bribe foreign
officials in Brazil, Venezuela and Ecuador to
obtain contracts to purchase or sell asphalt to
the countries’ state-owned oil companies.
October 2020 The Export Practitioner | 7
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Sargeant Marine Inc. (SMI) pleaded guilty
Sept. 22, 2020, in Brooklyn U.S. District Court
to conspiracy to violate the Foreign Corrupt
Practices Act (FCPA).
“To facilitate the [Brazil] bribery scheme and
to conceal the true nature of the bribe payments,
SMI and its co-conspirators, among other
things, created fake consulting contracts and
fake invoices, made payments from the United
States to offshore bank accounts held in the
name of shell companies that were controlled
by Intermediary #2 and Intermediary #3, and
caused bribe payments to be made in cash and
through other means,” the criminal information
noted.
“As a result of the bribery schemes, SMI and
its affiliated companies earned profits in excess
of $38 million,” it added.
“To facilitate the [Venezuelan] bribe
payments and to conceal the bribe payments,
SMI and its co-conspirators caused Joint Venture
to enter into a fake consulting agreement with
Intermediary #4, pursuant to which Intermediary
#4 received a $2,000 monthly retainer from
which Intermediary #4 paid bribes” to three
officials of Petroleos de Venezuela S.A. (PDVSA),
the Venezuelan state-owned oil company.
In parallel, the department a week earlier
unsealed charges against five individuals who
played a major role in the bribery scheme,
including Daniel Sargeant, a senior executive of
the company; Sargeant Marine trader Jose Tomas
Meneses; Luiz Eduardo Andrade and David Diaz,
consultants who acted as bribe intermediaries in
Brazil and Venezuela, respectively; and Hector
Nuñez Troyano, a former PDVSA official who
received bribes in connection with the Venezuela
contracts.
“In furtherance of the scheme, among other
things, the defendant Daniel Sargeant and his
co-conspirators established shell companies
in the Marshall Islands and caused corrupt
payments to be made into, from and through
bank accounts located in the United States and
abroad, including bank accounts in Switzerland,”
the Daniel Sargeant information noted.
Daniel Sargeant pleaded guilty in December
2019, Troyano in March 2019, Menesus in
August 2018, Diaz in March 2018, and Andrade
in September 2017. A sixth individual, Roberto
Finocchi, also a Sargeant Marine trader, pleaded

8
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guilty in November 2016 for his role in the Brazil
scheme. All are awaiting sentencing.

UK CITIZEN PLEADS GUILTY
TO TURBINE ENGINE EXPORTS
A United Kingdom (UK) citizen pleaded
guilty Aug. 31, 2020, in Pensacola, Fla., U.S.
District Court to exporting a Solar Mars 90 S
turbine core engine and parts to Iran without
authorization from Treasury’s Office of Foreign
Assets Control (OFAC).
Colin Fisher was arrested in Pensacola in
August. Sentencing is set for Nov. 10. Pensacola
business owner James Meharg, CEO and
president of Turbine Resources International
(TRI), was sentenced in January in Pensacola
federal court to 40 months in prison on related
charges (see The Export Practitioner, February
2020, page 10).
“The turbine was consigned to Company
A in Sharjah, United Arab Emirates (UAE). The
turbine was detained because Company A, to
which the turbine was going, is involved in the
diversion of turbines to Iran,” according to the
statement of facts filed with the plea agreement.
The investigation confirmed that “Company
A is specifically involved in the supply of
gas turbines to the Iran Oilfield Supply Kish
Company (IOSK) in Shiraz, Iran,” it added.
“A front company was being utilized the
conceal the diversion of turbines from the
United States to Iran by first shipping the
turbines to the UAE using falsified export
documents,” the document noted.
Meharg expressed concern about a 2018
email that listed Iran as the turbine’s ultimate
destination. “Based upon Meharg’s concern,
Colin Fisher established a code word to be used
in place of ‘Iran’ on all future communications.
The code word [Fisher] used was ‘Irish,’” the
statement said.

TELECOM FIRM, SUBSIDIARY
RESOLVES OFAC SUDAN CHARGES
A Melville, N.Y. telecommunications firm
and its wholly owned subsidiary agreed Sept. 17,
2020, to pay Treasury’s Office of Foreign Assets
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Control (OFAC) $894,111 to settle four charges
of violating Sudan sanctions.
Between June 2014 and October 2015,
Comtech Telecommunications Corp. and
Comtech EF Data Corp. (EF Data) in Tempe,
Ariz., “indirectly exported warrantied satellite
equipment and facilitated services and training
to a government-owned entity in Sudan,”
despite knowing that the end-user was the Sudan
Civil Aviation Authority (SCAA), OFAC said.
Comtech voluntarily disclosed the apparent
violations.
“One month prior to shipping the
equipment to the Canadian Company, EF Data’s
Credit Manager alerted other senior EF Data
managers that they might encounter export
issues because the end-user of the equipment
was located in Sudan,” the agency said.
“Shortly thereafter, EF Data’s former
Director of Logistics and Export Compliance
Official received a document from the Canadian
Company indicating the shipment’s ultimate
consignee was SCAA. Immediately prior to
shipping the equipment to Canada, EF Data
received yet another warning from its third-party
screening software alerting EF Data to OFAC
export restrictions for Sudan,” it added.
“After learning SCAA was the equipment’s
ultimate end-user in Sudan, EF Data’s former
Director of Logistics and Export Compliance
Official attempted to transfer OFAC compliance
obligations from EF Data to the Canadian
Company.”
“Despite these multiple warning signs, EF
Data shipped the satellite equipment to the
Canadian Company in two shipments” in June
2014.
After the Canadian Company integrated the
satellite equipment into an Aeronautical V-SAT
Network, the Canadian Company shipped the
V-SAT Network to SCAA at the Khartoum Airport
for use at 14 locations in Sudan in July 2014.
Canadian Subsidiary Provided Training
For three days in September and October, EF
Data’s Canadian subsidiary Memotec “trained
seven SCAA employees on the equipment’s use
in Montreal,” the agency said. In November
2014, “EF Data applied for an OFAC license to
provide SCAA services for the setup, support,
operation, and any troubleshooting that was

required pursuant to the purchase order,” and
refiled the license application in February 2015
after OFAC voided its initial application.
“Despite the lack of authorization to proceed
with any activities while EF Data’s OFAC license
application was pending, Memotec continued to
provide telephone support until October 2015
for the equipment shipped to SCAA,” it said.
“I am pleased that we have been able to
resolve this matter with OFAC which will result
in the strengthening of Comtech’s compliance
program. For Comtech, trade compliance has
been, and will continue to be, a top priority,”
Comtech CEO Fred Kornberg said in a statement.

MEXICAN CITIZEN FACES
INDICTMENT ON FCPA CHARGES
A Mexican citizen, who is also a U.S. resident
faces charges for his role in a five-year scheme
to pay and conceal $870,000 in bribes to thenEcuadorian officials, including at the country’s
state-owned oil company, PetroEcuador, in order
to obtain a $300 million contract to purchase
fuel.
Javier Aguilar was indicted Sept. 22, 2020,
in Brooklyn U.S. District Court on charges
of conspiracy to violate the Foreign Corrupt
Practices Act (FCPA) and conspiracy to commit
money laundering.
In a separate scheme involving PetroEcuador
officials, Armengol Alfonso Cevallos Diaz,
an Ecuadorian businessman living in Miami,
pleaded guilty in January in Miami U.S. District
Court to charges related to his role (see The
Export Practitioner, February 2020, page 10).
In March 2018, an intermediary forwarded
to Aguilar an email from a consultant, “attaching
39 sham invoices from Consulting Company to
Shell Company,” the indictment said. The 39
invoices were dated between January 2017 and
January 2018.
“In the email, which was [written] in
Spanish, [the] Intermediary told Aguilar, in sum
and substance that he had received the attached
invoices for purported consulting services from
the ‘los Equatorenos,’ a reference to Consultant
#1 and Consultant #2, and he asked how he
should proceed.”
Between May and June 2018, the shell
company wired three payments totaling
October 2020 The Export Practitioner | 9
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€201,306 Euros and one payment of $19,283
to bank accounts for the consulting company
located in the Cayman Islands and Curacao,
referencing 13 of these invoices.

“The intermediary told Aguilar… that he had
received the attached invoices for purported
consulting services.”
In July 2018, Consultant #1, who lived
in the U.S., and Consultant #2, while in the
U.S., “sent instructions to a bank to wire
approximately $225,000 from an account owned
by Consultant #1 and Consultant #2 located in
the Cayman Islands, through a correspondent
bank account located in New York, to an account
located in Portugal for the benefit of Ecuadorian
Official #1,” the indictment said.

FOUR INDICTED FOR EXPORTING
AIRPLANE PARTS TO IRANIAN ENTITY
Two Iranian citizens and two Indonesians
were indicted Aug. 28, 2020, in Alexandria,
Va., U.S. District Court on 19 charges related
to exporting U.S.-origin airplane parts to Iran
Aircraft Manufacturing Industries Company
(IAMI), a blocked state-owned enterprise in
Iran, without a license from Treasury’s Office of
Foreign Assets Control (OFAC).
To evade sanctions, Indonesian father and
son Alfrets and Arnold Kaunang and Iranians
Sahebali Moulaie and Mohsen Faghihi “used
third countries and front companies to conceal
from the vendors of the U.S. parts the true end
user of their purchases,” the indictment said.
The Kaunangs “placed orders with U.S.
companies for aircraft parts and other goods that
Moulaie could not have directly purchased from
American companies without the permission of
the U.S. government,” it added.
“Upon receipt of the aircraft parts and other
goods from U.S. companies, Arnold Kaundang
and Alfrets Kaunang would then transship
the items to Moulaei, for ultimate delivery to
Faghihi in Iran.” Faghihi is employed as an
IAMI procurement agent; OFAC designated the
company in 2008.

10
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Moulaei would receive payment from IAMI,
and then pay the Kaunangs, the indictment said.
Among other items, IAMI produces unmanned
aerial vehicles (UAVs) with military capabilities
for the Iranian Revolutionary Guard Corps
(IRGC), it added.

CALIF. TECH FIRM PAYS FINNISH
SUBSIDIARY’S OFAC VIOLATIONS
Keysight Technologies Inc. in Santa Rosa,
Calif., agreed Sept. 24, 2020, to pay Treasury’s
Office of Foreign Assets Control (OFAC) a
$473,157 civil penalty to settle charges that
its Finnish subsidiary Anite reexported test
measurement equipment to Iran, violating U.S.
sanctions.
From January to June 2016, Anite completed
six orders, without OFAC authorization, valued
at $331,089, of “goods that incorporated 10
percent or more of U.S.-export controlled
content” exported from the U.S. that was subject
to U.S. licensing requirements for export or
reexport to Iran under the Export Administration
Regulations “with knowledge that such goods
were destined for end-users in Iran,” OFAC
noted.
Keysight acquired Anite in August 2015.
“After Keysight’s acquisition of Anite, and after
Keysight implemented its policy to restrict sales
to Iran, Anite employees nonetheless continued
sales to Iran and obfuscated such sales from
Keysight,” the agency said.
Specifically, three Anite employees “took
measures to obfuscate from Keysight their
dealings with Iran, to include omitting in
correspondence references to ‘Iran’ or locations
in Iran. Additionally, in at least once instance
in which an Anite employee mentioned ‘Iran’
in an email to the Vice President and Regional
Director, the Regional Director altered the email
correspondence to reference the United Arab
Emirates in place of Iran,” OFAC noted.
“This case highlights the potential benefits
of implementing proactive and ongoing
sanctions compliance controls in foreign
companies that source U.S.-export controlled
content from the United States, including when
U.S. persons, directly or indirectly, acquire
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foreign companies with preexisting relationships
with sanctioned persons and jurisdictions,” the
agency added.
The company voluntarily disclosed the
apparent violations. “Keysight discovered this
activity and after a comprehensive internal
investigation immediately disclosed the finding
to the relevant U.S. Government agency.
Keysight disciplined the responsible employees
and implemented additional compliance
procedures to prevent future violations,” Senior
VP Hamish Gray said in an email to The Export
Practitioner.

FLA. WOMAN PLEADS GUILTY TO
EXPORTING MILITARY BOATS
Yang Yang of Jacksonville, Fla., pleaded
guilty Sept. 15, 2020, in Jacksonville U.S. District
Court to a conspiracy to export military-style
inflatable boats, with Evinrude MFE military
outboard motors, to China from September 2018
through October 2019.
Yang and three others, including Yang’s
husband, active-duty U.S. Navy officer, and two
Chinese nationals, were indicted in October
2019 (see The Export Practitioner, December 2019,
page 9).
All four were charged with conspiring
to submit false export information and to
fraudulently attempt to export articles from the
U.S. In addition, three of the four, including
Yang, were charged with causing the submission
of false and misleading information into the
Automated Export System.
Yang’s co-defendant, Zheng Yan, pleaded
guilty in August to related charges. The trial of
the two remaining co-defendants, Fan Yang and
Ge Songtao, is scheduled to begin Feb. 1, 2021.
Songtao and Yan “would and did provide
Yang Yang with a false and fictitious shipping
address for the vessels (Belt Consulting Company
in Hong Kong) and a false and fictitious end
user (United Vision Limited in Hong Kong),” the
indictment said.
“Yang Yang would and did provide this
false and fraudulent shipping and end user
information to the U.S. Manufacturer for use
in an [Shipper's Export Declaration] SED, even

though both Fan Yang and Yang Yang knew the
information was false and fraudulent,” it added.

NORTH KOREANS CHARGED WITH
VIOLATING U.S. SANCTIONS
Three North Korean and Malaysian
nationals were charged Sept. 11, 2020, in D.C.
U.S. District Court with conspiracy to violate
North Korean sanctions and other charges. Ri
Jong Chol, his daughter Ri Yu Gyong and Gan
Chee Lim allegedly “established and utilized
front companies that transmitted U.S. dollar
wires through the United States to purchase
commodities” on behalf of North Korean
customers beginning in September 2015, the
complaint noted.
Chol was the deputy director of a blocked
North Korean company, Sinkwang Economic
and Trading Group, that Treasury classified as a
subordinate of the country’s Ministry of People’s
Armed Forces. OFAC identified the ministry in
June 2017 (see The Export Practitioner, July 2017,
page 19).
“Since at least August 2015, Chol and Gyong
worked in Malaysia, sourcing and facilitating
the purchase of commodities sent to customers
in North Korea. Search warrant returns revealed
numerous communications about this scheme,
and their involvement therein,” according to an
affidavit filed with the criminal complaint.
The affidavit shows Chol was aware of U.S.
sanctions. In October 2015, he “communicated
with a representative of Company 3. When
asked for the price to ship to Nampo port in
North Korea, Company 3 warned Chol that
‘Due to sanction concern [sic], we are not able
to quote you price CNF [cost net freight] to
Nampo,’” it said.
Chol also operated on behalf of the Korea
PongHwa General Trading Corporation, the
affidavit said. “Financial assets associated with
PongHwa’s purchases were transferred to an
account at Korea Kumgang Bank in the name of
the Korea General Insurance Company, an alias
for the U.N. and U.S.-designated Korea National
Insurance Company,” it added.
“Both PongHwa and Sinkwang used
a shipping company called Complant
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International Transport (Dalian) Co., Ltd.
(Complant), a company mentioned in previous
panel of expert reports as the transhipper for
attempted sales of luxury goods to North Korea,”
it added.

EXECUTIVE CHARGED WITH
EXPORTING COMPUTER EQUIPMENT
A Chicago business owner was indicted
on charges of illegally exporting computer
equipment to blocked entity Pakistan Atomic
Energy Commission (PAEC) without required
Bureau of Industry and Security (BIS) licenses
from 2006 to 2015.
Obaidullah Syed, owner of Pakistan-based
Business System International Pvt. LTD., and
Chicago-based BSI USA, was indicted Sept. 17,
2020, in Chicago U.S. District Court. BIS added
PAEC to the Entity List in November 1998.
Syed and others “knowingly submitted and
caused the submission of false and misleading
export information through the Shippers Export
Declaration and Automated Export System,” the
indictment noted.
“The defendant and the co-conspirators
knew that the information was false and that the
end user and ultimate consignee of each export
shipment was either” PAEC or Pakistan Institute
of Engineering and Applied Sciences, it added.
Syed was arrested the day before the indictment
was unsealed.
Shipped items included a C-Brick with L1
controller and fans; two PCA 2 x 500 MHz IP35
PIMMs (R14K 8MB); an AC/DC 3100WDC power
supply for Onyx2 Rack; a Seagate 146Gb 15K FC
disk drive; and six Finisar TXRX OPT 1G/10G
850nm transceivers.

SOUTH KOREAN SENT TO PRISON
FOR EXPORTING TECHNICAL DATA
A U.S. citizen born in South Korea was
sentenced to 21 months in prison and 36
months of supervised release for stealing U.S.
Munitions List (USML) technical data from
two U.S. defense contractors and unlawfully
exporting the data to South Korea.
Si Mong Park received the sentence Sept.
12
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14, 2020, in D.C. U.S. District Court. He was
extradited to U.S. in August 2019 and pleaded
guilty in June.
From 2002 to 2007, Park worked at
Company A, where “he had access to sensitive
and proprietary Company A information that
was controlled pursuant to the International
Traffic in Arms Regulations (ITAR),” a Justice
sentencing memo noted.
“Defendant received training while at
Company A that made clear he could not take
the information for his own personal use, but he
did,” it added. At Company A, defendant worked
on developing the testing environment software
for a storage management system (SMS) for a
military aircraft.
“He then went to work at Company B, until
October 2008, where he had access to sensitive
and proprietary Company B information that
was also controlled under ITAR. He again
received training that he could not take the
sensitive information for his own personal use,
but he did,” it added. Park worked on software
projects there related to a missile system.
“In 2011, despite training on export control
laws, he compiled the collective information
that he had stolen from Company A and
Company B and exported it to South Korea, in
violation of the ITAR,” the memo noted.
“Defendant then used some of the
information to try to grow his own business,
including, contrary to his export control
training, sharing of some of the ITAR-controlled
information with foreign citizens,” it added.

PA. MAN INDICTED FOR EXPORTING
FIREARMS TO ST. LUCIA
Thomas Harris Jr., of Croydon, Pa., was
indicted Sept. 22, 2020, in Philadelphia U.S.
District Court on charges of exporting firearms
to a buyer in St. Lucia without the required State
licenses.
In February 2020, Harris “presented a
package containing 14 firearms to a common
carrier for shipment to an individual in
the nation of Saint Lucia,” the indictment
said. He “did facilitate the transportation
and concealment of said firearms prior to
exportation, knowing the same to be intended
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for exportation,” it added.
In the package intercepted by federal agents,
“concealed in household items such as packages
of diapers, cat litter and laundry detergent, the
agents found seven Glock semiautomatic pistols,
one Ruger semiautomatic pistol, two AK-47
pattern pistols, two AK-47 pattern rifles, two AR15 lower receivers, two AR-15 upper receivers,
ten high capacity Glock ammunition magazines,
seven additional assorted ammunition
magazines, and 815 rounds of ammunition,”
Justice said.

TWO IRANIANS INDICTED ON
COMPUTER EXPORT CHARGES
Two Iranian men were indicted Sept. 25,
2020, in Santa Ana, Calif., U.S. District Court on
charges of conspiracy to procure and illegally
ship export-controlled computer servers to Iran
via United Arab Emirates (UAE) and Hong Kong
from January 2014 through July 2017.
The servers were controlled under Export
Control Classification Number (ECCN) 5A002.A
for anti-terrorism and national security reasons.
Azadegan and Alvandi are believed to be in Iran.
An indictment against Johnny Paul
Tourino of Dana Point, Calif., owner of Spectra
Equipment, Inc., was unsealed in August 2018

on related charges (see The Export Practitioner,
September 2018, page 12). Tourino’s trial is
scheduled for January 2021.
Tourino “arranged for the computer
equipment to be shipped from New York to
[UAE], where the computer equipment was
ultimately intended to be transshipped to Iran
to be used by Iranian financial institutions Bank
Mellat and Bank Keshavarzi,” the indictment
noted.
The defendants “concealed the end-users
of the computer equipment, the source of the
funds for payment for the computer equipment,
and that Iranian individuals and entities were
involved in the purchases,” it added.
In a February 2017 email, Tourino “falsely
told U.S. Company #1 that the end user of the
computer servers was a bank in Africa and that
the computer servers were ‘NOT going to Iran.’”
In a later February 2017 email, Alvandi told
Tourino he expected Tourino to “be able to
handle the problem of the ‘formal requirement
for an export license’ himself.” Alvandi also told
Tourino that “he could claim that the computer
servers were going to a ‘friend’s’ company
in Slovenia and that the price provided an
opportunity ‘for investment.’”
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BIS IMPLEMENTS MORE
WASSENAAR LIST CHANGES
In the Federal Register Sept. 11, 2020,
the Bureau of Industry and Security (BIS)
implemented the rest of the changes made at the
Wassenaar Arrangement’s (WA) annual plenary
in December 2018.
Changes included revising 36 Export Control
Classification Numbers (ECCNs), adding a new
ECCN for masks and reticles for optical sensors,
and updating several license exceptions and
definitions.
In May 2019, BIS took a first pass at the
changes and picked some low-hanging fruit
(see The Export Practitioner, June 2019, page 12).
Specifically, the agency added to its Commerce
Control List (CCL) five “recently developed or
developing technologies”: discrete microwave
transistors, continuity of operation software,
post-quantum cryptography, underwater
transducers designed to operate as hydrophones,
and air-launch platforms.
A similar rule implementing 2019 Wassenaar
changes on emerging technology, such as
additive manufacturing and computational
lithography, is at the Federal Register office for
publication, BIS officials told the annual Update
conference ten days earlier. A general rule on
other 2019 changes is facing “a lot of hurdles,”
one official told attendees.
Controls Target Sensors, Lasers
In the latest round, new ECCN 6B002
controls “masks and reticles for optical sensors
specified in 6A002.a.1.b or 6A002.a.1.d because
the inferred design of these masks and reticles
would allow the reproduction and/or the retroengineering of such circuits,” BIS noted.
Other changes included: adding a spectral
bandwidth parameter to paragraph 6A005.a.6.a
for “the control of single transverse mode nontunable continuous wave lasers. This change
is being made because the simplest way to
characterize scalability of a laser is to specify the
laser linewidth, which is essentially a measure of
the spectral purity of the laser,” the notice said.
The rule also added a new paragraph
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3A002.d.5 with a “control parameter for signal
generators having the ability of frequency
switching by means of a ‘Radio Frequency (RF)
modulation bandwidth’ of digital baseband
signals within specified frequency ranges,” it
added. Three subparagraphs were added to
specify bandwidth and frequency ranges.

COURT DISMISSES FEDEX SUIT
AGAINST EXPORT REGULATIONS
Nice try. A D.C. U.S. District Court judge
Sept. 10, 2020, dismissed FedEx’s suit against
Commerce and the Bureau of Industry and
Security (BIS) that delivery services do not
need to comply with the agency’s Export
Administration Regulations (EAR).
In a filing exactly a year before the dismissal,
BIS argued FedEx’s claims “fall well short of
what is required to get past the pleading stage or
invoke this Court’s jurisdiction” (see The Export
Practitioner, October 2019, page 15).
While the delivery service did not name
Huawei in its complaint, FedEx sued Commerce
and BIS to enjoin the agency from enforcing
the EAR. In April 2018, FedEx agreed to pay BIS
a $500,000 civil penalty to settle of 53 export
violations relating to its carrier and freight
forwarding services.
District Judge John Bates agreed with
the agency. “It is not unreasonable for the
Department to hold common carriers strictly
liable for violations but to penalize customers
only for knowing violations. Unlike potentially
one-off consumers, common carriers are repeat
players with the institutional knowledge and
scale to navigate the EAR, thus it is reasonable
that common carriers might be held to a higher
standard,” Bates wrote in his opinion dismissing
the case.
Bates called FedEx’s arguments
“unpersuasive. It is not irrational for the
government to create a strict-liability regime
to prevent companies from aiding or abetting
export violations that would jeopardize the
country’s national security or foreign policy
interests,” he wrote.
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CENSUS REQUESTS COMMENTS ON
PUERTO RICO FILING REQUIREMENT
While Puerto Rico is a U.S. territory and
shipments do not require an export license,
filing requirements set it apart from state-to-state
shipments. Census Sept. 17, 2020, published
its long-promised Advance Notice of Proposed
Rulemaking (ANPR) requesting comments on
removing filing requirements from shipments
from U.S. states to Puerto Rico.
Census officials previewed the notice at
the Bureau of Industry and Security’s (BIS)
Regulations and Procedures Technical Advisory
Committee (RAPTAC) meeting in June (see The
Export Practitioner, July 2020, page 13). With the
ANPR, the bureau requested public comments
specifically on what impact the change would
have and where companies and agencies could
get replacement data on exports to the island.
Comments are due Nov. 16.
“The Census Bureau is exploring options
to include Puerto Rico in existing surveys to
mitigate the significant loss of information
about the economy of Puerto Rico that would
result from eliminating the filing requirement.
However, using other existing surveys to collect
data on the economy of Puerto Rico would
not result in the same data set that is currently
available,” the notice said.
Questions for exporters included: Are there
additional or alternative datasets that you
believe could be used for this assessment? Which
information should be considered essential
for inclusion in that alternative collection?
The bureau also welcomed comments on “the
potential impact of a similar filing requirement
removal for shipments between the United States
and the U.S. Virgin Islands,” it said.
The bureau cited years of requests to
eliminate the filing requirement. “One of the
reasons for requesting removal of the filing
requirement is that it seems to treat Puerto Rico
like a foreign country, when in fact Puerto Rico
is a U.S. territory and part of the U.S. customs
area,” the ANPR said.
“Arguments have also been made that the
requirement imposes a burden on what should
be treated as interstate commerce, discourages
manufacturers in the 50 states to ship to Puerto
Rico, and impedes economic development

on the island. However, removal of the filing
requirement could impact the quality and
availability of key federal statistics,” it added.

DDTC EXPORT CHANGE STIRS
POT BETWEEN CYPRUS, TURKEY
In a move that could inflame tensions with
Turkey, State’s Directorate of Defense Trade
Controls (DDTC) waived the policy of denial on
the export, reexport, retransfer and temporary
import of non-lethal defense articles and defense
services destined for or originating in Cyprus for
one year, the agency announced on its website
Sept. 2, 2020. The change went into effect Oct. 1.
The 2020 National Defense Authorization
Act (NDAA), which the president signed in
December, provided for the change to the
International Traffic in Arms Regulations (ITAR)
(see The Export Practitioner, January 2020, page
14).
“Potential exports to Cyprus will be reviewed
on a case-by-case basis for compliance with
U.S. law and policy,” DDTC said in Frequently
Asked Questions (FAQs) it posted with the
announcement.
“Currently, the ITAR allows the commercial
sale of defense articles and defense services
for the United Nations Forces in Cyprus or
for civilian end-users. The only change this
temporary ITAR amendment makes is to enable
the ROC government to purchase non-lethal
defense articles and defense services,” it added.
The Turkish government denounced the
move. The U.S. decision “ignores the equality
and balance between the two peoples on the
Island. It is certain that this decision will also
have negative effects on the efforts to reach a
settlement to the Cyprus issue,” it said.
“We expect the U.S. to reconsider this
decision and support the ongoing efforts to
establish peace and stability in the region.
Otherwise, Turkey, as a guarantor country, will
take the necessary decisive counter steps to
guarantee the security of the Turkish Cypriot
people,” Turkey added.
Sen. Bob Menendez (D-N.J.), who sponsored
the Eastern Mediterranean Security and Energy
Partnership Act of 2019 (S. 1102), which also
provided for such a waiver, welcomed the
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change. “I am delighted to see recognition of
the importance of our relationship with Cyprus,
a reliable strategic partner for our nation. It is
in our national security interest to lift these
outdated decades-long arms restrictions and
deepen our security relationship,” he said.

IBM RECOMMENDS CONTROLS ON
FACIAL RECOGNITION TECH
Consider this an appetizer in the feasting
menu. In a preview of other industry
comments on items that could face new license
requirements, IBM Sept. 11, 2020, recommended
that the Bureau of Industry and Security (BIS)
impose new export controls on “1-to-many”
facial recognition software. The company has
already sunset its own general purpose facial
recognition and analysis products, it noted.
Citing human rights abuses in China, as
well as a periodic review of items under its
jurisdiction, BIS in July requested comments
on Commerce Control List (CCL) items that are
controlled for crime control and detection (CC)

reasons (see The Export Practitioner, August 2020,
page 4). Comments were due Sept. 15, but at
press time, the agency had not published any of
the 20 submissions it received.
IBM also recommended that “controls
on facial recognition or other biometric
technologies should be based on the principle
of precision regulation -- a narrow and targeted
approach to regulating particular technological
use-cases rather than broad/horizontal rules
that apply to entire categories of technology,” it
wrote.
“To the extent possible, BIS should focus
on controlling facial recognition technologies
around certain unacceptable use-cases and
for use by potentially problematic end users.
The end use and end user matter greatly,” the
company commented.
IBM also suggested BIS update the CC
country groups to reflect a country’s human
rights record and make any controls multilateral
through the Wassenaar Arrangement or other
mechanisms.

The Exporting Source
www.exportingsource.com
The Exporting Source is a free, one-stop website for finding help to export to new
customers, to learn about government export programs, to join export-promoting trade
missions, to sign up for trade conferences and training, and to link to other exporting
services.
Whether you’re an old hand at exporting or just getting started, The Exporting Source
will provide you a place to get the latest news from the Export-Import Bank, U.S. Trade
and Development Agency (USTDA) and Overseas Private Investment Corporation (OPIC),
among other government agencies. Visit www.exportingsource.com.
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U.S. FURTHER BLOCKS
CUBAN TRAVEL, IMPORTS
Too late to stock up on cigars and rum. The
administration Sept. 24, 2020, continued its
restrictions on trade and travel to Cuba, citing
the island’s influence in Venezuela. Changes
include prohibitions on certain lodging,
limits on imports of alcohol and tobacco and
restrictions on participating in professional
meetings, conferences or other performance or
exhibition.
The administration in August suspended all
charter flights to Havana, just weeks after putting
in place a process to distribute the charters (see
The Export Practitioner, September 2020, page 16).
That suspension will allow a 60-day wind-down
period and take effect Oct. 13.
Specifically, the latest rule: prohibits U.S.
persons from lodging and related transactions
at certain Cuban properties identified on a new
State list; restricts the importation into the U.S.
of Cuban-origin alcohol and tobacco products;
removes the authorization for U.S. persons to
attend or organize professional meetings or
conferences in Cuba; and removes a general
license that authorizes U.S. persons to participate
in or organize certain public performances,
clinics, workshops, other athletic or non-athletic
competitions, and exhibitions, the Federal
Register notice said.
State’s new Cuba Prohibited Accommodations (CPA) List includes 433 properties
that are “owned or controlled by the Cuban
regime or certain well-connected insiders,” the
department said. “Authorized travelers should
instead stay in private accommodations, or casas
particulares, owned and operated by legitimately
independent entrepreneurs,” it noted.
“The Cuban regime has been redirecting
revenue from authorized U.S. travel for its own
benefit, often at the expense of the Cuban
people,” said Treasury Secretary Steven Mnuchin.
“This administration is committed to denying
Cuba’s oppressive regime access to revenues used
to fund their malign activities, both at home and
abroad,” he added.

Lawmakers, Advocacy Groups Respond
“The Trump Administration continues
to deliver on its promise of reversing the
Obama Administration’s disastrous one-sided
Cuba policy, which provided a life-line to the
repressive regime of Raúl Castro,” Sen. Marco
Rubio (R-Fla.) said in a statement.
“We must continue to close loopholes
that permit corrupt members of the Cuban
dictatorship and military to enrich their pockets
at the expense of the Cuban people, who are still
subjected to an oppressive puppet-tyrant,” he
added.
Cuban advocacy groups denounced the
move. “The Trump administration’s new
sanctions on Cuba further infringe the rights of
U.S. citizens to freely travel, limit professional
meetings, restrict cultural and athletic
exchanges, and hurt our business community by
restricting even more trade with Cuba. This is yet
another ill-advised decision that will only hurt
the lives and opportunities of U.S. citizens and
will hurt, not help, the Cuban people,” María
José Espinosa, interim president of Engage Cuba,
said in a statement.
“This announcement, just weeks before
the Presidential election, shows what the
Trump administration’s Cuba policy is really
about,” said Collin Laverty, President of Cuba
Educational Travel. “It’s about South Florida and
it places absolutely no importance on the wellbeing of the Cuban people, democracy, human
rights or advancing U.S. national interests in the
region.”

IRAN SANCTIONS SNAPBACK
FALLS ON PARTNERS’ DEAF EARS
If a tree falls in a forest and no one hears it,
does it make a sound? Undeterred by its allies’
rejection, the administration Sept. 21, 2020,
announced a “snapback” of Iran sanctions with
an Executive Order (EO) blocking conventional
arms sales and additional new sanctions and
export controls on 27 entities and individuals,
without the blessing of U.S. allies.
The U.S. in August formally notified the
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United Nations (UN) Security Council that it is
initiating the restoration of sanctions that were
lifted under UN Security Council Resolution
2231 (see The Export Practitioner, September 2020,
page 16).
European Union (EU) partners that are
still part of the Iran nuclear deal, or Joint
Comprehensive Plan of Action (JCPOA), rejected

“We will have every expectation that those
nations enforce these sanctions,” Pompeo
said.
the move as the U.S. withdrew from the JCPOA
in 2018.
The president’s EO “blocks the property,
and interests in property, in the United States
of those who contribute to the supply, sale, or
transfer of conventional arms to or from Iran,
as well as those who provide technical training,
financial support and services, and other
assistance related to these arms,” the White
House statement noted.
The administration’s actions “target the
Atomic Energy Organization of Iran [AEOI]
for its role in Iran’s nuclear escalation, the
Iranian missile organization Shahid Hemmat
Industrial Group for facilitating ballistic missile
development, and two Iranian entities for their
involvement in the transfer and acquisition of
conventional arms,” the president said.
As part of the sanctions snapback, the
Bureau of Industry and Security (BIS) added five
Iranian scientists to its Entity List for “enabling
or assisting Iran’s nuclear development program,
actions that run contrary to the national security
and foreign policy interests of the United States,”
Commerce Secretary Wilbur Ross said during a
joint press conference with other administration
officials.
Three individuals are associated with Iran’s
JHL Laboratory, the AEOI lab involved in nuclear
activities, and designated by the United Nations
Security Council in Resolution 1803 on Iran’s
Nuclear Program, Ross noted. One individual
is “associated with an AEOI subsidiary that
implements various projects in the nuclear
field,” and the fifth is an AEOI employee
who has traveled overseas for nuclear-related
meetings.
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Partners Ignore U.S. Move
European trading partners ignored the move,
again citing the U.S. decision to withdraw from
the Iran nuclear deal in May 2018. “It flows
from this that any decisions and actions which
would be taken based on this procedure or on
its possible outcome would also be incapable of
having any legal effect,” the United Kingdom
(UK), France and Germany said in a joint
statement.
Secretary of State Mike Pompeo responded
to their words during the joint press conference.
“By these actions, we have made very clear that
every member-state in the United Nations has a
responsibility to enforce these sanctions. That
certainly includes the United Kingdom, France,
and Germany. We will have every expectation
that those nations enforce these sanctions,” he
said.
Even without the EO, virtually all UN
sanctions on Iran came back into place Sept. 19,
Special Representative for Iran Elliott Abrams
told an earlier press briefing. “The arms embargo
will now be re-imposed indefinitely and other
restrictions will return, including the ban on
Iran engaging in enrichment and reprocessingrelated activities, the prohibition on ballistic
missile testing and development, and sanctions
on the transfer of nuclear and missile-related
technologies to Iran,” Abrams said.

AGENCIES WARN INDUSTRY ABOUT
NORTH KOREAN PRACTICES
In case it wasn’t clear, U.S. industry
stakeholders need to be informed and
watchful of North Korea’s ballistic missile
procurement activities and deceptive techniques,
State’s Bureau of International Security and
Nonproliferation, Treasury’s Office of Foreign
Assets Control (OFAC), and the Bureau of
Industry and Security (BIS) warned in a joint
advisory Sept. 1, 2020.
“North Korea’s ballistic missile procurement
activities expose the electronics, chemical,
metals, and materials industries as well as
the financial, transportation, and logistics
sectors to the risk of possibly violating United
Nations (UN) and U.S. sanctions, as well as the
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imposition of sanctions and penalties under
various U.S. legal authorities,” the agencies said.
“Industry should be particularly vigilant
regarding any involvement in the transfer of
sensitive technology to North Korean entities or
individuals linked to ballistic missile programs
of concern to the United States and the UN,
particularly through third parties that conceal
their North Korean relationships, affiliations, or
end-users,” the advisory noted.
“North Korea also collaborates with foreignincorporated companies, such as Chinese and
Russian entities, to acquire foreign-sourced
basic commercial components. These entities
will purchase items and consolidate and
repackage them for onward shipment to North
Korea, concealing the true end-user from the
manufacturers and distributors of the items,” it
added.

“Moreover, procurement entities mislabel
sensitive goods in export documentation,
falsely declaring specialized materials to instead
be general-purpose items that are widely
commercially available,” the advisory warned.
An annex to the advisory lists “key items,
including materials and equipment, used in
the North Korean ballistic missile program,”
it noted. “Individuals and entities producing
or trading in these products, or providing
related financial or other services, may wish to
ensure that they can make informed decisions
about providing products or services to specific
customers, based on the risks associated
with those specific customers; implementing
appropriate Know-Your-Customer (KYC) policies
and procedures should make this possible,” the
agencies added.
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POLICY BRIEFS
REPLACING HUAWEI EQUIPMENT
WILL COST $1.8 BILLION, FCC SAYS
The Federal Communications Commission
(FCC) program of “Rip & Replace” telecom
equipment of ZTE and Huawei in mostly rural
America would cost the U.S. taxpayers close to
$2 billion, the agency announced Sept. 4, 2020.
The FCC in June formally designated Huawei
and ZTE, as well as their parents, affiliates and
subsidiaries, as “covered companies” that pose
a national security threat to the U.S. (see The
Export Practitioner, August 2020, page 26).
“It is a top priority of our nation and this
Commission to promote the security of our
country’s communications networks. That’s
why we sought comprehensive information
from U.S. carriers about equipment and
services from untrusted vendors that have
already been installed in our networks. Today’s
announcement marks a critical milestone in our
ongoing commitment to secure our networks,”
FCC Chairman Ajit Pai said.
In November 2019, the FCC barred providers
from dipping into the federal Universal Service
Fund (USF) pot if they purchase service or
equipment from the two Chinese companies.
The study was conducted by commission staff to
ascertain how many companies would be eligible
and how much it would cost to remove and
replace their equipment.
“By identifying the presence of insecure
equipment and services in our networks, we
can now work to ensure that these networks—
especially those of small and rural carriers— rely
on infrastructure from trusted vendors,” Pai said.
But this study does not include all rural
carriers but only those that receive the
government subsidy under the USF. So, the
total amount to “Rip & Replace” could be much
higher. Also, many rural carriers cannot afford
to get the job done alone and are hoping to get
government’s help.
Congress is yet to appropriate the funds to
get the “Rip & Replace” part of the job done but
did create a reimbursement process under the
Secure and Trusted Communications Networks
Act of 2019 (H.R. 4998) that the president signed
in March.
Pai has urged lawmakers to act soon so that
the job can be completed quickly. “I once again
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strongly urge Congress to appropriate funding to
reimburse carriers for replacing any equipment
or services determined to be a national security
threat so that we can protect our networks and
the myriad parts of our economy and society
that rely upon them,” the chairman said.

TREASURY FINALIZES CLARIFYING
CHANGES TO CFIUS RULES
After two years of proposals, comments
and a pilot program, Treasury Sept. 15, 2020,
finalized changes to Committee on Foreign
Investment in the U.S. (CFIUS) regulations,
modifying the scope of the mandatory
declaration provision for certain transactions
involving critical technologies and connecting
the rules to export controls, rather than the
North American Industry Classification System
(NAICS) code criteria.
Treasury proposed the changes in May (see
The Export Practitioner, June 2020, page 19). The
department made very few changes in the final
rule, having done extensive consultation with
industry and other stakeholders before putting
out the original proposal, one trade lawyer told
The Export Practitioner.
“Specifically, the rule modifies the
mandatory declaration provision for certain
foreign investment transactions involving
a U.S. business that produces, designs, tests,
manufactures, fabricates, or develops one or
more critical technologies,” the Federal Register
notice said.
The rule also makes amendments to the
definition of the term “substantial interest” and
a related provision and makes one technical
revision. Changes will take effect Oct. 15.
“Overall, the commenters were generally
supportive of the proposed rule,” the notice said.
For example, the substantial interest analysis as
revised in the proposed rule “is appropriately
focused on the interest held in the general
partner, managing member, or equivalent
when such general partner, managing member,
or equivalent primarily directs, controls, or
coordinates the activities of the entity rather
than in all cases where an entity simply has
a general partner, managing member, or
equivalent,” Treasury added.
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“While no comments were made specifically
on the applicability rule, for the avoidance of
doubt, the operation of the applicability rule will
be the same as detailed in the proposed rule,” it
said.
Attorneys Process Rule for Clients
Trade lawyers quickly processed the final
rule, especially the focus on critical technology,
for their clients. “The new test may be easier
to apply because assessing whether the U.S.
business is producing, designing, testing,
manufacturing, fabricating or developing
‘critical technology’ was (and is) already a first
step in making the mandatory declaration
determination, while some found the NAICS
approach difficult to apply,” Crowell & Moring
attorneys wrote in a client alert.
“Nonetheless, because ‘critical technology’
covers most export controlled items and
technology, eliminating the prior requirement of
a connection to certain specified industries will
likely increase the number of foreign investment
transactions that will be subject to mandatory
CFIUS review,” they added.
“By tying mandatory filing requirements for
foreign investments in U.S. critical technology
businesses to U.S. export controls, the final rule
will provide a relief from filing requirements to
close allies of the United States in the context
of some investments that have been caught
under the mandatory filing provisions prior to
the implementation of the final rule,” attorneys
from Baker McKenzie noted.

END NOTES
RUSSIA: OFAC Sept. 10 designated four
Ukrainian and Russian individuals for
“attempting to influence the U.S. electoral
process.” Andrii Derkach, member of Ukrainian
Parliament, “has been an active Russian agent
for over a decade, maintaining close connections
with the Russian Intelligence Services,” agency
said. Russian nationals Artem Lifshits, Anton
Andreyev and Darya Aslanova were employees
of troll factory Internet Research Agency (IRA)
that OFAC designated in 2018 (see The Export

Practitioner, April 2018, page 16). Sen. Chuck
Schumer (D-N.Y.) called move “long overdue” in
a statement “Senate Republicans should be very
careful about Russian agents like Derkach and
his reported efforts to launder disinformation
through Congress to interfere in our elections,”
he added.
ARMS EXPORTS: Sens. Bob Menendez (D-N.J.),
Patrick Leahy (D-Vt.), and Tim Kaine (D-Va.)
Sept. 24 introduced Safeguarding Human Rights
in Arms Exports (SAFEGUARD) Act of 2020
(S. 4712) that would prohibit arms sales to
countries committing genocide or war crimes
and elevate protection of human rights in export
control of defense articles and defense services.
Legislation will require that U.S. “fully consider
the human rights record of any potential buyer
of U.S. weapons to prevent sales to human rights
abusers and to ensure that U.S. equipment is not
used in violation of international humanitarian
law,” Kaine said in statement.
WHERE’S THE LIST: Menendez and Ben
Cardin (D-Md.) Sept. 9 urged Treasury Secretary
Steven Mnuchin to release “a robust and
credible list” of Magnitsky Act designations for
2019. “Our expectation has been that OFAC
announces annual designations by the close
of each calendar year; however, it is September
9th and we still do not have the 2019 round
of Russia Magnitsky designations from the
administration,” they wrote. In May 2019, OFAC
designated five individuals and one entity under
the 2012 law, bringing total to 55.
ENTITY LIST: BIS in Federal Register Sept.
22 added 47 entities in Canada, China, Hong
Kong, Iran, Malaysia, Oman, Pakistan, Thailand,
Turkey, UAE and UK to its Entity List for “acting
contrary to the national security or foreign
policy interests” of U.S. Rule added five Iranian
scientists for support for nuclear-related activities
(see related story, page 17).
SYRIA: OFAC Sept. 30 designated three
individuals and 13 entities, including prominent
Syrian businessman, several of his businesses
“that generate revenue for the regime and its
supporters,” and two key Assad regime officials:
head of Syrian General Intelligence Directorate
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and governor of Central Bank of Syria. At same
time, agency issued General License (GL) 20
authorizing transactions “that are ordinarily
incident and necessary to the wind down of
transactions involving, directly or indirectly,
Emma Tel LLC” and its subsidiaries through Dec.
30.
CHINA: OFAC Sept. 25 issued General License
(GL) 2A, extending previous GL that authorized
certain wind-down and divestment transactions
and activities related to blocked subsidiaries of
Xinjiang Production and Construction Corps
(XPCC), but not entity itself. Specifically, OFAC
extended GL expiration date to Nov. 30 from
Sept. 30. Agency designated XPCC and two
current or former XPCC officials under Global
Magnitsky regulations in July (see The Export
Practitioner, August 2020, page 4).
VENEZUELA: OFAC Sept. 22 designated five
current or former Venezuelan government
officials, including members of country’s
National Assembly, for their roles in “broader
scheme to manipulate parliamentary elections
taking place in December 2020 by placing
control of Venezuela’s opposition parties in
the hands of politicians affiliated with Nicolas
Maduro’s regime,” agency said… OFAC Sept.
4 designated four Venezuelan individuals,

including solicitor general, two new National
Electoral Council officials and former governor,
for roles in scheme.
IRAN: OFAC Sept. 3 designated six entities in
Iran, UAE and China for supporting blocked
Hong Kong-based broker Triliance Petrochemical
in sale of Iranian petrochemical products.
OFAC designated Triliance and three other
international petrochemical and petroleum
companies -- Hong Kong-based Sage Energy
HK Limited, Shanghai-based Peakview Industry
Co. and Dubai-based Beneathco DMCC -- that
“have collectively transferred the equivalent of
hundreds of millions of dollars’ worth of exports
from the National Iranian Oil Company,” agency
said in January.
NORTH KOREA: Yang Ban Corporation, British
Virgin Islands company, pleaded guilty Aug.
31 in D.C. U.S. District Court to conspiring to
launder monetary instruments in connection
with evading North Korea sanctions and
deceiving correspondent banks into processing
U.S. dollar transactions. Company agreed to pay
$673,714 financial penalty. “Yang Ban and its coconspirators utilized financial cutouts and front
companies to conceal the North Korean nexus,”
Justice said.
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OUR AWARD-WINNING
TRAINING VIDEO IS NEW
AND UPDATED!

The global landscape is constantly changing. Terrorism and the proliferation of
weapons of mass destruction have led to tighter controls over exports among
the U.S. and its allies. Now, more than ever, enforcement of federal export
regulations is a real concern for businesses. Non-compliance can result in severe
penalties.
The rules are complex, and we’re here to help. For over 20 years, Trade
Compliance Group has provided companies large and small with expertly
produced, easy-to-understand training videos that take the mystery out of
export compliance. Featuring compelling narration, music, graphics and
re-enactments of typical scenarios, all key bases are covered:
• Export definitions
• The regulations (EAR and ITAR)
• The expectations of the federal agencies who enforce them
• Penalties for non-compliance
• “Red Flags” to watch out for in your transactions
• And more…

“MASTERING EXPORT COMPLIANCE” is the perfect

enhancement to any effective export compliance training program.
Preview it yourself on our YouTube channel.
Available in multiple formats — see how manageable export compliance can be!

ALSO AVAILABLE:
Contact us today at (202)-621-5484
or ykalin@tradecompliancegroup.com

Mastering Deemed Exports
Mastering Exports to China
Mastering Import Compliance

CONTACT US

ABOUT OUR LAW FIRM

Torres Law is a leading boutique law firm specialized in international trade and national security matters. We
have extensive experience with the various regimes and agencies governing trade such as U.S. Customs and
Border Protection, the Bureau of Industry and Security, the Directorate of Defense Trade Controls, the Office
of Foreign Assets Control, the Defense Security Service, and the Committee on Foreign Investment in the
United States.

PRACTICE AREAS
CUSTOMS

U.S. Customs audits (e.g., Focused Assessments and Quick Response Audits), notices of action and enforcement, conduct
internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

