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BIS Will Account for Human
Rights in Export Licenses
As the administration continues to escalate action

to clarify to the exporting community that licensing

against China’s human rights violations in Hong Kong

decisions are based in part upon U.S. Government

and Xinjiang, the Bureau of Industry and Security (BIS)

assessments of whether items may be used to engage in,

Oct. 6, 2020, imposed export license requirements on

or enable violations or abuses of, human rights including

water cannon systems for riot or crowd control, specially

those involving censorship, surveillance, detention, or

designed parts and components, and related software and

excessive use of force,” the other rule stated.

technology; and expanded the agency’s ability to consider

Amid months of protests in Hong Kong, a bipartisan

human rights concerns when

group of senators in September

reviewing license applications

2019

for certain items.
The two separate Federal
Register notices came just days
after BIS published responses
to its request for comments
on

items

controlled

Amnesty International raised
the alarm about the use of water
cannons in Hong Kong in
August 2019.

requested

State

and

Commerce assess the adequacy
of the U.S. export regime in
controlling shipment of items
to the territory.

A month

later, the House passed a bill to

for

prohibit commercial exports of

crime control and detection

certain nonlethal crowd control

(CC) reasons, in which industry groups and individual

items and defense articles and services to the Hong

companies urged the agency to focus on nefarious end-

Kong Disciplined Services (H.R. 4270) (see The Export

users, rather than the technologies themselves (see

Practitioner, October 2019, page 14).

below).

Amnesty International raised the alarm about the use

“We are seeing an unfortunate escalation in the use

of water cannons in Hong Kong in August 2019. “Water

of advanced technologies, like night vision cameras and

cannons are not a toy for the Hong Kong police to deploy

water cannons, to enable human rights abuses, especially

as a sign of strength. These are powerful weapons that

in places like Hong Kong and Xinjiang in China,” said

are inherently indiscriminate and have the potential of

Acting BIS Under Secretary Cordell Hull in a statement.

causing serious injury and even death,” Man-kei Tam,

“We cannot allow U.S. goods and technology to

director of Amnesty International Hong Kong, said at the

be used for nefarious end uses such as censorship,

time. “In Hong Kong’s crowded streets, their deployment

surveillance, detention, or excessive use of force,” he

could be a recipe for disaster,” he added.

added.

Industry Urges BIS to Ditch
List-Based Controls

In one rule, BIS created three new Export Control
Classification Numbers (ECCNs) for water cannons:
0A977, 0D977 and 0E977. “This change will also enable
the Government to more effectively control exports of

In response to the July BIS request for comments on

water cannons to the Hong Kong Police Force, consistent

items that could face new license requirements, many

with a 2019 Congressional mandate to prohibit the

companies argued that the technical differences between

licensing of such transactions,” the notice said.

good and evil uses of certain technologies were minimal.

The most recent human rights policy “is necessary

4
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IBM

previously

published

its

own

comment,
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recommending that BIS impose new export controls on

by law enforcement or security services for surveillance

“1-to-many” facial recognition software (see The Export

purposes,” it added.

Practitioner, October 2020, page 16). The company has

Regarding facial recognition or other biometric

already sunset its own general purpose facial recognition

systems, the Information Technology Industry Council

and analysis products, it noted.

(ITI) said, “These technologies have substantial beneficial

In contrast, the Alliance for Network Security (ANS)

uses and that there is no meaningful way to determine,

argued that in the absence of any technical differences

based on the type of technology employed, how it will

between technology for good or evil, end-user controls

be used. Attempting to restrict the flow of the technology

are more appropriate than list-based controls. “A better

itself risks seriously damaging U.S. competitiveness and

alternative to list-based controls is to use the Entity

cutting off the important human health and safety

List

to

identify

government
and

that

deploying

recognition
biometric

facial

and

other

systems

mass

for

surveillance,
to

benefits of such technology.”

agencies

companies

are

and

those

deny

exports

CompTIA echoed the ITI

Alliance for Network Security (ANS)
argued that end-user controls
are more appropriate than
list-based controls.

to those parties,” ANS

sentiments
systems.

“Any

biometric
additional

regulatory measures on this
technology must be weighed
against limiting the varying
benefits it provides for security,
medical,

commented.

about

and

commercial

purposes. While we recognize
the increasing necessity to ensure that this technology

Auto, Tech Industry Urges Exemptions

is not used for nefarious purposes, it is unlikely that a
meaningful distinction can be made between beneficial

Automotive Safety Council (ASC) suggested BIS
consider a “broad exclusion for auto-motive applications,”

versus nefarious use cases based on the type of technology,”
the group wrote.

the group said in its comment. “It is … important that

Firms Identify Specific Technology

any new controls and modifications of current controls
be carefully crafted to consider and exclude products
and technologies used in the automotive industry.

In

its

comment,

NEC

wrote,

“Distinguishing

The imposition of license requirements on items

between real-time video monitoring facial identification

with automotive end-uses or end-users would tend to

technologies and facial identification technologies that

inhibit improvements in automotive safety and the

merely handle still images is possible and is a worthwhile

competitiveness of the U.S. automotive industry in global

distinction to make when developing an export control

markets,” ASC noted.

regime. However, the same real-time video monitoring

Alliance for Automotive Innovation (AAI) agreed,
commenting that the automobile industry is “developing

facial identification technologies enable both the harmful
and beneficial uses described above.”

and deploying new technologies in consumer vehicles

“Because real-time voice identification applications

that may utilize facial recognition-related capabilities,”

and latent fingerprint technologies also have many

AAI said.

beneficial uses, an export control regime for other

“Controls should not unnecessarily limit the export

biometric technologies would be insufficient if it was

of innovative automotive technologies that improve

based solely on particular technological components or

vehicle safety or assist drivers if it is highly unlikely - if

technologies,” the company added.

not implausible - that those technologies will be used

Intel requested that “any revisions to CC controls

November 2020 The Export Practitioner | 5
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specifically exclude general purpose processors from

Lawmaker Wants Concrete Guidelines

additional licensing requirements,” it said. “The imposition
of broad CC controls for general purposes processors

In the lone comment from a U.S. lawmaker, Rep. Tom

would harm the competitiveness of U.S. companies like

Malinowski (D-N.J.), the former assistant secretary of State

Intel and Intel’s U.S. competitors and business partners,

for democracy, human rights, and labor, urged Commerce

without effectively controlling the specific end-uses and

to “provide guidelines defining when all end-users with

end-users of concern,” Intel

patterns of human rights abuse

commented.

linked to CC, facial recognition,

Genasys, the San Diegobased manufacturer of LongRange

Acoustic

Devices

(LRAD), which are on the BIS
list, requested its trademarked
product

removed.

and services would warrant end
user controls.”
Malinowski

listed

“prob-

lematic exports by American

“As

companies to Chinese entities

this

potentially linked to the ethnic

announcement would impose

cleansing, concentration camps,

currently

be

Intel requested that “any revisions
to CC controls specifically exclude
general purpose processors.”

and advanced surveillance items

worded,

export restrictions on a single company (Genasys) while

arbitrary detention, and denial of basic freedoms in

effectively excluding similar products made by other

Xinjiang and across China,” including Amazon, Microsoft,

companies,” it said.

IBM, Xilinx, Western Digital and Symantec.

The Exporting Source
www.exportingsource.com
The Exporting Source is a free, one-stop website for finding help to export to new
customers, to learn about government export programs, to join export-promoting trade
missions, to sign up for trade conferences and training, and to link to other exporting
services.
Whether you’re an old hand at exporting or just getting started, The Exporting Source
will provide you a place to get the latest news from the Export-Import Bank, U.S. Trade
and Development Agency (USTDA) and Overseas Private Investment Corporation (OPIC),
among other government agencies. Visit www.exportingsource.com.
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FOCUS ON
ENFORCEMENT
FEATURE
N.J. BUSINESS OWNER SENT TO
PRISON FOR AIRCRAFT PARTS EXPORTS
A naturalized U.S. citizen born in the
Philippines was sentenced to 18 months in
prison for her role in a scheme to smuggle $2
million worth of aircraft components, including
brake and rotor assembly parts, to Iran via
Turkey and the United Arab Emirates (UAE)
without the required licenses.
Joyce Eliabachus, aka “Joyce Marie Gundran
Manangan,” of Morristown, N.J., received
the sentence Oct. 6, 2020, in Newark U.S.
District Court. She pleaded guilty in June 2019
to conspiracy to violate the International
Emergency Economic Powers Act (IEEPA) (see
The Export Practitioner, July 2019, page 7).
Eliabachus was the principal officer and
operator of Edsun Equipments LLC, a purported
N.J.-based aviation parts trading company run
out of her residence, “which residence had
no commercial or manufacturing facilities or
capabilities,” the criminal information noted.
From May 2015 through October 2017,
Eliabachus and her conspirators allegedly
facilitated at least 49 shipments containing
approximately 23,554 controlled aircraft parts to
Iran.
A review of the defendants' customer
list (as well as other records obtained in the
investigation) found several Iranian-based
blocked entities, including: Mahan Air,
Ukrainian-Mediterranean Airlines, Caspian
Airlines, Kish Air, Atrak Air, ATA Airlines and
Karun Airlines, the criminal information noted.
“Using Edsun Equipments, the defendants
finalized the purchase and acquisition of the
requested components from the various U.S.based companies, and in each instance concealed
the true identity of the ultimate end-user of the
aircraft components in Iran," it added.
“The co-conspirators created and used
foreign front or ‘shell’ companies and bank
accounts to conceal the true sources of funds
in Iran, as well as the identities of the various
Iranian corporations who were receiving U.S.
aircraft components,” the information said.
At the same time as Eliabachus’ guilty
plea, a new complaint was unsealed against
Peyman Amiri Larijani, an Iranian citizen and
former Turkish resident. Larijani originally was
indicted in June 2019 in D.C. U.S. District Court

on charges of conspiracy to export U.S.-origin
commercial aircraft engines to Iran and provide
services to blocked Iranian entity Mahan Air.

N.Y. TRAVEL FIRM SETTLES
OFAC CUBA CHARGES
A N.Y. travel assistance services company
agreed Oct. 1, 2020, to pay Treasury’s Office
of Foreign Assets Control (OFAC) $5,864,860
to settle 2,593 apparent violations of Cuba
sanctions between June 2010 and January 2015.
Generali Global Assistance, Inc. (GGA)

GGA “intentionally avoided making direct
payments to Cuban service providers and
instead formalized a referral process.”
“intentionally referred the Cuba-related
payments to its Canadian affiliate, thereby
avoiding processing reimbursement payments
directly to Cuban parties and to travelers
while they were located in Cuba. GGA then
subsequently reimbursed its Canadian affiliate
for those payments,” OFAC noted.
“GGA served as a travel services provider
on behalf of two Canadian insurers that
offered medical expense, travel insurance, and
emergency travel insurance policies for non-U.S.
Canadian subscribers who travelled to Cuba,”
the agency said.
“In particular, GGA provided medical
expense claim processing and payment services
in support of claims paid to Canadian travelers
who were insured under a group insurance
policy sold by one of the Canadian insurers,” it
added.
Firm Formalized Referral Process
“GGA appears to have demonstrated
recklessness when it intentionally avoided
making direct payments to Cuban service
providers and instead formalized a referral
process to make reimbursement payments to
those providers indirectly through a Canadian
affiliate when it knew that it would be illegal to
make those payments directly; and by providing
prohibited post-travel claim reimbursements
directly to unauthorized Canadian subscribers
November 2020 The Export Practitioner | 7
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who travelled to Cuba,” OFAC said.
“This enforcement action highlights
the importance of ensuring that sanctions
compliance policies and procedures address
both direct and indirect sanctions compliance
risks, and in particular, highlights the risks of
implementing a procedure to process, indirectly,
transactions whose direct processing would be
prohibited by U.S. sanctions,” the agency added.
The company voluntarily self-disclosed the
violations. “GGA has worked diligently with
OFAC to provide detailed information about
these prior practices and has made a substantial
investment of time and resources to further
improve its sanctions compliance program.
GGA is pleased that this matter has now been
resolved,” a company spokesperson wrote in an
email to The Export Practitioner.

GOLDMAN SACHS, SUBSIDIARY PAY
$2.9 BILLION TO SETTLE FCPA CHARGES
It was just a matter of time. Global financial
institution Goldman Sachs Group Inc. and its
Malaysian subsidiary agreed Oct. 22, 2020, to
pay a record $2.9 billion to settle Securities and
Exchange Commission (SEC) and Justice charges
of violating the Foreign Corrupt Practices
Act (FCPA) through a scheme by which the
companies paid unlawful bribes and kickbacks to
various government officials to secure lucrative
contracts.
“As part of the scheme, certain former senior
employees of Goldman Sachs authorized and
paid bribes to government officials in Malaysia
and in Abu Dhabi to obtain and retain lucrative
business for Goldman Sachs, including the 2012
and 2013 bond deals, from which Goldman
Sachs earned approximately $600 million,” the
SEC order noted.
“Goldman Sachs failed to maintain a
sufficient system of internal accounting controls
between 2012 and 2015 with respect to the
process by which it reviewed and approved the
commitment of firm capital in large, significant
and complex transactions, such as the Bond
Deals,” it added.
“This resulted in Goldman Sachs’s failing to
reasonably assure adequate documentation of
the GS Capital Committee’s processes, including
follow-up, oversight and documentation
8
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regarding due diligence of concerns raised by
the GS Capital Committee regarding the Bond
Deals,” the SEC noted.
Former Executive Paid $43 Million
to Settle Related Charges
Former Goldman Sachs executive Tim
Leissner agreed in December 2019 to pay
disgorgement of $43.7 million to settle SEC
charges of violating the FCPA (see (see The Export
Practitioner, January 2020, page 11).
Separately, his guilty plea on FCPA and
money laundering charges was unsealed in
November 2018 in Brooklyn U.S. District Court.
According to court filings at that time, Leissner
was ordered to forfeit the same $43.7 million.
Sentencing is set for Jan. 22, 2021.
Under the terms of the Goldman Sachs
deferred prosecution agreement and GS
Malaysia’s guilty plea in Brooklyn federal
court, the firm will pay a criminal penalty and
disgorgement of over $2.9 billion. Justice said
it will credit over $1.6 billion in payments with
respect to separate parallel resolutions with the
United Kingdom (UK), Singapore and Malaysian
authorities.
Goldman Sachs also agreed to pay SEC
$606.3 million in disgorgement and a $400
million civil penalty, with the disgorgement
satisfied by amounts it paid to the Malaysian
government and 1MDB in a related settlement.
“This has been a long process and we are
pleased to be putting these matters behind us.
But we are not putting the lessons learned from
this experience behind us,” Goldman Sachs
Chairman and CEO David Solomon wrote in
a memo to employees after the settlement was
announced.
“While it is abundantly clear that certain
former employees broke the law, lied to our
colleagues and circumvented firm controls,
this fact does not relieve me or anyone else at
the firm of our responsibility to recognize two
critical realities,” the CEO added.
“First, as an organization that seeks to live
up to a common set of ideals and values, we are
responsible for each other’s actions. We all share
in the benefits when our colleagues perform well
for our clients,” he wrote. “Second, we have to
acknowledge where our firm fell short,” Solomon
added.

FOCUS ON ENFORCEMENT

ILLINOIS BUSINESS OWNER
INDICTED ON EXPORT CHARGES
The owner of a Buffalo Grove, Ill., business
that distributed horizontal directional drilling
equipment was indicted on charges of illegally
exporting gun parts and other defense articles to
Ukraine from 2014 to 2016 without the required
Bureau of Industry and Security (BIS) or State
licenses. The indictment against Glenn Stepul
was filed Oct. 8, 2020, in Chicago U.S. District
Court.
Items included Glock 17 and Glock 19
pistol slides, Storm Lake 9-millimeter stainless
steel barrels controlled under U.S. Munitions
List (USML) Category I; and a Leupold VX-1
3-9x40mm scope, Leupold VX-6 1-6x25mm
scope, Sightmark Ultra Dot Pro Spec Night
Vision QD Reflex Sight, Sightmark3X Tactical
Magnifier Pro, and Vortex Optics Viper 4
16x50mm riflescope, all classified under Export
Control Classification Number (ECCN) 0A987.
Co-defendant Ukrainian resident Andriy
Yakin is at large. The defendants and others
shipped “parcels containing defense articles
and and dual-use goods that defendant Yakin
had ordered online and which defendant Stepul
commingled and concealed inside shipments
of horizontal directional drilling equipment” to
Ukraine, the indictment charged.
They also “submitted and caused the
submission of false documents and shipping
information to the U.S. government regarding
the export and attempted export of defense
articles and daul-use goods,” it added.
One shipment was intercepted by
Ukrainian customs officials in September
2014, In connection with the shipment, Stepul
“completed and caused to be completed a
customs declaration falsely describing the
items inside the parcel as ‘household goods,’
‘cosmetics,’ ‘toys,’ ‘stationary’ and ‘cassettes,’”
the indictment noted.

IRANIAN GETS TIME SERVED
FOR FINANCIAL TRANSACTIONS
Iranian national Seyed Sajjad Shahidian
was sentenced Oct. 15, 2020, in Minneapolis
U.S. District Court to time served and two years’

supervised release for conducting financial
transactions in violation of Iran sanctions.
He pleaded guilty in June (see The Export
Practitioner, July 2020, page 9). The indictment
against Shahidian, Iranian national Vahid Vali
and financial services firm PAYMENT24 was
unsealed in May.
Shahidian, the founder and CEO of
PAYMENT24, was arrested in the United
Kingdom (UK) in November 2018 and extradited

Shahidian “obtained payment-processing
accounts from companies like PayPal and
Payoneer using fraudulent passports.”
the week before the indictment was unsealed;
Vali, the firm’s COO, remains at large.
“The primary business of Payment24 is to
assist Iranian citizens with conducting financial
transactions with businesses in the United States
in violation of both international sanctions and
United States law,” the Justice sentencing memo
said.
“Specifically, Payment24 sells to its Iranbased customers a package of services that, as
advertised, allows its customers to circumvent
prohibitions based on international sanctions on
financial transactions with U.S.-based businesses
and other international businesses. This package
of services includes unlawful access to U.S.
financial and commercial markets using U.S.based payment processing companies like PayPal
and Payoneer,” it added.
“In order to accomplish the criminal
objective of this conspiracy, Shahidian, through
his company Payment24, obtained paymentprocessing accounts from companies like PayPal
and Payoneer using fraudulent passports and
other false residency documentation to represent
that his customers resided outside of Iran when
they did not,” the memo noted.
“Shahidian also conspired with others
to deceive United States-based businesses
into exporting United States-origin goods to
Iran without a license by making material
misrepresentations regarding the destination
of the goods. For example, Shahidian, and
others, falsely represented to the United Statesbased businesses that the purchased goods were
destined for the United Arab Emirates (UAE),
November 2020 The Export Practitioner | 9
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when in fact they were destined for Iran,” it
added.
“Shahidian also opened accounts on his
own behalf with United States-based payment
processing companies, including PayPal and
Payoneer, by providing false information to
these companies asserting that he resided in
the UAE when, in fact, he resided in Iran,” the
memo said.

GLOBAL MEAT PRODUCER PAYS $285
MILLION TO SETTLE FCPA CHARGES
Brazilian investment company J&F
Investimentos S.A. (J&F), its subsidiary JBS S.A.,
a global meat producer, and Brazilian nationals
Joesley Batista and Wesley Batista agreed Oct.
14, 2020, to pay a total of $285 million to settle
Justice and Securities and Exchange Commission
(SEC) charges of violating the Foreign Corrupt
Practices Act (FCPA) through a scheme to
pay millions of dollars in bribes to Brazilian
government officials to obtain financing and
other benefits.
“From 2009 through 2015, the Batistas made
illicit payments totaling approximately $150
million for the benefit of then Brazil Finance
Minister and various political parties and
candidates in Brazil at the request and direction
of the Minister,” the SEC order noted.
“The Batistas made the payments in return
for the Minister’s assistance, among other
things, in obtaining and maintaining $2 billion
in equity financing (BNDES Investment) from
the Brazilian National Development Bank
and its affiliate (BNDES) in order to facilitate
JBS’ acquisition of U.S. issuer Pilgrim’s Pride
Corporation,” it added.
“Throughout 2009 to 2015, unbeknownst
to Pilgrims management, the Batistas continued
the bribery scheme using, in part, certain JBS
operating accounts which contained funds
that were commingled with funds obtained
from Pilgrims, through intercompany transfers,
dividend payments, and other means,” the SEC
noted.
“To further conceal their conduct, the
Batistas did not disclose to Pilgrims’ accountants

10
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and independent public accountants during
due diligence and audits that certain funds
transferred to JBS were commingled with funds
used to pay bribes in Brazil,” it added.
Firms Created Shell Companies
Between 2005 and 2017, J&F, two company
executives and two intermediaries “knowingly
and willfully agreed to violate the FCPA by
corruptly promising and paying bribes that it
understood were to, and for the benefit of,”
five Brazilian officials “to secure an improper
advantage in order to obtain and retain business
for J&F,” the criminal information noted.
Specifically, the bribes were to ensure that
“BNDES, Petros [Brazilian state-controlled
pension fund] and Caixa [Brazilian bank] would
enter into financing and equity transactions
benefitting J&F that J&F Executive 1 and other
J&F personnel had negotiated with those
entities,” it added.
“To facilitate the bribery scheme and
conceal the true nature of the bribe payments,
J&F and its co-conspirators created shell
companies, opened bank accounts for the
shell companies in the United States and made
payments to those accounts for the intended
benefit of foreign officials in Brazil,” the
information charged.
“JBS and its controlling shareholder are
committed with best corporate practices
and close cooperation with authorities in
all jurisdictions in which they operate. The
agreements announced today represent an
important step in their continuous efforts
to improve their compliance and corporate
governance programs,” the company said in a
statement.
As part of the settlement, J&F pleaded guilty
in Brooklyn U.S. District Court and agreed to
pay a criminal penalty of over $256 million,
of which half will be credited to payments
J&F makes under a settlement with Brazilian
authorities. JBS also agreed to pay the SEC
approximately $27 million in disgorgement and
the Batistas each agreed to pay a $550,000 civil
penalty. The parties must self-report on certain
remedial measures for three years.

FOCUS ON ENFORCEMENT

RUSSIANS INDICTED FOR ILLEGALLY
EXPORTING APPLE PRODUCTS
An indictment and complaint against ten
Russians and U.S. residents were unsealed Oct.
19, 2020, in Brooklyn U.S. District Court on
charges related to a scheme to export over $50
million worth of electronic devices, including
Apple iPhones, iPads and Apple Watches, to
Russia, involving current and former Aeroflot
employees.
During one trip in October 2019, in one
defendant’s checked luggage was “approximately
$250,000 worth of electronic devices, including
devices stolen and/or acquired by fraudulent
means, without having filed the required export
information through the [Automated Export
System],” indictment noted. Two defendants are
at large.
Akmal Asadov, Sayuz Daibagya, Anton
Perevoznikov, Shohruh Saidov, Marat Shadkhin,
Kirill Sokhonchuk and Zokir Iskanderov were
arraigned the day of their arrest. Azamat
Bobomurodov was arrested in Illinois the same
day and arraigned in Chicago federal court. Two
additional defendants are at large.
Beginning in December 2017, Customs
and Border Protection (CBP) “noticed a
trend among Aeroflot Airlines crewmembers
transporting numerous electronic devices” from
John F. Kennedy International Airport (JFK) to
destinations outside the U.S. including Moscow,
according to an affidavit filed in the case.
“Searches of these crew members revealed that
they were transporting electronic devices such
as Apple products, including iPhones, iPads, and
Apple Watches,” it added.
For instance, a confidential source reported
that Bobomurodov and Iskanderov “have
purchased large amounts of electronic devices,
including stolen merchandise, from various
individuals located in the New York City
metropolitan area so that they may be smuggled
out of the United States by couriers, typically
Aeroflot Airlines employees, on flights from John
F. Kennedy International Airport to Russia,” the
affidavit noted.
“If you believe it is acceptable to exploit
positions with a foreign airline to smuggle
millions of dollars in illegal goods back to Russia
as we allege, the answer is Nyet,” FBI Assistant

Director-in-Charge William Sweeney, Jr., said in a
statement.

BERKSHIRE HATHAWAY PAYS $4.1
MILLION TO SETTLE IRAN CHARGES
Berkshire Hathaway, a multinational
conglomerate holding company based in
Omaha, Neb., and its Turkish subsidiary agreed
Oct. 20, 2020, to pay Treasury’s Office of Foreign
Assets Control (OFAC) $4.1 million to settle 144
charges of violating Iran sanctions.
Between December 2012 and January 2016,
“Iscar Turkey sold cutting tools and related
inserts to two third-party Turkish distributors
knowing that such goods would be shipped to
a distributor in Iran for resale to Iranian endusers, including several entities later identified
as meeting the definition of the Government
of Iran, in violation of Berkshire’s compliance
policies,” the agency said.
“Iscar Turkey took steps to obfuscate its
dealings with Iran, including concealing these
activities from Berkshire,” it added. Berkshire
voluntarily self-disclosed the apparent violations
on behalf of Iscar Turkey.
“The General Manager for Iscar Turkey
reportedly believed it was inevitable that U.S.
and European Union sanctions against Iran
would be lifted, and sought to be well positioned
to sell in the Iranian market,” OFAC said.
“To capitalize on this potential easing of
sanctions, the General Manager for Iscar Turkey
established in 2012 a small-volume commercial
relationship with an Iranian distributor so that,
if sanctions against Iran were eased, Iscar Turkey
would be well positioned to expand its sales to
Iran,” it added.
Turkish Subsidiary Concealed Activities
“In January 2013, Iscar Turkey provided
one of the Turkish Distributors with an openended authorization letter that certified it as an
authorized distributor responsible for selling in
the region all Iscar Turkey products as well as
products from four other Berkshire subsidiaries.
This letter was specifically used for sales in Iran
by the Turkish Distributors,” OFAC explained.
“Despite the efforts taken by Iscar Turkey’s
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employees to conceal their Iranian activities,
employees of certain other Berkshire subsidiaries
received specific information in emails that
could have revealed that orders placed by Iscar
Turkey may have been destined for Iranian end
users and in contravention of their respective

“Iscar Turkey took steps to obfuscate its
dealings with Iran, including concealing
these activities from Berkshire.”
corporate policies and procedures,” it added.
“For example, these Berkshire subsidiaries
received emails: (1) containing an Iranian
address in the email chain indicating that
the distributor was in Iran; or (2) referencing
a customer in the email chain known to a
subsidiary to be located in Iran,” OFAC said.
“Despite these warning signs, only one
Berkshire subsidiary informed Iscar Turkey that
an order was for an Iranian customer and that
such transactions were prohibited; the others did
not,” it concluded.

LIQUOR COMPANY SETTLES
JUSTICE BRIBERY CHARGES
Beam Suntory Inc., a Chicago-based
producer and seller of distilled beverages
including Jim Beam, agreed Oct. 27, 2020, to
pay a $19.6 million criminal penalty to settle
Justice charges of violating the Foreign Corrupt
Practices Act (FCPA) by participating in a scheme
to bribe a senior Indian government official to
obtain and retain business in the Indian market
from 2006 through 2012.
The company conspired to “corruptly
pay a bribe of one million Indian Rupees
(approximately equal to $18,000 at the then
exchange rate) to Foreign Official 1 with the
intent to obtain an improper advantage and
in exchange for Foreign Official 1’s approval of
a license to bottle a new line of products that
Beam sought to market and sell in India,” the
three-year deferred prosecution agreement (DPA)
noted.
“Most of the corrupt payments were
made through third-party sales promoters and
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distributors, who paid government officials to
secure orders of BEAM products at government
controlled depots and retail stores, obtain
prominent placement of BEAM products in
government retail stores, acquire and renew
label registrations and licenses and enable the
distribution of BEAM spirit products from Beam
India’s Behror bottling facility to warehouses in
other states throughout India,” it added.
“On numerous occasions, Beam was
cautioned by outside advisors regarding the need
to implement sufficient internal accounting
controls relating to risks associated with
improper activities by third parties in India, but
Beam failed to implement sufficient controls,”
the DPA said.
“Beam also maintained falsely recorded
expenses, including corrupt payments
concealed as commission expenses, and falsified
certifications, including false sub-certification
letters submitted under the Sarbanes-Oxley Act
of 2002, in its consolidated books, records, and
accounts,” it added.
Firm Failed to Fully Cooperate
Justice cited a number of factors in the
settlement, including: the failure to timely
disclose the conduct that triggered the
investigation; the nature and seriousness of the
offense, including the involvement of a thenexecutive officer of Beam, a then-high-level
employee in Beam’s Legal Department, and a
then-high-level executive at Beam India; and the
lack of an effective compliance program at the
time of the misconduct.
In addition, it noted the company’s failure
to fully cooperate, including positions taken
by Beam that were not consistent with full
cooperation, as well as significant delays caused
by Beam in reaching a timely resolution and its
refusal to accept responsibility for several years;
and Beam’s failure to fully remediate, including
its failure to discipline certain individuals
involved in the conduct.
In July 2018, Beam agreed to pay the
Securities and Exchange Commission (SEC)
$6 million in disgorgement and prejudgment
interest and a $2 million civil penalty, but “the
department is not crediting any portion of the
penalty paid to the SEC because Beam did not
seek to coordinate a parallel resolution with
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the department,” Justice said in a press release
announcing the settlement.

MD. TRANSPORT EXEC SENT TO
PRISON ON BRIBERY CHARGES
Mark Lambert, the former president of
nuclear cargo delivery firm Transport Logistics
International Inc. (TLI) of Fulton, Md., was
sentenced Oct. 28, 2020, in Greenbelt U.S.
District Court to 48 months in prison and three
years’ supervised release for bribing an official
at a subsidiary of Russia’s State Atomic Energy
Corporation to obtain and retain business.
Lambert was found guilty in November
2019 of violating the Foreign Corrupt Practices
Act (FCPA), conspiracy to violate FCPA and wire
fraud (see The Export Practitioner, December 2019,
page 12).
TLI agreed in March 2018 to pay a $2 million
criminal penalty under a three-year deferred
prosecution agreement (DPA) to settle related
charges. TLI co-president Daren Condrey pleaded
guilty in June 2015 to related charges and awaits
sentencing.
In order to conceal and further the scheme,
Lambert and Condrey “lied and used the
terms ‘remuneration’ and ‘commission’ when

documenting the corrupt and fraudulent
payments on internal spreadsheets and when
communicating with unwitting TLI employees
who processed the corrupt and fraudulent
payments to the offshore accounts,” a Justice
sentencing memo noted.
JSC Techsnabexport (TENEX) supplied
uranium and uranium enrichment services to
nuclear power companies throughout the world
on behalf of the Russian government, according
to the Justice memo. In addition, TENEX
was indirectly owned and controlled by, and
performed functions of, the Russian government.
Lambert and Condrey “created and used
deceptive spreadsheets and acquired fake
invoices under the ‘TENEX’ name to make it
appear as if TENEX was actually getting paid
for services. In fact there were no services
provided; the invoices were prepared without the
knowledge of TENEX and were used to ‘paper’
the files and conceal detection of the criminal
scheme from others at TLI and its parent
company, Daher,” Justice argued.
In December 2015, TENEX official Vadim
Mikerin was sentenced to 48 months in prison
for conspiracy to commit money laundering
involving FCPA violations after pleading guilty
in August 2015.
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DDTC RESURRECTS SINGLE
EXPORT APPLICATION FORM
In a potential sign of what may come in
a new administration, State’s Directorate of
Defense Trade Controls (DDTC) officials are
actively working on resurrecting the “one form”
initiative, one of the “four singles” from the
Obama-era export control reform effort.
“We are pursuing that in earnest,” DDTC
chief Mike Miller told a Defense Trade Advisory
Group (DTAG) meeting Oct. 22, 2020.
The agency previously requested comments
on a new licensing form and received 150 pages
of comments, DDTC CIO Karen Wrege told
President’s Export Council Subcommittee on
Export Administration (PECSEA) in September
2016 (see The Export Practitioner, October 2016,
page 14). And that was the last industry heard of
the effort until now.
“We are looking at the comments on the
DDTC one form and will be going back to OMB
[Office of Management and Budget] by the end
of the year,” Wrege told The Export Practitioner
after the DTAG meeting. At press time, the
election outcome was not decided.
Think Tanks Urge Return
to Export Control Reform
At the same time, some think tanks are
ramping up their advice to a new administration
on export controls and trade promotion, which
sounds awfully familiar.
Martin Chorzempa, research fellow at the
Peterson Institute for International Economics
(PIIE), suggested that a new Bureau of Industry
and Security (BIS) under secretary return to
previous efforts and “launch a small-yard
initiative that continues and intensifies the
Obama-era export control reforms to loosen or
eliminate outdated controls or those on low
priority products,” he wrote in a PIIE white
paper.
“The process of determining what should be
inside the fence will identify areas crucial to keep
cutting-edge U.S. technological out of the hands
of strategic rivals, thus potentially restricting
access to key building blocks like semiconductor
manufacturing equipment (SME) or design
tools,” he wrote.
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“At the same time, limiting the scope would
relax outdated or ineffective restrictions, like
those on most products that are far from the
cutting edge or on widely available commodity
products,” Chorzempa wrote.

BIS IMPLEMENTS SOME
2019 WASSENAAR CONTROLS
As has become its custom, the Bureau
of Industry and Security (BIS) Oct. 5, 2020,
implemented “multilateral controls on six
recently developed or developing technologies,”
to which members agreed at the Wassenaar
Arrangement’s (WA) annual plenary in December
2019 (see The Export Practitioner, January 2020,
page 14).
The Wassenaar rule was the fourth set of
BIS emerging technology controls since the
Export Control Reform Act of 2018 (ECRA)
which was signed as part of the 2018 National
Defense Authorization Act (NDAA), created an
interagency process for identifying “emerging
and foundational technologies.”
New controls focus on: hybrid additive
manufacturing (AM)/computer numerically
controlled (CNC) tools; computational
lithography software designed for the fabrication
of extreme ultraviolet (EUV) masks; technology
for finishing wafers for 5nm production; digital
forensics tools that circumvent authentication
or authorization controls on a computer (or
communications device) and extract raw
data; software for monitoring and analysis of
communications and metadata acquired from
a telecommunications service provider via a
handover interface; and sub-orbital craft.
Specifically, the rule added Export Control
Classification Number (ECCN) 3E004 to control
“technology” for the production of substrates
for high-end integrated circuits. “The parameters
include minimization of the flatness and the
surface defect,” the Federal Register notice says.
BIS also revised eight ECCNs, corrected one
ECCN (5D001) and revised License Exception
ENC eligibility to implement the changes.
“As these six technologies are recently
developed or developing technologies that are
essential to the national security of the United
States, early implementation of the applicable
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WA December 2019 Plenary agreements is
warranted. The remaining WA 2019 Plenary
agreements will be implemented in a separate
rule,” BIS noted.
Administration Launches Strategy
on Emerging Technologies
Ten days later, the administration
announced its 2020 National Strategy for
Critical and Emerging Technologies (C&ET),
more than two years after Congress addressed
emerging technologies as part of its annual
defense authorization bill. The document lists
semiconductors and microelectronics among 20
technology areas, but one trade observer called
the paper “useless.”
For the U.S. defense industry, one of the
two dozen priority items listed in the strategy
is: “Ensure appropriate aspects of C&ET are
adequately controlled under export laws and
regulations, as well as multilateral export
regimes.”
One trade analyst cited an unattributed
quote: “I’ve never seen a document with so
much white space in it.” Nevertheless, an
administration strategy is an official document.
This one lists 20 technology areas that
could be covered by the strategy: advanced
computing; advanced conventional weapons
technologies; advanced engineering materials;
advanced manufacturing; advanced sensing;
aero-engine technologies; agricultural
technologies; artificial intelligence; autonomous
systems; biotechnologies; chemical, biological,
radiological, and nuclear (CBRN) mitigation
technologies; communication and networking
technologies; data science and storage;
distributed ledger technologies; energy
technologies; human-machine interfaces;
medical and public health technologies;
quantum information science; semiconductors
and microelectronics; and space technologies.
The strategy “is a critical roadmap to
protecting our national security and ensuring
the United States maintains its technological
leadership in military, intelligence, and
economic matters,” said Commerce Secretary
Wilbur Ross.

House Committee Looking into
Export Control Measures
The House Foreign Affairs Committee is
reviewing potential export controls, especially
on semiconductors and software to China,
Ranking Member Michael McCaul (R-Texas) told
an online event sponsored by the Center for
Strategic and International Studies (CSIS) two
days before.
McCaul cited the “delicate balance” between
protecting national security and allowing the
private sector sales opportunities. “I don’t want
to get ahead of myself, but that is something
we’re reviewing on the committee, mindful of
the delicate balance that you have with exportcontrol laws,” he said.
“The overall goal is to make sure that we
guard against their ability to use our own system
against us, and they’re very good at that. They
are in the 100-year marathon and they want
dominance, economically and militarily, and
they are moving forward on this,” McCaul told
the event.
“I think we need to take another look at
export control. I’m very mindful of the private
sector and our defense contractors and what
they can do. But I do think we’ve got to be
careful because you don’t want to arm what is
the longest-term threat to our national security.
And they’ve been doing this for decades now,
and they’re getting pretty good at it,” he added.
“We are economically intertwined globally.
And we do have an inter-dependence with the
Chinese economy. I just think we [have] to be
careful when it comes to items that are scaled
on more of the national security level in terms
of what we export into that country, because
they’re very good at copying things,” McCaul
said.

BIS CLARIFIES EXPORT LICENSING
POLICY FOR THREE COUNTRIES
A month after new filing requirements on
exports to China, Venezuela or Russia took
effect, the Bureau of Industry and Security (BIS)
Oct. 29, 2020, revised the license review policy
for items controlled for national security reasons
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destined to those three countries, providing
more specific considerations the agency will take
into account when making licensing decisions.
A new Electronic Export Information (EEI)
filing requirement for certain exports to those
three countries went into effect in September.
Most of the agency’s Military End User (MEU)
rule went into effect three months earlier.
Four days before the rule went into effect,
BIS delayed the EEI filing requirement for
exports to the three countries controlled by
Export Control Classification Numbers (ECCNs)
not listed in Supplement No. 2 to Part 744 until
Sept. 27 (see The Export Practitioner, July 2020,
page 22).
Agency Will Review Impact
on Weapons Systems
“With this revision, BIS and reviewing
agencies will determine whether the export,
reexport, or transfer (in-country) of items
controlled for National Security (NS) reasons
will make a material contribution to the
‘development,’ ‘production,’ maintenance,
repair, or operation of weapons systems” of those
three countries, the latest Federal Register notice
said.
“The determination will include an
illustrative list of factors that will be considered
in reviewing license applications. The illustrative
list of factors will provide more guidance
to exporters on information to be included
with their license applications and assist BIS
and reviewing agencies in evaluating those
applications,” BIS noted.
“The review will also include an assessment
of the impact of a proposed export of an item on
the United States defense industrial base and the
denial of an application for a license that would
have a significant negative impact on such
defense industrial base,” it added.
Census Answers Questions
About New Filing Rules
Ten days after the EEI rule took effect,
Census provided further guidance on the rule
in response to exporters’ questions. Most of the
questions related to whether ALL exports to
China, Russia, and Venezuela require filing, the
agency noted Oct. 8.
16
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Census said it reached out to BIS and
received the following guidance: “‘Items on
the Commerce Control List’ includes any item
having an Export Control Classification Number
(ECCN), but does not include items that are
designated as EAR99,” it said.
“If EEI filing for exports to China, Russia, or
Venezuela is required, then the ECCN must be
reported in AES [Automated Export System],”
Census noted.
“EEI filing for exports to China, Russia,
or Venezuela of items controlled by ECCNs is
required regardless of value, unless the shipment
is eligible for License Exception GOV,” Census
said. “EAR99 items are not subject to BIS’s
mandatory filing requirements under § 758.1(b)
(10) and an AES exemption from the Foreign
Trade Regulations (FTR) may apply,” it added.
In June, BIS posted dozens of Frequently
Asked Questions (FAQs) about the new Military
End User (MEU) rule it announced in April,
including guidance on specific regulatory
changes, definitions and the license review
policy.

EXPORTERS CAN REQUEST
BIS LICENSE EXTENSIONS
Citing the economic impact of the
coronavirus pandemic, the Bureau of Industry
and Security (BIS) Oct. 16, 2020, opened a
streamlined process for exporters to request
six-month extensions for licenses due to expire
on or before Dec. 31. The agency created
a central email address for such requests:
LicenseExtensionRequest@bis.doc.gov.
At press time, the agency had extended
42 licenses. While the extension will not be
automatic, “the original license will be reviewed
and, in most cases, the validity extended via the
electronic system. Depending on the number
of requests received, it is estimated that the
majority of extension validity requests will be
processed and approved within two to three
business days,” BIS noted.
“The streamlined process will help ensure
that exporters with licenses due to expire on or
before the end of 2020, who may not have been
able to ship orders due to resource constraints
during the pandemic, have the opportunity to
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benefit fully from the authorizations granted
on their licenses,” acting BIS Under Secretary
Cordell Hull said in a statement.
Most BIS licensing officers are working
remotely as the Washington building has been
closed since March (see The Export Practitioner,
April 2020, page 20).

DEMOCRATIC SENATORS QUESTION
GRAPHITE EXPORT TO CHINA
A handful of lawmakers, including Sens.
Bob Menendez (D-N.J.) and Chuck Schumer
(D-N.Y.), had a few questions Oct. 5, 2020, about
Commerce’s approval of the export of 455,000
pounds of fine grain bulk graphite to China
and whether the export could enable Beijing to
further expand its missile forces.
Key questions for Commerce Secretary
Wilbur Ross included: Who are the sellers?
The customers or end-users? Do they have any
connection to the Chinese government or a
Chinese state-owned enterprise? Could the

graphite be resold or reexported? Any end-use
verification measures in place? Did Commerce
consult with the intelligence community,
Defense or Space Force?
“Fine grain bulk graphite is a critical
component in building missiles, including
conventional ballistic and cruise missiles and
space launch capabilities. With its potentially
dangerous end-use as a component in these
systems, there are serious questions regarding
this decision, especially as your letter to
Congress gave no mention of the exporter, the
end-user, or end-use function – other than for
the production of electronic discharge machines
– for this sensitive material,” the senators wrote.
“While your letter states the exports ‘will
not measurably improve the missile or launch
capabilities of the People’s Republic of China,’
given the sensitive nature of the material and
China’s clear efforts to build a larger and more
threatening missile force, such an unsupported
assertion is entirely inadequate and suggests
the Trump administration may once again be
sacrificing U.S. national security to promote
short term business interests,” they added.

The Exporting Source
www.exportingsource.com
The Exporting Source is a free, one-stop website for finding help to export to new
customers, to learn about government export programs, to join export-promoting trade
missions, to sign up for trade conferences and training, and to link to other exporting
services.
Whether you’re an old hand at exporting or just getting started, The Exporting Source
will provide you a place to get the latest news from the Export-Import Bank, U.S. Trade
and Development Agency (USTDA) and Overseas Private Investment Corporation (OPIC),
among other government agencies. Visit www.exportingsource.com.
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U.S. EXPANDS SANCTIONS ON
IRANIAN BANKS, ENERGY SECTOR
Taking direct aim at the Iranian energy
sector, OFAC Oct. 29, 2020, designated eight
entities in Iran, China, and Singapore for their
involvement in the sale and purchase of Iranian
petrochemical products brokered by Hong
Kong-based Triliance Petrochemical, an entity
designated in January 2020.
Three days before the latest designations,
OFAC designated the Iranian Ministry of
Petroleum, National Iranian Oil Company
(NIOC) and the National Iranian Tanker
Company (NITC) for their financial support
of Iran’s blocked Islamic Revolutionary Guard
Corps-Qods Force (IRGC-QF), as well as
“multiple entities and individuals associated
with the Ministry of Petroleum, NIOC, and
NITC, including front companies, subsidiaries,
and senior executives.”
Not satisfied with its allies’ rejection of
previous Iran sanctions, the administration
earlier in October designated 18 Iranian banks,
including 16 for operating in Iran’s financial
sector, one (Islamic Regional Cooperation Bank)
for being owned or controlled by a sanctioned
Iranian bank, and Hekmat Iranian Bank, an
Iranian military-affiliated bank.
The administration announced a general
“snapback” of Iran sanctions in September with
an Executive Order (EO) blocking conventional
arms sales and additional new sanctions and
export controls on 27 entities and individuals,
without the blessing of U.S. allies (see The Export
Practitioner, October 2020, page 17).
Individuals Supported Sale of
Gasoline to Venezuela
In addition, OFAC designated four
individuals involved in the recent sale of Iranian
gasoline to the Maduro regime in Venezuela. At
the same time, the agency issued General License
(GL) 8A authorizing certain humanitarianrelated transactions involving the Central Bank
of Iran (CBI), NIOC and or any entities in which
NIOC owns, directly or indirectly, a 50 percent
or greater interest.
“The cooperation and coordination
between the IRGC-QF and these entities extends
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well beyond the simple sale of oil, including
coordination between NIOC and the Central
Bank of Iran to facilitate the collection of tens of
millions of dollars in proceeds from the sale of
oil that benefitted the IRGC-QF,” OFAC said.
In September, the agency designated six
entities in Iran, United Arab Emirates (UAE)
and China for supporting Triliance (see The
Export Practitioner, October 2020, page 22).
OFAC designated Triliance and three other
international petrochemical and petroleum
companies that “have collectively transferred the
equivalent of hundreds of millions of dollars’
worth of exports from [NIOC],” the agency said
in January.
Treasury Blocks 18 Banks
At the same time as the banks’ designations,
Treasury issued General License (GL) L
authorizing certain transactions involving
Iranian financial institutions, and posted
several new Frequently Asked Questions (FAQs),
including one that provides a 45-day winddown period for “non-U.S. persons engaged in
previously non-sanctionable activity involving
the Iranian financial sector or Iranian financial
institutions that are now sanctioned,” the
agency said. The wind-down period ends Nov.
22.
Iranian Foreign Minister Javad Zarif
denounced the latest move on Iranian banks.
“Amid Covid19 pandemic, U.S. regime wants to
blow up our remaining channels to pay for food
& medicine. Iranians WILL survive this latest of
cruelties. But conspiring to starve a population is
a crime against humanity. Culprits & enablers—
who block our money—WILL face justice,” he
tweeted.
Advocacy groups also decried the sanctions.
“The Trump administration’s decision to impose
new sanctions that will sweep in Iranian banks
facilitating trade in medical supplies and other
humanitarian goods is morally reprehensible and
harms both ordinary Iranians and U.S. security
interests,” Jewish advocacy group J Street said
in a statement. Other Jewish groups, including
the American Jewish Committee, applauded the
move.
“The measures will target the few
remaining banks not currently subject to
secondary sanctions in a move [that] European
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governments say is likely to diminish channels
Iran uses to import humanitarian goods,”
Wisconsin Project tweeted.
In a note to the GL, Treasury explained that
the prohibitions “do not apply with respect
to any person for conducting or facilitating a
transaction for the provision (including any sale)
of agricultural commodities, food, medicine, or
medical devices to Iran.”

of whom rely on remittances from loved ones
to meet day-to-day needs. Western Union is
committed to adhering to all government
regulations. We are exploring ways to comply

OFAC MOVES TO RESTRICT
MORE CUBAN REMITTANCES

with the new rules and regulations on Cuba.
We will provide additional information as we
formalize those plans,” Western Union said in a
statement Oct. 27.
Advocacy groups denounced the move,
as they have all previous attempts to tighten
the Cuban embargo. The restrictions “are the
cruelest and most inhumane measures yet
taken by the Trump administration against the
Cuban people,” the Cuba Study Group said in a
statement.
“Family remittances are a vital lifeline for
millions of Cubans, especially the elderly and
other vulnerable citizens. These restrictions
will only compound the hunger and hardship
already suffered by Cubans on the island,” the
group added.

In a move that led to even more dominos
falling than perhaps expected, Treasury’s Office
of Foreign Assets Control (OFAC) Oct. 26, 2020,
removed Cuba’s military-run entities, which
included Cuban financial company Fincimex,
from the remittance process. This led to reports
that Western Union would be closing more than
400 retail outlets due to these restrictions.
The changes provide for a 30-day transition
period to allow for technical implementation.
“Cuba’s military-run institutions such as
Fincimex take advantage of ordinary Cubans
who rely on remittances, extracting fees for
the Cuban military’s own benefit,” Treasury
Secretary Steven Mnuchin said.
“The Cuban people should have the freedom
to decide what to do with their own money,
without interference from the military,” he
added. The new rules will go into effect Nov. 26.
“U.S. remittances to Cuba can still flow,
but they will not flow through the hands of
the Cuban military, which uses those funds to
oppress the Cuban people and to fund Cuba’s
interference in Venezuela,” Secretary of State
Mike Pompeo said in a statement.
“Among the U.S. counterparts [affected] is
Western Union, an entity whose 407 outlets in
Cuba, scattered all around the country, will be
shut down as a result of the implementation of
these brutal measures, which will also hamper
the negotiations that, at the request of Fincimex,
had been taking place for some months now,
in preparation for the launching of the hard
currency bank accounts remittances service,” the
Cuban Foreign Ministry posted on its website.
“Our goal is to continue providing essential
money transfer services to customers, many

“U.S. remittances to Cuba can still flow, but
they will not flow through the hands of the
Cuban military,” Pompeo said.

ART DEALERS SHOULD BE ALERT TO
SANCTIONS EVASION, OFAC WARNS
Sotheby’s and Christie’s, take note. The
Berman Amendment to trade laws allowing the
import or export of informational materials,
which specifically mentions artwork, does not
categorically exempt all dealings in artwork from
regulation and enforcement, Treasury’s Office
of Foreign Assets Control (OFAC) said in an
advisory Oct. 30, 2020.
“OFAC does not interpret this exemption
to allow blocked persons or their facilitators to
evade sanctions by exchanging financial assets
such as cash, gold, or cryptocurrency for highvalue artwork or vice versa,” the agency wrote.
“High-value artwork” specially means pieces
with an estimated market value of more than
$100,000, OFAC said.
“Certain features of the market for highvalue artworks make it attractive to those
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engaged in illicit financial activity, including
sanctions evasion. These characteristics include
a lack of transparency and a high degree of
anonymity and confidentiality, especially with
respect to the sale and purchase of high-value
artworks,” the agency noted.
“Shell companies and intermediaries are
also frequently used to purchase, hold, or sell
such artworks, as well as to remit and receive
payments. These avenues for maintaining
anonymity allow blocked persons and other
illicit actors to obscure their true identities from
other market participants, and help to hide
prohibited conduct from law enforcement and
regulators,” OFAC warned.
In a December 2019 Frequently Asked
Question, OFAC addressed the issue of
possessing artwork in which a blocked entity

has an interest. “You or your institution must
ensure that access to that artwork is denied to
the … blocked person and that your institution
complies with OFAC regulations related to
blocked assets, including restrictions on the sale
or transfer of the artwork to third parties,” the
agency wrote.
In an August 2013 advisory opinion, the
Bureau of Industry and Security (BIS) ruled
that works of art can be exported to Cuba as
“informational materials” without requiring
a BIS license, citing the Berman amendment
(see The Export Practitioner, October 2013, page
17). The request for advice involved plans for
a number of museums and institutions to send
artwork to Cuba for an exhibition of an artist
whose name was blacked out in the letter.
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POLICY
FEATURE
BRIEFS
END NOTES
COVID: Export-Import (Ex-Im) Bank Oct. 30
extended previously announced coronavirus
relief measures, including waivers, deadline
extensions, streamlined processing and
flexibility, through April 30, 2021. Board in
August extended measures through Halloween
(see The Export Practitioner, September 2020, page
21).
YEMEN: In Federal Register Oct. 29, OFAC
reissued Yemen sanctions regulations to
implement May 2012 Executive Order (EO)
13611 (see The Export Practitioner, June
2012, page 25). Eight years on, rule replaces
abbreviated regulations that were published in
November 2012 “with a more comprehensive
set of regulations that includes additional
interpretive and definitional guidance, general
licenses, statements of licensing policy, and
other regulatory provisions that will provide
further guidance to the public,” notice said.
IRAN: OFAC Oct. 29 issued General License
(GL) M authorizing exportation of certain
graduate level educational services and software
for Iranian students not present in U.S. due to
pandemic. GL “authorizes, on a time-limited
basis, accredited graduate and undergraduate
degree-granting U.S. academic institutions,
including their contractors, to export additional
services to those Iranian students who are
eligible for non-immigrant classification
under categories F (students) or M (nonacademic students), and have been granted a
nonimmigrant visa” from State, agency wrote in
FAQ. License expires Sept. 1, 2021.
UNVERIFIED LIST: In Oct. 9 Federal Register
BIS removed 40 entities in China, Hong Kong,
Indonesia and United Arab Emirates (UAE)
from its Unverified List (UVL). Rule also added
26 entities: three in Armenia, two in Finland,
three in Germany, five in Hong Kong, three in
Pakistan, two in Turkey, six in UAE and one
each in China and Mexico. BIS added entities
because agency “could not verify their bona
fides because an end-use check could not be
completed satisfactorily for reasons outside the
U.S. government’s control,” notice said.

NICARAGUA: OFAC Oct. 9 designated
Nicaraguan financial institution Cooperativa
De Ahorro Y Credito Caja Rural Nacional RL
(Caruna), Attorney General Ana Julia Guido De
Romero and Secretary of the Presidency Paul
Herbert Oquist Kelley. “Caruna has served as a
tool for Nicaraguan President Daniel Ortega to
siphon money from ALBA de Nicaragua, S.A.’s
(Albanisa) $2.4 billion in oil trusts and credit
portfolios,” OFAC added. Albanisa is co-owned
by blocked Nicaraguan state gas company
Distribuidor Nicaraguense de Petroleo S.A.
and Venezuelan state gas company PDVSA. In
July OFAC designated Ortega’s son Juan Carlos
Ortega Murillo; family front man Jose Jorge
Mojica Mejia; and two companies (see The Export
Practitioner, August 2020, page 29).
VENEZUELA: Treasury’s Office of Foreign Assets
Control (OFAC) Oct. 6 issued GL 5E delaying
effectiveness until Jan. 19, 2021, of authorization
of licenses applicable to holders of Petroleos de
Venezuela, S.A. (PdVSA) 2020 8.5 percent bond.
SEE-THROUGH RULE: No, it doesn’t refer to
sleepwear. “The phrase ‘see-through rule’ is a
colloquial phrase popularly used to refer to the
impact of certain ITAR controls,” DDTC said
in FAQ posted Oct. 5. “These controls do not
disappear simply because the defense article
is integrated into another item. If an ITARcontrolled defense article is integrated into a
larger system or end-item, the defense article
does not lose its identity,” DDTC said.
PATENTS: FAQ posted Sept. 30 clarified
whether DDTC restricts U.S. Patent and
Trademark Office (USPTO) from including ITARcontrolled technical data when publishing
patent application. “DDTC does not restrict the
USPTO from publishing and making available
at any patent office information submitted by
a patent applicant. The U.S. Government may,
however, impose an invention secrecy order
on certain applications for patents, such that
the USPTO will withhold the publication of the
application or the grant of a patent therefor,” it
said.
EXPORT ENFORCEMENT: Ihor Radionov of
Alpharetta, Ga., was arrested and charged Oct.
26, 2020, in Tampa U.S. District Court with
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shipping firearm components, including Glock
barrels and slides, to Ukraine without State
licenses between 2014 and 2020. Codefendant
Vladimir Volgaev of Sarasota, Fla, was sentenced
in August in Tampa court to 33 months in prison
for related charges (see The Export Practitioner,
September 2020, page 8). Volgaev pleaded guilty
in August 2019 to smuggling goods from U.S.

NOW HIRING: LimNexus law firm is hiring
junior/mid-level associate (4-6 years of
experience) for international trade practice.
Position can be permanently remote (but
D.C. licensed) and flexible in hours or
even part-time. Job description is listed on
Indeed.com: https://www.indeed.com/m/
viewjob?jk=92364fbd27c8c8d4 .

SEE A PREVIEW OF

Mastering Deemed Exports
www.deemedexports.com
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OUR AWARD-WINNING
TRAINING VIDEO IS NEW
AND UPDATED!

The global landscape is constantly changing. Terrorism and the proliferation of
weapons of mass destruction have led to tighter controls over exports among
the U.S. and its allies. Now, more than ever, enforcement of federal export
regulations is a real concern for businesses. Non-compliance can result in severe
penalties.
The rules are complex, and we’re here to help. For over 20 years, Trade
Compliance Group has provided companies large and small with expertly
produced, easy-to-understand training videos that take the mystery out of
export compliance. Featuring compelling narration, music, graphics and
re-enactments of typical scenarios, all key bases are covered:
• Export definitions
• The regulations (EAR and ITAR)
• The expectations of the federal agencies who enforce them
• Penalties for non-compliance
• “Red Flags” to watch out for in your transactions
• And more…

“MASTERING EXPORT COMPLIANCE” is the perfect

enhancement to any effective export compliance training program.
Preview it yourself on our YouTube channel.
Available in multiple formats — see how manageable export compliance can be!

ALSO AVAILABLE:
Contact us today at (202)-621-5484
or ykalin@tradecompliancegroup.com

Mastering Deemed Exports
Mastering Exports to China
Mastering Import Compliance

CONTACT US

ABOUT OUR LAW FIRM

Torres Law is a leading boutique law firm specialized in international trade and national security matters. We
have extensive experience with the various regimes and agencies governing trade such as U.S. Customs and
Border Protection, the Bureau of Industry and Security, the Directorate of Defense Trade Controls, the Office
of Foreign Assets Control, the Defense Security Service, and the Committee on Foreign Investment in the
United States.

PRACTICE AREAS
CUSTOMS

U.S. Customs audits (e.g., Focused Assessments and Quick Response Audits), notices of action and enforcement, conduct
internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

