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Will Biden’s Election Return
to Past or Move to Future?
Now that President-elect Joe Biden has moved into the
“Biden will ensure that the authority for firearms
transition phase, prospects for potential export controls
exports stays with the State Department, and if needed
and sanctions are different from the conversation four
reverse a proposed rule by President Trump. This will
years ago. While still early, and few cabinet picks have
ensure the State Department continues to block the code
been named, defense industry groups could see red flags
used to 3D print firearms from being made available on
in his pro-worker and pro-union rhetoric, and human
the Internet,” he wrote on his campaign website.
rights groups might see room for opportunities in his
Of course, the transfers formally went into effect
more subtle views on Cuba
in March, the last categories
and Iran.
in a ten-year export control
While Biden was vicereform effort of the Obama
Biden was one of only two
president, the Obama adminadministration. The legal fight
Democratic
candidates
to
istration moved forward with
over the transfers came down
ambitious export control
to the wire, with a Seattle U.S.
mention the transfer of firearms
reform efforts that didn’t get
District Court judge issuing a
and ammunition.
as far as many in industry
preliminary injunction on 3D
would have liked. Will Biden
printing software. All the other
pick up those strands, or will
transfers went into effect, while
other more pressing agenda items take priority?
State appealed the ruling (see The Export Practitioner, June
In advance of the election, think tanks ramped up
2020, page 22).
their advice to a new administration on export controls
The legal wrangling may not be over as Defense
and trade promotion, which sounds awfully familiar (see
Distributed, which originally sued State over rules
The Export Practitioner, November 2020, page 14).
on publishing 3D gun blueprints, has amended a
For example, the Peterson Institute for International
separate lawsuit to bring State and the incoming Biden
Economics (PIIE) suggested that a new Bureau of Industry
administration back into the fray.
and Security (BIS) under secretary return to previous
“This is an important action to essentially re-present
efforts and “launch a small-yard initiative that continues
the key issues of our first State Department suit as early
and intensifies the Obama-era export control reforms to
as possible in the Biden era. Remember that Biden
loosen or eliminate outdated controls or those on low
campaigned on a policy of keeping all technical data
priority products,” according to a PIIE white paper.
related to firearms under State Department control and
off of the Internet, against the interests and constitutional
Export Controls
liberties of the American people,” Defense Distributed’s
legal arm wrote in a blog post Nov. 13.
Biden was one of only two Democratic candidates to
Aside from firearms, the current administration has
mention the transfer of U.S. Munitions List (USML) guns
moved forward on other fronts, including efforts to identify
and ammunition to Commerce jurisdiction, the other
and potentially control emerging and foundational
being Sen. Elizabeth Warren (D-Mass.). Biden released
technologies (see related story, page 10). Those efforts
his gun violence policy in October 2019, highlighting
will likely continue in a Biden administration.
his opposition to moving firearms, despite being part of
Other measures, such as using national security
the Obama administration that oversaw export control
threats as a reason to impose unilateral controls on
reform.
primarily Chinese companies, such as Huawei and
4
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TikTok, might be toned down as Biden reboots U.S. policy
toward Beijing.

Once in office, Biden promised to: “Hold Iran’s
government accountable and rejoin a diplomatic
agreement to prevent a nuclear-armed Iran, if Iran
Cuba
returns to compliance with the JCPOA, using renewed
commitment to diplomacy to work with our allies to
The Obama administration famously opened some
strengthen and extend the Iran deal, and push back against
travel and commerce with Cuba, which the Trump
Iran’s other destabilizing actions,” the website said.
White House summarily reversed in its four years. As the
While his economic team will have many pressing
outgoing administration is winding down, agencies are
issues on its plate from day one, Adewale “Wally”
doubling down on restrictive Cuba policies (see related
Adeyemo, who was tapped to be deputy Treasury secretary,
story, page 13).
mentioned sanctions at an event unveiling the team Dec.
Jake Sullivan, who Biden named as his national
1.
security advisor, tweeted Nov. 29: “We support the
“As we build back better, we must also remain laserCuban people in their
focused on the Treasury
struggle for liberty and
Department’s critical role of
echo calls for the Cuban
protecting national security.
The current administration has
government to release
This includes using our
peaceful protestors. The
sanctions regime to hold
moved forward on efforts to
Cuban people must be
bad
actors
accountable,
identify and control emerging and
allowed to exercise the
dismantling financial networks
foundational technologies.
universal right to freedom
of
terrorist
organizations
of expression.”
and others who seek to do us
Homeland Security
harm and ensuring foreign
Secretary nominee Alejandro Mayorkas, a Cubaninvestment policy protects America’s national security
American immigrant, traveled to the island in October
interest," he said.
2015 as deputy secretary to meet with senior Cuban
President Obama renominated Adeyemo in January
government officials with an initial focus on trade and
2015 to be Treasury assistant secretary for international
travel security.
markets and development. At the time, Adeyemo was
“As a Cuban-American, it is a great honor to further
deputy chief of staff at the department. That December
President Obama’s policy and build stronger relationships
the president withdrew that nomination, naming him as
with the Cuban people,” he said at the time. “I believe
deputy national security advisor.
that engagement with Cuba is in our interest, and will
“I will be calling on Wally’s intellect, judgment and
improve the lives of the Cuban people,” Mayorkas added.
dedication as we sustain America’s global economic
leadership, which reinforces our national security, and
Iran Sanctions
as we work with allies and partners around the world to
create jobs and opportunity for all our people,” Obama
One of the clearest breaks the current White House
said at the time.
made with its predecessor in this arena was withdrawing
from the Joint Comprehensive Plan of Action (JCPOA),
Biden Names Transition
or Iran nuclear deal. Biden campaigned on rejoining the
Teams to Key Agencies
deal.
“Biden took historic steps to prevent Iran from
Despite a three-week delay by the current
obtaining a nuclear weapon. The Obama-Biden
administration in allowing the transition’s access to
Administration imposed crippling multilateral sanctions,
government agencies, Biden Nov. 10 announced dozens
which brought Iran to negotiations, paving the way for
of members of “agency review teams,” many of whom
the [JCPOA] that prevented a nuclear-armed Iran,” the
will be familiar to loyal readers.
campaign website noted.
To
Commerce,
Biden
named
Visa’s
Arun

December 2020 The Export Practitioner | 5

FEATURE

Venkataraman, a former Commerce and USTR official,
State representatives include: Derek Chollet, executive
and Clifford Chance attorney Joshua Berman, a former
VP at the German Marshall Fund of the U.S.; Owen
Commerce deputy general counsel. The Commerce team
Herrnstadt, chief of staff to the international president
will also review the Export-Import Bank.
of the International Association of Machinists and
To Treasury, Biden named Elizabeth Rosenberg,
Aerospace Workers; former U.S. Ambassador to Mexico
Center for a New American Security (CNAS) fellow; and
Roberta Jacobson, who is now at the Albright Stonebridge
Marisa Lago, director of the
Group;
former
Assistant
New York City Department of
Secretary of State for PoliticalCity Planning, who previously
Military Affairs Puneet Talwar;
served as Treasury assistant
and Ramin Toloui, former
Once in office, Biden promised
secretary for international
Treasury assistant secretary for
to hold Iran’s government
markets and development.
international finance.
accountable and rejoin a
Rosenberg testified at a
Senate Banking Committee
Conclusion
diplomatic agreement.
hearing in May 2016. On
potential JCPOA loopholes,
President-elect Joe Biden has
Rosenberg clarified that “it is
long said he will not just return
not practically possible to do a lot of dollar activity or
to the Obama administration’s policies but will move
large numbers of transactions outside of the U.S. financial
the ball forward and in a new direction. His campaign
system without using a U.S. financial institution and
promised the world on promoting manufacturing exports
that is because at some point, those dollars need to be
and “Buy America” policies. When it comes to export
cleared through the U.S. financial system” (see The Export
controls and sanctions, it remains to be seen whether
Practitioner, June 2016, page 4).
Biden will continue efforts already in motion.
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ENGINEER SENT TO PRISON
FOR EXPORTING TECHNICAL DATA

VENEZUELAN-ITALIAN CITIZEN
CHARGED WITH LAUNDERING BRIBES

Former Raytheon engineer Wei Sun was
sentenced Nov. 17, 2020, to 38 months in prison
in Tucson, Ariz., U.S. District Court for exporting
technical data to China without required State
licenses. Sun pleaded guilty in February (see The
Export Practitioner, March 2020, page 10).
Specifically, Sun transported a computer
with four files that constituted defense articles
in the form of technical data controlled by the
International Traffic in Arms Regulations (ITAR)
under U.S. Munitions List (USML) Category XI(d)
and one file of technical data controlled under
USML Category IV(i).
“This isn’t about a laptop mistakenly taken
on a trip, this was the illegal export of U.S.
missile technology to China,” FBI Assistant
Director Alan Kohler, Jr., said in a statement.
“Sun’s supervisor explicitly directed Sun
not to take the RMS [Raytheon Missile Systems]
laptop on any overseas travel as it would violate
company policy given that the computer
contained military related data and other RMS
proprietary information,” the Justice sentencing
memo noted.
“Moreover, the supervisor told Sun that due
to the nature of Sun’s work that involved export
controlled information, Sun was prohibited
under federal law from taking his laptop
overseas. Despite these explicit direction and
orders, Sun nonetheless intentionally took his
RMS laptop computer on his foreign travel,” it
added.
“Sun admitted that for the time he was
in China, he travelled with and possessed his
RMS laptop computer, which at times he left
unattended. Further he admitted that he knew
that the computer contained RMS project related
data (in the form of electronic documents),
which he knew were subject to export control
laws and regulations,” the memo noted.
“This was no mere technical violation of
some arcane export control regulation. This
case involves the intentional, willful violation
of the ITAR by taking advanced air-to-air missile
design technical data out of the country, and,
specifically to China, which at least in terms
of political and military concerns is a hostile
foreign power,” Justice added.

Natalino D’Amato, a dual Venezuelan-Italian
citizen, was indicted Nov. 25, 2020, in Miami
U.S. District Court on charges of laundering the
proceeds of inflated contracts that were obtained
by bribing officials at subsidiaries of Venezuela’s
state-owned energy company Petróleos de
Venezuela S.A. (PDVSA) from January 2013
through December 2017.
The five PDVSA Subsidiaries comprised joint
ventures between PDVSA and: two European oil
companies, an oil company in the United States,
a Russian oil company, a Chinese oil company,
and a consortium of five Russian oil companies.
D’Amato “owned or controlled various
Venezuelan companies that sold goods and
services to the PDVSA Subsidiaries,” the
indictment said. He “offered things of value

D’Amato “offered things of value
constituting bribes to Venezuelan officials
working at the PDVSA Subsidiaries.”
constituting bribes to Venezuelan officials
working at the PDVSA Subsidiaries… in
exchange for the officials’ assistance in awarding
lucrative and inflated procurements contracts
with the PDVSA Subsidiaries to the D’Amato
Companies,” it added.
“D’Amato and others caused wire transfers
totaling more than $160 million to be made
from bank accounts of the PDVSA Subsidiaries to
Mercantil accounts of the D'Amato Companies
located in the Southern District of Florida,”
the indictment noted. “D’Amato received
e-mails from Venezuelan officials at the
PDVSA Subsidiaries with internal procurement
information related to the PDVSA Subsidiaries,”
it added.
As part of a larger investigation into PDVSA
bribery, 27 individuals have been charged, 20 of
whom have pleaded guilty. Most recently, Jose
Luis De Jongh Atencio (De Jongh), a dual U.S.Venezuelan citizen and former official at Citgo
Petroleum, the Houston-based PDVSA subsidiary,
was charged in August in Houston U.S. District
Court with laundering proceeds of a separate

December 2020 The Export Practitioner | 7

FOCUS ON ENFORCEMENT

bribery scheme (see The Export Practitioner,
September 2020, page 9).

CHINESE NATIONAL PLEADS GUILTY
TO EXPORTING MILITARY BOATS
Chinese citizen Ge Songtao, chairman of
Shanghai Breeze Technology, pleaded guilty Nov.
2, 2020, in Jacksonville, Fla., U.S. District Court
to conspiracy to unlawfully smuggle militarystyle inflatable boats equipped with Evinrude
MFE military outboard motors to China from
September 2018 through October 2019.

All were charged with conspiring to submit
false export information and to fraudulently
attempt to export articles from the U.S.
Sentencing is set for March 17, 2021. Yang
Yang of Jacksonville pleaded guilty to related
charges in September (see The Export Practitioner,
October 2020, page 11). Ge, Yang and two
others, including Yang’s husband, an active-duty
U.S. Navy officer, and a Chinese national, were
indicted in October 2019.
All four were charged with conspiring
to submit false export information and to
fraudulently attempt to export articles from the
U.S. Yang’s co-defendant, Zheng Yan, a Shanghai
Breeze employee, pleaded guilty in August to
related charges. The trial of the remaining codefendant Fan Yang is scheduled to begin Feb. 1,
2021.
“Yang Yang’s email to Wing caused the
entry of a Shipper’s Export Declaration into AES
[Automated Export System] for the Wing raiding
craft and Evinrude MFE engines. Based on the
information provided by her, the declaration
identified no intermediate consignee and falsely
listed the ultimate consignee of the Wing
raiding craft and Evinrude MFE engines as Belt
Consulting Company in Hong Kong, rather
than Shanghai Breeze in Shanghai,” the plea
agreement noted.

8
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TAIWANESE RESIDENT, FIRMS
CHARGED WITH IRAN EXPORTS
A Taiwanese resident, Taiwan business
organization and a Brunei business organization
were charged with exporting goods, including
a power amplifier and related components
and cybersecurity software, to Iran between
November 2011 and May 2018 without the
required license from Treasury’s Office of Foreign
Assets Control (OFAC).
Chin Hua Huang, DES International and
Soltech Industry were charged Nov. 10, 2020,
in D.C. U.S. District Court with conspiracy to
violate U.S. export laws and Iran sanctions.
Huang operated as a sales agent of both
DES and Soltech, and she used e-mail addresses
associated with both DES and Soltech to
communicate with providers of goods and
customers, including the Iranian entity,
according to an affidavit filed in court with the
criminal complaint.
At the same time, OFAC designated
Huang, DES and Soltech, along with four other
companies and three individuals, for facilitating
procurement of sensitive goods, including
U.S.-origin electronic components, for Iranian
military firm Iran Communication Industries
(ICI).
OFAC also designated Iran-based Hoda
Trading, a subsidiary of ICI since 2017; Hong
Kong-based Proma Industry Co. that helped
facilitate shipments to Hoda Trading; DES
International majority owner, dual Iran-U.K.
national Mohammad Soltanmohammadi, aka
Chung Lung Wang; Soltanmohammadi’s other
firm, China-based company Naz Technology;
DES employee Shih Mei (Amber) Sun; Iranbased Mohammad Banihashemi; and Artin
San’at Tabaan Company, an Iran-based maker of
computer components.
Affidavit Outlines Sanctions Evasion
In February 2012, a U.S. company exported
a power source to Taiwan, “in response to
an order that had been placed by a Taiwan
business organization operating as a purchasing

FOCUS ON ENFORCEMENT

intermediary for Huang and DES,” the affidavit
noted.
“The power source was part of the related
components of the Power Amplifier that the
Iranian entity was seeking from Huang and
DES,” it added. The U.S. company “did not
know that Iran was the ultimate destination of
the power source and was misled to believe that
the item would be used in Taiwan,” the affidavit
added.
In March 2012, Huang “informed an agent
of the Iranian entity that the goods requested
had arrived in Hong Kong and that additional
payment from the Iranian entity was necessary
before the goods would be released for transfer
to Iran. Huang also proposed that Huang would
change the packaging of the goods and remove
the serial number, in order to minimize the risk
that the items would be tracked,” the affidavit
said.

The serial number sticker included the
phrase “Made in USA.” The next day, an agent
of the Iranian entity “agreed that the packaging
could be changed but objected to removal of the
serial number because the serial number would
be needed for guarantee and repair. The agent
of the Iranian entity promised that the Iranian
entity would not contact the provider of the
goods directly for any repairs, but would instead
deal with DES,” it added.
In April 2012, Huang and DES “caused
shipment of the Power Amplifier and related
components to Iran, having changed the
packaging and also removed the serial number.
The serial number sticker (with the phrase ‘Made
in USA’) was separately shipped to the Iranian
entity in Iran. Huang informed other employees
and directors of DES of Huang’s decision to
change the packaging and remove the serial
number,” the affidavit said.

SEE A PREVIEW OF

Mastering Deemed Exports
www.deemedexports.com
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BIS PROPOSES CONTROLS ON
BIOTECHNOLOGY SOFTWARE
In one of the first controls on emerging
technology, the Bureau of Industry and Security
(BIS) Nov. 6, 2020, proposed controls on
“software” for the operation of nucleic acid
assemblers and synthesizers controlled under
Export Control Classification Number (ECCN)
2B352 that “is capable of designing and building
functional genetic elements from digital
sequence data,” BIS said. The agency proposed
adding new ECCN 2D352 to control such
“software.”
In April 2018, BIS added the assemblers
and synthesizers themselves to ECCN 2B352,
implementing recommendations from
the February 2017 Australia Group (AG)
intersessional and June 2017 AG plenary
implementation meetings (see The Export
Practitioner, April 2018, page 15). Comments on
the latest proposed rule are due Dec. 21.
The identification of this software as an
emerging technology is “based on a finding that
such ‘software’ is capable of being utilized in
the production of pathogens and toxins and,
consequently, the absence of export controls on
such ‘software’ could be exploited for biological
weapons purposes,” BIS noted.
Specifically, BIS welcomes comments on the
latest proposed rule on: whether the proposed
controls are clear and adequately address
“emerging and foundational technologies”
within the context of biological weapons related
capabilities and developments; the current
capability for the “development” of such
“software” in the U.S. and other countries; the
effect that the proposed controls would have
on the future “development” of such “software”
and related “technology” in the U.S.; and the
effectiveness of the proposed controls of limiting
the availability of such “software” and related
“technology” abroad.
“BIS also welcomes comments concerning
whether these controls should be implemented
multilaterally (rather than unilaterally), in the
interest of increasing their effectiveness and
minimizing their impact on U.S. industry,” it
said. The agency acknowledged these proposed
controls would be unilateral, as this “software” is

10
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not currently included on any of the AG control
lists.
In an advanced notice of proposed
rulemaking in November 2018, BIS identified
biotechnology as part of a representative list
of emerging technology categories. However,
none of the public comments in response to the
ANPRM specifically addressed export controls on
this “software,” the agency noted.

INDUSTRY WARNS AGAINST
OVERZEALOUS EXPORT CONTROLS
In comments that sound remarkably
like recent public comments on surveillance
products, industry groups warned the Bureau
of Industry and Security (BIS) to tread carefully
when considering potential controls on
foundational technologies, some of which have
existed for years and are widely available outside
the U.S.
BIS in August requested comments on
foundational technologies in a long-awaited
advanced notice of proposed rulemaking
(ANPRM) (see The Export Practitioner, September
2020, page 14).
The ANPRM has been in the works since
the 2018 National Defense Authorization Act
(NDAA) empowered Commerce to establish
“appropriate controls, including interim
controls, on the export, reexport, or transfer
(in country) of emerging and foundational
technologies.”
The more than 60 comments overwhelmingly urged caution against overly
broad controls on technologies that are widely
available around the world. “Only such fullymature technologies with novel uses critical to
emerging technologies should warrant control
as foundational technologies,” the Internet
Association wrote.
“These foundational technology controls
should be narrowly scoped to the uses of the
technology that are relevant to the emerging
technologies. Foundational technology
controls should not be applied to the entire
corpus of technical data generated for dilution
refrigeration technologies over the decades that
this technology has existed,” the group added.

EXPORT CONTROLS

The Information Technology Industry
Council (ITI) is “concerned that overly broad
controls on technology products will undermine
and limit the ability of companies to participate
in the global marketplace, which will in turn
disrupt the virtuous cycle of private-sector R&D
investments made possible by revenues from
sales of U.S. products to a diverse customer base
in overseas markets,” it wrote.
Microsoft and OpenAI called for “a digital
transformation of export controls – a new
approach that leverages novel digital solutions
within sensitive and important technology itself
to better protect it from uses that harm national
security, while preserving its beneficial uses,” it
wrote in a blog post previewing its comments.
“Any new controls should be consistent
with the existing Export Control Classification
Number (ECCN) structure and EAR definitions,
such as ‘technology,’ ‘development,’ and
‘required.’ These elements of the regulations
have been finalized and refined over decades
of interaction with industry and our global
multilateral export control arrangements.
Though complex, they are nonetheless a welltested and coherent structure of controls and
definitions,” a group of university associations
wrote in a joint statement.
“Unilateral export controls should not be
applied to purely commercial foundational
technologies that are widely available outside the
United States. Moreover, not all controls need to
be imposed on exports and reexports worldwide.
BIS should exercise discretion to impose
unilateral controls on exports to identified end
users for end uses of greatest concern,” Business
Roundtable commented.
Groups Worry About Foreign
Employment, Partner Exclusion
The Quantum Industry Coalition (QIC)
highlighted the impact on employment at
member companies. “The U.S. quantum industry
relies on foreign talent to a disproportionate
degree, with many non-U.S. persons lawfully
working in various employment visa
classifications for U.S. quantum companies in
the United States, including in many companies’
leadership,” it said.
“If BIS were to place broad export controls
on quantum technologies, research and

development performed by non-U.S. person
scientists at U.S. quantum companies may
be necessarily suspended or terminated. U.S.
quantum companies with foreign national
leadership may face difficulties establishing
continued direction and supervision,” QIC
added.
“Not only would this disrupt the U.S.
quantum industry’s ability to continue with
research and development efforts, but it
likely would incentivize foreign talent to seek
employment with non-U.S. companies, perhaps
in the very countries to which exports of
emerging and foundational technologies would
be restricted,” it commented.
GE noted that “there are few, if any,
fundamental technologies in which the United
States has a unique advantage,” it commented.
“Unilateral controls would drive non-U.S.
companies to partner with and source products
with a ‘no U.S. technology’ requirement. This
could cause the U.S. to fall behind because
without critical knowledge into foundational
technologies, further innovations may not be
made,” GE wrote.
Ampere Computing LLC, a fabless
semiconductor company, argued the U.S. “must
maintain a ‘run faster’ strategy to ensure a
healthy U.S. semiconductor industry and thus
our ‘national Security,’” it wrote. “Imposing
limits on the industry and its access to the
world’s commercial technology markets is
dangerous and plays directly into slowing the
industry and enabling the Chinese to catch-up,”
Ampere wrote.
Companies, Industry Groups
Cite Specific Products, Impacts
Teradyne cited the impact the BIS change to
the foreign-produced direct product rule had on
their company. The changes “have made it so
that otherwise uncontrolled wholly commercial
foreign-made integrated circuits outside the
United States that have no U.S.-origin content
or technology are now subject to the EAR if they
are for incorporation into products a Huawei
company has ordered merely because they are
tested using Teradyne equipment,” it wrote.
“The U.S. government is thus using our
products as the jurisdictional hook to taint
otherwise uncontrolled foreign-made products
December 2020 The Export Practitioner | 11
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where a Huawei company is indirectly involved.
This, of course, creates a structural incentive
for non-U.S. customers to (i) design out and
avoid our products and (ii) begin purchasing
comparable products from our foreign
competition,” the company noted.
The Advanced Medical Technology
Association (AdvaMed) specifically called out
“medical devices and diagnostics used solely for
purposes of medical diagnosis and treatment”
that should be exempt from new export controls
under ECRA.
“Further, exports of related products not
subject to export controls that are necessary to
ensuring the proper use and functioning of a
medical device, e.g. development, production,
use, installation, operation, maintenance, repair,
refurbishment, and overhaul should also be
exempt,” it added.
“We understand that in some cases, BIS may
consider controls on these types of non-medical
device components and technology. However,
it is critical for patients that these controls not
apply to any and all medical devices that may
contain or require that specific component/
technology in instances when they are intended
for medical end- use,” AdvaMed wrote.
Similarly, Boeing commented that “BIS
has not publicly identified EAR99 or AT-only
commercial aviation technology being used in
ways that pose a national security threat, and
Boeing is not aware of such use.”
“Of course, such commercial aviation
technology, if sensitive, is already controlled in
large part to countries and regions of concern,
such as Crimea, Cuba, Iran, North Korea,
Sudan, and Syria through existing Export
Administration Regulations (EAR) Anti-Terrorism
controls and to end-uses and end-users of
concern through various provisions of EAR Part
744,” the company wrote.

BIS ENHANCES FOREIGN
ENFORCEMENT AUTHORITY
Two years after the Export Control Reform
Act of 2018 (ECRA), the Bureau of Industry
and Security (BIS) Nov. 18, 2020, implemented
the export enforcement provisions of the bill,
especially those activities undertaken outside the
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U.S.
At the same time, the agency amended
certain provisions of the Export Administration
Regulations (EAR) “not strictly related to the
implementation of ECRA concerning the
issuance of licenses and denial orders and the
payment of civil penalties.”
Specifically, the rule implemented the
following enforcement provisions: pre-license
checks (PLCs) and post-shipment verifications
(PSVs); overseas investigative authority; searches,
inspections, detentions, and seizures, and related
authorities concerning exports, reexports, and
transfers (in-country); inspection of books,
records, and other information; and violations
and penalties under ECRA, the Federal Register
notice said.
ECRA “authorizes the Secretary of
Commerce, in carrying out its provisions, to
undertake activities outside the United States,
including, but not limited to, conducting
investigations; requiring and obtaining
information from persons; and conducting prelicense checks and post-shipment verifications,”
new § 734.11 of the EAR now reads.
“BIS officials will act with due care in the
jurisdiction of a foreign nation and, to the
extent possible, consistent with the applicable
host nation government’s laws. For any action
taken outside the United States, BIS officials will
consult and coordinate with the appropriate
U.S. Government agencies and act in a manner
consistent with the United States’ international
commitments and international agreements to
which the United States is a party,” the section
notes.
For example, “the results of PLCs, when
available, will be communicated to licensing
officials within existing timeframes governing
the conduct of PLCs, and will be considered
in determining the outcome of a license
application,” BIS noted.
Changes unrelated to ECRA include:
clarifying that any license obtained based on
a false or misleading misrepresentation or the
falsification or concealment of a material fact
is void as of the date of issuance; and changing
the maximum time period for payment of civil
penalties, as a condition of receiving certain
privileges under the EAR, from one year to two
years.

TRADE
FEATURE
SANCTIONS
ADMINISTRATION WITHSTANDS
OBJECTIONS TO CUBA POLICY
The administration doubled down on
its restrictive policy on Cuba Nov. 18, 2020,
rejecting two requests for exemption from
Transportation’s recent suspension of all charter
flights to Havana. The two applicants – Florida
firms Skyway Enterprises and IBC Airways
-- each asserted that their proposed flights are
humanitarian in nature.
At the same time, lawmakers and advocacy
groups urged administration to reverse recent
restrictions on Cuban family remittances.
Treasury’s Office of Foreign Assets Control
(OFAC) in October removed Cuba’s militaryrun entities, which include Cuban financial
company Fincimex, from the remittance process
(see The Export Practitioner, November 2020, page
19).
The administration in August suspended all
charter flights to Havana, just weeks after putting
in place a process to distribute the charters (see
The Export Practitioner, September 2020, page 16).
That suspension allowed a 60-day wind-down
period and took effect in October.
Airlines Provide Humanitarian Flights
“We received guidance from the Department
of State that the applications did not fall within
the specified exceptions, and that grant of the
requested exemptions would not be in the
foreign policy interests of the United States,”
Transportation said in its final order denying the
exemptions.
In its request for exemptions, Skyway said
it was “seeking to provide critical humanitarian
and medical aid to the citizens of Cuba, who are
currently in desperate need for essential supplies
that include food, medicine, basic hygiene and
medical supplies, and PPE [personal protective
equipment],” the company’s motion noted.
“Skyway will be operating these charter
flights on behalf of Invicta Group Services,
another U.S. company, that is working with
its Cuban American clientele to ship the
aforementioned aid to family and friends in
Cuba, as well as to ship donated medical supplies
and PPE to Cuban hospitals,” it added.
Cuban officials denounced the move.

“New measure by U.S. State Department
banning humanitarian flights to Cuba is cruelly
inhumane. Trump administration is reinforcing
punishment of Cuban families in both countries
until the very last minute,” Cuban Foreign
Minister Bruno Rodríguez Parrilla tweeted Nov.
20.
Lawmakers, Civil Society Groups
Denounce Remittance Restrictions
Due to the restriction on remittances,
Western Union closed its 407 locations across
Cuba Nov. 23, a “sanctions-driven move that
will leave thousands bereft of remittances on
an island that depends heavily on them — or
force them to use less reliable ways to bring
in money,” according to the Caribbean News
Network.
“Shutting off Cubans’ access to this crucial
lifeline in the middle of a global pandemic and
economic crisis is cruel, heartless and frankly
ineffective. While the Trump administration
argues that it supports the Cuban people, its
policies are having the opposite effect,” Reps.
James McGovern (D-Ma.) and Eliot Engel
(D-N.Y.) said in a joint statement Nov. 19.
The next day, eight groups, including The
Center for Democracy in the Americas, Cuba
Educational Travel, Cuba Study Group, Engage
Cuba, Latin America Working Group, National
Council of Churches, Oxfam America and the
Washington Office on Latin America, joined the
chorus against the policy.
“We condemn the Trump administration’s
sanctions on remittances to Cuba, which has led
to the imminent shutdown of Western Union’s
operations in Cuba and could soon result in the
closure of all formal remittance channels. This
inhumane policy effectively cuts off a lifeline for
the Cuban people as they face a pandemic and
an economic crisis, and limits Cuban Americans’
ability to support their loved ones on the
island,” they said.
“This regulation is the latest in the
Trump administration’s systematic attack on
remittances to Cuba which have accomplished
little other than stirring fear, anxiety, and
uncertainty in the Cuban and Cuban American
communities on both sides of the Florida
straits,” the groups added.
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EXPORTING FROM EUROPE
By David Hayes *

COMPLETELY MAKES MY CASE (CMMC)
Trust but verify
-- Ronald Reagan
Those of you not into cybersecurity, please
carry on reading; it may make your life easier or
at least your business case for compliance.
The delta between cybersecurity and
export controls is ever increasing and will
continue as we move away from the physical
world to the virtual. Witness, for example,
the so-called cloud storage amendments to
State’s International Trade in Arms Regulations
(ITAR) and Commerce’s Export Administration
Regulations (EAR), which other countries have
been slow to replicate.
CMMC Really
CMMC is the Cybersecurity Maturity Model
Certification.
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What is it? It is the response by Defense
(DoD) to its own realization that, having
introduced a mandatory requirement in
Defense Federal Acquisition Regulation (DFAR)
252.204.7102 that contractors must comply
with the National Institute of Standards Special
Publication (NIST-SP) 800-171, relating to
cybersecurity, by Dec. 31, 2017, there was no
means to enforce the requirement. CMMC
provides that means.
NIST-SP 800-171 contains 110 security
requirements and 63 Non-Federal Organization
(NFO) controls. CMMC contains 171
cybersecurity best practices, which are described
in the model by five levels, shown below,
escalating the required protection practices
according to the sensitivity of the protected
material.
CMMC will be applicable to all DoD
contracts and will be rolled out over Fiscal Years
2021 to 2026. Many commentators expect
that it will not be confined to DoD but will be

EXPORTING FROM EUROPE

adopted by other U.S. government bodies and
perhaps more broadly.
CMMC and Export Compliance
Although CMMC is not specifically about
export controls, it will provide a useful tool in
making the business case for export compliance.
CMMC requires the protection of many
classes of information to one of the levels
described above. One is “Controlled Unclassified
Information” (CUI). Within CUI is exportcontrolled information. Put plainly, CMMC
mandates that export-controlled information
be protected at CMMC Level 3, by 130 best
practices in cybersecurity. Note that the levels
are cumulative, that is, to be assessed at level 3,
levels 1 and 2 must already be demonstrated.
A key consideration here is that who can
legitimately access export-controlled CUI is a
compliance question, not an IT question, and
effective liaison will be crucial to establishing an
effective program.
CMMC compliance will be assessed by socalled Third-Party Assessment Organizations or
C3PAOs (good job about the A or DoD might
be hearing from George Lucas) approved by an
Accreditation Body. These arrangements are
still in early stages and many questions remain.
Not least of these, for the non-U.S. elements of
the supply chain, is whether and how non-U.S.
companies will be able to achieve accreditation
to comply with DFAR flowdown.
A primary consequence of a failed
assessment, which could be related to the
protection of CUI or to any other aspect of
CMMC, is the ineligibility to participate in the
supply chain for covered DoD contracts.
Health warning: CMMC does not replace
other requirements specific to export control
legislation, e.g. the cloud computing provisions
of ITAR and EAR. These requirements must,
where applicable, still be satisfied, but this does
not detract from the value of CMMC both in a
cybersecurity sense and, in an export compliance
context, in making the business case for
compliance.
The exam question for your company is, “Do
you want to be eligible for DoD contracts?” Tick
Yes or No.

In September DoD issued an interim rule
providing details on the CMMC implementation
timeline and the requirements that will impact
defense contractors commencing Nov. 30, 2020.
The rule specifies that CMMC will be
introduced in a five-year phased rollout that will
be complete by Sept. 30, 2025.
After that date, all defense contractors
will be required to reach some level of CMMC
certification to receive future DoD contracts and
subcontracts, except for DoD acquisitions solely
comprising commercially available off-the-shelf
(COTS) items.
During the rollout, the under secretary of
Defense for acquisition and sustainment (USD
(A&S)) will determine and communicate to
contracting officers those contracts that will
require contractors to undergo a full third-party
CMMC assessment.
The Downside
There might not be one. However, it is
worth bearing in mind that C3PAOs will be
working for DoD, and an adverse finding could
amount to evidence that a company misled the
government in relation to claims of meeting
security standards under the existing DFARs.
A safety-first approach would be to make
sure that your house is in order using a nonC3PAO assessment before committing.
More information on CMMC for
cybersecurity enthusiasts can be found at:
https://www.acq.osd.mil/cmmc/draft.html
Don’t trust the person who has broken faith once.
-- William Shakespeare
						
* David Hayes is a director of David Hayes – Export
Controls, a UK-based consultancy specializing
in U.S. export compliance issues. He is also the
director of UK affairs for Trade Compliance Group
(previously MK Technology). He can be contacted
on +44 7765 007368 or at david@davidhayesexportcontrols.com.
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TIKTOK STILL IN LIMBO
AS COURTS DELAY BAN

FCC DOUBLES DOWN ON
ZTE SECURITY THREAT

From its inception, major decisions about
the TikTok saga have been made by U.S.
courts. As the administration’s Nov. 12, 2020,
deadline to avoid an all-out ban came and went,
Commerce halted any action, referring to a
recent court decision.
At the same time, the Committee on
Foreign Investment in the U.S. (CFIUS) gave
the company a 15-day reprieve, responding to
TikTok’s motion in the U.S. Court of Appeals in
D.C. asking the court to vacate CFIUS’ breakup
of the company. According to another court
filing in D.C. District Court, CFIUS granted an
additional one-week extension to Dec. 4.
The D.C. appeals court scheduled a Dec. 14
hearing to hear oral arguments.
In the Federal Register Nov. 17, Commerce
cited an Oct. 30 preliminary injunction
in Philadelphia U.S. District Court. “The
Department is complying with the terms of
this Order. Accordingly, this serves as NOTICE
that the Secretary’s prohibition of identified
transactions pursuant to Executive Order 13942,
related to TikTok, HAS BEEN ENJOINED, and
WILL NOT GO INTO EFFECT, pending further
legal developments,” the notice said.
Philadelphia U.S. District Court Judge Wendy
Beetlestone Oct. 30 blocked the administration
from banning TikTok from operating in the
U.S., specifically blocking: data hosting, content
delivery and other technical IT operations by
TikTok. Three TikTok content creators brought
the lawsuit to prevent Commerce’s action.
In her decision, Beetlestone said that
although “the Court cannot say the risk
presented by the Government outweighs
the public interest,” the government's own
description of the national security threat posed
by TikTok is an “hypothetical” assertion.
Many judicial scholars find it difficult to see
how TikTok wins this case. However, most wait
to see what bearing these latest judges’ decisions
have on the deadline set by CFIUS for TikTok’s
owner ByteDance to form “TikTok Global” with
suitors including Walmart and Oracle or face
permanent ban from the U.S.

The Federal Communications Commission
(FCC) Nov. 24, 2020, denied ZTE’s request
to reconsider the company’s designation as
a national security threat to the integrity
of communications networks or the
communications supply chain. “After reviewing
the record, the Bureau found no basis for
reconsideration,” the agency said.
In September, the FCC said its “Rip &
Replace” program of telecom equipment of ZTE
and Huawei, in mostly rural America, would cost
the U.S. taxpayers close to $2 billion (see The
Export Practitioner, October 2020, page 20).
The FCC in June formally designated Huawei
and ZTE, as well as their parents, affiliates and
subsidiaries, as “covered companies” that pose a
national security threat to the U.S.
“With today’s order, we are taking another
important step in our ongoing efforts to
protect U.S. communications networks from
security risks,” said FCC Chairman Ajit Pai in a
statement.
“Now it is more vital than ever that Congress
appropriate funds so that our communications
networks are protected from vendors that
threaten our national security,” he added.
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OECD PRAISES U.S. FOREIGN
BRIBERY ENFORCEMENT
International working groups are never
satisfied. While the U.S. drew praise for its
increasing enforcement of federal bribery laws,
especially the Foreign Corrupt Practices Act
(FCPA), a working group of the Organization
for Economic Cooperation and Development
(OECD) Nov. 17, 2020, published even more
recommendations in its just completed Phase 4
evaluation of the last ten years of enforcement.
Specifically, the Working Group
recommended the U.S.: enhance protections
for FCPA whistleblowers and provide further
guidance on available whistleblower protections;
evaluate and refine FCPA policies and guidance;
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publish the extension and completion of nonprosecution agreements (NPAs) and deferred
prosecution agreements (DPAs) as well as the
grounds for extending DPAs; evaluate the
effectiveness of the Corporate Enforcement
Policy; and continue to address recidivism
through appropriate sanctions.
After an 18-month pilot program to
encourage cooperation in potential FCPA
violations, Justice enshrined those tenets in a
revised FCPA Corporate Enforcement Policy,
in November 2017 (see The Export Practitioner,
December 2017, page 16). Justice launched the
program in April 2016, increasing mitigation
credit for companies that disclose conduct and
cooperate with the department.
The OECD Working Group cited the 156
FCPA cases the U.S. brought between September
2010 and July 2019, resulting in the conviction
or sanctioning of 115 natural persons and 174
legal persons.
“This outstanding achievement results
from a combination of enhanced expertise and
resources to investigate and prosecute foreign
bribery, the enforcement of a broad range of
offences in foreign bribery cases, the effective
use of non-trial resolution mechanisms, and the
development of published policies to incentivize
companies’ cooperation with law enforcement
agencies,” it said.

END NOTES
TRANSITIONS: In first of soon to be many,
acting BIS Under Secretary Cordell Hull stepped
down, effective Dec. 4. “I am proud of what we
have achieved on important issues of national
security at BIS and I have decided to look for the
next challenge in the private sector,” Hull said
in email to The Export Practitioner… Perennial
candidate Corey Stewart, former chair of Prince
William (Va.) Board of County Supervisors,
joined agency as principal deputy assistant
secretary Nov. 16.

VENEZUELA: OFAC Nov. 30 designated China
National Electronic Import-Export Company
(CEIEC) for supporting Maduro regime’s
efforts to undermine democracy in Venezuela,
including “its efforts to restrict internet
service and conduct digital surveillance and
cyber operations against political opponents,”
agency said. At same time, agency issued
General License (GL) 38 authorizing prohibited
transactions and activities “that are ordinarily
incident and necessary” to wind-down of
transactions and activities involving CEIEC, or
any entity in which CEIEC owns, directly or
indirectly, 50 percent or greater interest, through
Jan. 14, 2021.
MORE VENEZUELA: OFAC Nov. 17 issued
General License (GL) 8G, extending previous GL
that authorized transactions involving Petróleos
de Venezuela, S.A. (PdVSA) necessary for maintenance of operations for Chevron, Halliburton,
Schlumberger Limited, Baker Hughes and
Weatherford International. Specifically, OFAC
extended GL expiration date to June 3, 2021,
from Dec. 1.
NORTH KOREA: OFAC Nov. 19 designated
two entities -- Russian construction company
Mokran LLC and Korea Cholsan General Trading
Corporation, North Korean company operating
in Russia -- for exporting forced labor from North
Korea. OFAC in September 2018 designated
China-based IT firm Yanbian Silverstar Network
Technology Co., Ltd. (aka China Silver Star),
its North Korean CEO Jong Song Hwa, and its
Russia-based sister company, Volasys Silver Star
for similar actions (see The Export Practitioner,
October 2018, page 21).
IRAN: OFAC Nov. 17 designated Islamic
Revolution Mostazafan Foundation (Bonyad
Mostazafan, or Foundation), immense
conglomerate of holdings in key sectors of
Iran’s economy, including finance, energy,
construction and mining, that is “key patronage
network” for Iran’s Supreme Leader; 50 Bonyad
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Mostazafan subsidiaries in key sectors such
as energy, mining, logistics, information
technology, and financial services; current
Foundation president and former IRGC officer
Parviz Fattah and several deputies; and Iran’s
Minister of Intelligence and Security Mahmoud
Alavi.
SYRIA: OFAC Nov. 9 designated seven
individuals and 10 entities that provide support
to Assad regime’s oil production network.

Government officials include heads of Syrian Air
Force Intelligence (SAFI) and Political Security
Directorate (PSD) and two parliamentarians.
OFAC in September designated three individuals
and 13 entities, including prominent Syrian
businessman, several of his businesses and
two key Assad regime officials: head of Syrian
General Intelligence Directorate and governor of
Central Bank of Syria (see The Export Practitioner,
October 2020, page 21).

For Weekly News on Trade, Read

Washington Tariff & Trade Letter
www.WTTLonline.com
For FREE Trial Subscription Call 301-460-3060
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OUR AWARD-WINNING
TRAINING VIDEO IS NEW
AND UPDATED!

The global landscape is constantly changing. Terrorism and the proliferation of
weapons of mass destruction have led to tighter controls over exports among
the U.S. and its allies. Now, more than ever, enforcement of federal export
regulations is a real concern for businesses. Non-compliance can result in severe
penalties.
The rules are complex, and we’re here to help. For over 20 years, Trade
Compliance Group has provided companies large and small with expertly
produced, easy-to-understand training videos that take the mystery out of
export compliance. Featuring compelling narration, music, graphics and
re-enactments of typical scenarios, all key bases are covered:
• Export definitions
• The regulations (EAR and ITAR)
• The expectations of the federal agencies who enforce them
• Penalties for non-compliance
• “Red Flags” to watch out for in your transactions
• And more…

“MASTERING EXPORT COMPLIANCE” is the perfect
enhancement to any effective export compliance training program.
Preview it yourself on our YouTube channel.
Available in multiple formats — see how manageable export compliance can be!

ALSO AVAILABLE:
Contact us today at (202)-621-5484
or ykalin@tradecompliancegroup.com

Mastering Deemed Exports
Mastering Exports to China
Mastering Import Compliance

CONTACT US

ABOUT OUR LAW FIRM

Torres Law is a leading boutique law firm specialized in international trade and national security matters. We
have extensive experience with the various regimes and agencies governing trade such as U.S. Customs and
Border Protection, the Bureau of Industry and Security, the Directorate of Defense Trade Controls, the Office
of Foreign Assets Control, the Defense Security Service, and the Committee on Foreign Investment in the
United States.

PRACTICE AREAS
CUSTOMS

U.S. Customs audits (e.g., Focused Assessments and Quick Response Audits), notices of action and enforcement, conduct
internal compliance reviews, and pursue Customs rulings and advisory opinions. We frequently submit “prior disclosures”
to U.S. Customs and negotiate for the reduction of penalties. We assist clients before local port officials and at Customs and
Border Protection’s headquarters in Washington, D.C.

EXPORTS

Export compliance and representation before various government agencies administering the International Traffic in Arms
Regulations (ITAR), Export Administration Regulations (EAR), and the Foreign Trade Regulations (FTR or Census
regulations). We assist with export audits, government inquiries, voluntary disclosures, subpoenas, corporate
investigations, and government enforcement actions.

ECONOMIC SANCTIONS

Guidance regarding the U.S. sanctions programs administered by OFAC. We advise clients regarding the scope of the
sanctions, potential exceptions, and assist with the preparation and submission of licenses. We also assist with audits,
internal reviews, corporate investigations, voluntary self-disclosures, and developing compliance programs.

FCPA

Assist clients with FCPA compliance and provide advice regarding the scope, meaning, and application of the FCPA and
other anti-corruption laws.

INDUSTRIAL SECURITY

Assist clients with industrial security matters in the context of cross-border corporate acquisitions involving the defense and
high-tech industries. We have experience with filings with the Committee on Foreign Investment in the U.S. (CFIUS), which
is responsible for regulating foreign direct investment in the United States. We also advise companies on
FOCI mitigation and provide guidance on how transactions might be structured to
best anticipate FOCI concerns.

MEET THE TEAM
Attorneys and Trade Advisors with impeccable credentials, specialized knowledge, and a wealth of experience.
Our attorneys adhere to the highest professional standards and have achieved local and
international preeminence in their practice areas
Widely published and sought after to participate in international trade discussions
ecognized by organizations like Who’s Who Legal, Chambers and Partners, Super Lawyers, and
Women in Compliance Awards.

