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FEATURE

BIS Adds Semiconductor,
Drone Firms to Entity List
After months of will they or won’t they, the Bureau of
civil fusion mandates and state-directed subsidies, SMIC perIndustry and Security (BIS) Dec. 18, 2020, added Chinese
fectly illustrates the risks of China’s leverage of U.S. technolfirm Semiconductor Manufacturing International Corporation
ogy to support its military modernization,” said Commerce
(SMIC), its 10 foundries and more than 65 other companies
Secretary Wilbur Ross in a statement.
to its Entity List, citing “evi“Entity List restrictions
dence of activities between
are a necessary measure to
SMIC and entities of concern
ensure that China, through
One
of
the
other
newly
blocked
in the Chinese military inits national champion SMIC,
dustrial complex.”
is not able to leverage U.S.
companies was Chinese drone
Three days later, Rep.
technologies to enable indigmanufacturer DJI, which currently
Michael McCaul (R-Texas)
enous advanced technology
corners
the
U.S.
market.
and Sen. Marco Rubio (Rlevels to support its destaFla.) urged Commerce to
bilizing military activities,”
close any loopholes allowing
Ross added.
SMIC to use older equipment to produce newer technology.
One of the other newly blocked companies was Chinese
China, SMIC Denounce Listing
drone manufacturer DJI, which currently corners the U.S.
market. In January, Interior Secretary David Bernhardt orNot surprising, Chinese government and SMIC officials
dered a temporary halt to the use of non-emergency drones or
condemned the BIS listing, as they had the administration’s
unmanned aircraft systems (UAS) in fleet operations to assist
previous rules targeting defense exports. “China stands firm
U.S. manufacturers in replacing their Chinese counterparts
in opposition to the U.S.’s wielding state power against Chi(see The Export Practitioner, February 2020, page 24).
nese enterprises. China will take necessary countermeasures
to protect the lawful rights and interests of its enterprises,”
Rule Targets Advanced Technology
China’s Ministry of Commerce (MOFCOM) said in a statement.
Unlike other Entity List rules, BIS will require a license
“We once again urge the U.S. to stop unilateralism and
for all subject exports, reexport and in-country transfers to
bullying, grant fair treatment to companies from all counthe 11 SMIC entities, except “items uniquely required to protries, including Chinese companies, and work harder to benduce semiconductors at advanced technology nodes 10 nanoefit China-U.S. economic and trade cooperation, as well as
meters or below,” which will be subject to a presumption of
global economic recovery and development,” the MOFCOM
denial, the notice says.
spokesperson said.
BIS in December 2016 removed SMIC from its list of valiIn addition, SMIC said in a statement: “SMIC expresses
dated end-users in China. “BIS makes this change at the comits firm opposition and reiterates that since its establishment,
pany’s request, and not in response to activities of concern,”
the company has always adhered to the principle of complithe Federal Register notice said (see The Export Practitioner,
ance operations, strictly abiding by the laws and regulations
January 2017, page 24).
of relevant countries and regions involved in production and
“We will not allow advanced U.S. technology to help
operation activities and has never had any operations involvbuild the military of an increasingly belligerent adversary.
ing military applications.”
Between SMIC’s relationships of concern with the military
“The company will continue to communicate with relindustrial complex, China’s aggressive application of military
evant departments of the U.S. government, and depending
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FEATURE
on the situation take all feasible measures, actively seek solutions, and strive to minimize adverse effects,” the company
added.

Drone Firm Enabled Widespread Abuse

In the case of DJI and three other entities – AGCU Scientech, China National Scientific Instruments and Materials
Lawmakers Want Strengthened Controls
(CNSIM) and Kuang-Chi Group – BIS imposed a case-by-case
license review policy for “items necessary to detect, identify
“As written, the SMIC Entity Listing does not effectively
and treat infectious disease” and a presumption of denial for
mitigate that national security risk. By limiting the presumpall other items.
tion of denial only to those items that are ‘uniquely’ required
These four companies “have enabled wide-scale human
to produce semiconductors at 10 nanometers and below, the
rights abuses within China through abusive genetic collecDepartment of Commerce seems to be allowing SMIC access
tion and analysis or high-technology surveillance, and/or fato nearly all semiconductor
cilitated the export of items
manufacturing equipment—
by China that aid repressive
undercutting the effectiveregimes around the world,
“As
written,
the
SMIC
Entity
Listing
ness of its nominal intent,”
contrary to U.S. foreign poliMcCaul and Rubio wrote in a
cy interests,” BIS argued.
does not effectively mitigate
letter to Ross.
In a statement, DJI said
that national security risk,” the
“Based on public comit was “disappointed” in
lawmakers wrote.
mentary by the Taiwan SemiCommerce’s decision. “Cusconductor
Manufacturing
tomers in America can conCompany, nearly 95 percent
tinue to buy and use DJI
of the tools SMIC needs to make advanced semiconductor
products normally. DJI remains committed to developing the
chips below 10 nanometers can be reused from older generaindustry’s most innovative products that define our company
tions. In effect, SMIC will not face serious restrictions, beand benefit the world,” the company added.
cause very few tools are ‘uniquely capable’ of producing a
certain chip size,” they added.
Blocked Entities Assisted
“Commerce must mitigate these risks by immediately
Iranian Mahan Air
amending the SMIC rule to set the threshold at 16 nanometers
and replace the phrase ‘uniquely required’ with ‘capable of
In addition to 58 Chinese firms, BIS blocked entities in
producing.’ Any subsequent undersecretary overseeing [BIS]
Bulgaria, France, Germany, Hong Kong, Italy, Malta, Pakiwill need to explain how they intend to write policy with real
stan, Russia and the United Arab Emirates (UAE).
consequences for CCP companies,” the lawmakers added.
The other blocked entities include those in China that
Rubio and McCaul also urged the administration to learn
“enable human rights abuses, entities that supported the millessons from the Huawei listing. “We fully expect companies
itarization and unlawful maritime claims in the South China
to alter their supply chains to exploit shortcomings in the de
Sea, entities that acquired U.S.-origin items in support of the
minimis and Foreign-produced Direct Product Rule (FDPR)
People’s Liberation Army’s programs, and entities and perto continue sales to SMIC despite the Entity Listing,” they
sons that engaged in the theft of U.S. trade secrets,” Comwrote.
merce noted.
“Your department must apply the same lessons from
Five firms in Italy, France and Germany provided aircraft
the Huawei Entity Listing and expand the FDPR for SMIC to
parts without the necessary licenses to Iranian firm Mahan
cover any semiconductor manufacturing equipment that is
Air that Treasury’s Office of Foreign Assets Control listed as a
built with or incorporates any U.S.-origin technology,” the
Specially Designated National.
lawmakers added.
The rule, which was published in the Federal Register
Commerce officials downplayed general concerns about
Dec. 22, also revised existing entries for China Shipbuilding
evasion. “We do extensive industry research – companies
Group 722nd Research Institute in China “to reflect its correct
know who their customers are,” a senior Commerce official
organizational structure” and Oriental Engineers in Pakistan
told reporters. “We’re fairly confident [evasion] would be
“by adding four aliases and six addresses.”
very difficult,” the official noted.
JANUARY 2021 THE EXPORT PRACTITIONER | 5
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The rule removed Ben Gurion University in Israel and
three entities in UAE “on the basis of a removal request.” Ben
Gurion was added to the list in 1997.

Conclusion
The administration’s addition of SMIC and DJI to the
BIS Entity List with conditions and caveats continues
its extensive use of the list to
push forward its foreign poli-

cy agenda, specifically toward China. Whether the incoming
Biden administration will continue this effort or select different tools in the toolbox remains to be seen.
In response to previous proposals and final rules, U.S.
industry has argued against overly broad export controls and
in favor of end-user controls,
of which the Entity List is a
In addition to 58 Chinese firms, BIS
prime example. Time will tell
whether they change their
blocked entities in Bulgaria, France,
tune when they start facing
Germany, Hong Kong, Italy, Malta,
customers’ pushback.

Pakistan, Russia and the United
Arab Emirates (UAE).
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FOCUS ON ENFORCEMENT
UK Citizen Sent to Prison
for Turbine Engine Exports
A United Kingdom (UK) citizen was sentenced
Dec. 17, 2020, in Pensacola, Fla., U.S. District Court
to 30 months in prison and a $5,000 fine for exporting a Solar Mars 90 S turbine core engine and parts
to Iran without authorization from Treasury’s Office
of Foreign Assets Control (OFAC).
Colin Fisher pleaded guilty in August to violating
the International Emergency Economic Powers Act
(IEEPA) (see The Export Practitioner, October 2020,
page 8). Pensacola business owner James Meharg,
CEO and president of Turbine Resources International (TRI), was sentenced in January in Pensacola
court to 40 months in prison on related charges.
“The turbine was consigned to Company A in
Sharjah, United Arab Emirates (UAE). The turbine
was detained because Company A, to which the turbine was going, is involved in the diversion of turbines to Iran,” according to the statement of facts
filed with Fisher’s plea agreement.
The investigation confirmed that “Company A is
specifically involved in the supply of gas turbines to
the Iran Oilfield Supply Kish Company (IOSK) in Shiraz, Iran,” it added.
“A front company was being utilized the conceal
the diversion of turbines from the United States to
Iran by first shipping the turbines to the UAE using
falsified export documents,” the document noted.
Meharg expressed concern about a 2018 email
that listed Iran as the turbine’s ultimate destination.
“Based upon Meharg’s concern, Colin Fisher established a code word to be used in place of ‘Iran’ on all
future communications. The code word [Fisher] used
was ‘Irish,’” the statement said.

Digital Currency Firm Settles
OFAC Sanctions Charges
In a case that highlights the risks of processing
international digital currency transactions, a California technology company agreed Dec. 30, 2020, to pay
Treasury’s Office of Foreign Assets Control (OFAC)
a $98,830 civil penalty to settle charges of violating
U.S. sanctions.

BitGo in Palo Alto, Calif., processed 183 transactions for users of the company’s non-custodial secure digital wallet management service in the Crimea
region of Ukraine, Cuba, Iran, Sudan and Syria between March 2015 and December 2019. BitGo did
not voluntarily self-disclose the apparent violations
but cooperated with the investigation, OFAC noted.
“BitGo had reason to know that these users were
located in sanctioned jurisdictions based on Internet
Protocol (IP) address data associated with devices
used to log in to the BitGo platform,” the agency said.
“Prior to April 2018, BitGo allowed individual
users of its secure wallet management services to
open an account by providing only a name and email
address. In April 2018, BitGo amended its practices
to require all new accountholders to also verify the
country in which they are located, but BitGo generally relied on each user’s attestation regarding their
location and did not perform additional verification
or diligence on the location of its users,” OFAC explained.
Firms Should Understand Sanctions Risk
Companies involved in providing digital currency
services—like all financial service providers—should
understand the sanctions risks associated with providing digital currency services and should take steps
necessary to mitigate those risks,” the agency said.
“Companies that facilitate or engage in online
commerce or process transactions using digital currency are responsible for ensuring that they do not
engage in transactions prohibited by OFAC sanctions,
such as dealings with blocked persons or property,
or engaging in prohibited trade or investment-related
transactions,” it added.
OFAC posted two new Frequently Asked Questions (FAQs) on blocking digital currency in November 2018 (see The Export Practitioner, December 2018,
page 21). Once it has been determined that your institution is holding digital currency that is required
to be blocked pursuant to OFAC’s regulations, you
must ensure that access to that digital currency is denied to the blocked person and that your institution
complies with OFAC regulations related to blocked
assets,” the agency wrote.
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Oil Company Pays $135 Million
to Settle FCPA Charges
Vitol Inc., the U.S. affiliate of the Vitol group of
companies, agreed Dec. 3, 2020, to pay $135 million
to settle Justice charges of violating the Foreign Corrupt Practices Act (FCPA) and a parallel investigation
in Brazil. The settlement relates to Vitol schemes to
pay bribes to officials in Brazil, Ecuador and Mexico.
Vitol trader Javier Aguilar, a Mexican citizen and
U.S. resident, was indicted in September in Brooklyn
U.S. District Court on related charges for his role in a
five-year scheme to pay and conceal bribes to thenEcuadorian officials, including at the country’s stateowned oil company, PetroEcuador, in order to obtain
a $300 million contract to purchase fuel oil (see The
Export Practitioner, October 2020, page 9).
From 2005 to 2014, Vitol employees and agents
conspired to pay more than $8 million in bribes to of-

The firm … paid more than $3 million
to Petrobras officials in exchange for
receiving confidential information.
ficials of Petróleo Brasileiro S.A. (Petrobras), the Brazilian state-owned oil company, earning at least $33
million in profits, according to the criminal information filed in Brooklyn federal court. In addition, from
2015 to 2020, Vitol employees and agents conspired
to pay more than $2 million in bribes to officials in
Ecuador and Mexico.
“Vitol and its co-conspirators entered into several
sham consulting agreements, set up shell companies
for the purpose of laundering the corrupt payments,
created fake invoices for purported consulting services and used email accounts with pseudonyms to
transfer funds to offshore shell companies involved
in the conspiracy,” the court document noted.
The firm and its co-conspirators paid more than
$3 million to Petrobras officials in exchange for receiving confidential information, including: “market
intelligence,” which included internal Petrobras import and export forecasts; and (ii) “last look” information, including “confidential bid information that
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Petrobras received from Vitol’s competitors, which
Vitol used to determine the amount it would need
to bid to win public tenders,” the information noted.
In general, the funds were transferred from accounts in Switzerland and the U.S. to accounts in the
Bahamas and Grand Cayman. “These accounts were
held by doleiros, who converted the funds into Brazilian currency so that Vitol Brazil Executive could
deliver cash to Brazilian Official 1,” the document
added.
Firm Used Intermediaries,
Consultants to Hide Payments
In Ecuador, Aguilar and two consultants agreed
that Vitol would pay a per-barrel commission for
fuel oil provided to Vitol in connection with the Fuel
Oil Contract, and that the consultants would use a
portion of those funds to pay bribes to Ecuadorian
officials on Vitol’s behalf. Aguilar advised the consultants that the payments on behalf of Vitol would
be made from an intermediary to hide the payments.
In 2018, “Vitol paid bribes to a Mexican official
at a wholly owned PEMEX subsidiary in order to receive confidential, inside information to help obtain
a contract with the PEMEX subsidiary. To effectuate
the bribe payments, Vitol caused two Mexican entities to execute sham consulting agreements with
shell companies” controlled by an intermediary,” the
criminal information said.
Under the deferred prosecution agreement (DPA)
with Justice, Vitol’s total criminal penalty is $135 million, of which the department will credit $45 million
to resolve an investigation by the Brazilian Ministério
Público Federal for conduct related to the Brazilian
bribery scheme.
In addition, the firm agreed to disgorge more
than $12.7 million to the Commodity Futures Trading Commission (CFTC) and to pay the CFTC a $16
million penalty related to trading activity not covered
by the DPA.
“Vitol is committed to upholding the law and
does not tolerate corruption or illegal business practices. As recognized by the authorities, Vitol has
cooperated extensively throughout this process. We

FOCUS ON ENFORCEMENT
understand the seriousness of this matter and are
pleased it has been resolved. We will continue to enhance our procedures and controls in line with best
practice,” Vitol CEO Russell Hardy said in a statement.

Russian, Bulgarians Indicted
on Circuit Export Charges
An indictment against a Russian national and
two Bulgarian citizens was unsealed Dec. 18, 2020,
in Austin, Texas, U.S. District Court on export and
money laundering charges in a scheme to procure
sensitive radiation-hardened circuits from the U.S.
and ship the components to Russia through Bulgaria
without the required licenses.
Ilias Sabirov is the head of two Russian companies -- Cosmos Complect and OOO Sovtest Comp
-- and controls Bulgarian company Multi Technology
Integration Group EEOD (MTIG). Dimitar and his son
Milan Dimitrov worked for Sabirov at Cosmos Complect and MTIG.
On the same day the Bureau of Industry and
Security (BIS) added all three individuals and three
companies to the Entity List, which led to the unsealing of the indictment (see related story, page 4). All
three individuals are at large.
Commerce “has taken steps to impose administrative sanctions against all three individuals charged
in this indictment—in addition to others—based on
much of the same conduct described in the abovecaptioned indictment. These steps will involve publication of the proposed sanctions in public documents. As a result, the targets of this investigation
will be aware of the Government’s investigation and
knowledge of their scheme,” a Justice motion said.
The 16Mb Static Random-Access Memory
(SRAM) wafers were classified under Export Control
Classification Number (ECCN) 9A515 (spacecraft and
related components) based on their radiation- and
temperature-hardened characteristics, the indictment
noted. The 180 components received by MTIG were
designated under ECCN 3A001 (electronic items) and
controlled for national security reasons.

Defendants Lied to Salesman,
Commerce Officials
In July 2016, a U.S. salesman travelled to Bulgaria and met with the three defendants. “During the
meeting, U.S. Salesman 2 asked Sabirov if MTIG was
exporting to Russia. Sabirov replied ‘maybe,” the indictment said.
“U.S. Salesman 2 admonished everyone that a
license was needed to export the items purchased
from U.S. Supplier 1 from Bulgaria to Russia. During
the meeting D. Dimitrov falsely assured U.S. Salesman 2 that the 16Mb SRAM wafers U.S. Supplier 1
previously shipped to MTIG were still in Bulgaria,”
it added.
In December 2018, a Commerce Export Control
Officer interviewed M. Dimitrov during a Post-Shipment Verification (PSV) visit at MTIG in Bulgaria to
determine if the rad-hardened wafers were still in
MTIG’s possession.
“In response to a series of questions related to
the purchase of the 16Mb SRAM wafers, M. Dimitrov
specifically denied sending the wafers to Russia. M.
Dimitrov further falsely asserted ‘all the wafers are
here.’ He repeated, the ‘wafers are not in Russia,’” the
indictment added.

Saudi Bank Settles Sudan,
Syria Sanctions Charges
A Saudi bank agreed Dec. 28, 2020, to pay Treasury’s Office of Foreign Assets Control (OFAC) a
$653,347 civil penalty to settle charges of violating
Sudan and Syria sanctions
Between November 2011 and August 2014, National Commercial Bank (NCB) “processed, directly
or indirectly, 13 U.S. dollar (USD) transactions totaling $5,918,560 to or through the United States in circumstances where a benefit of NCB’s service was received by Sudanese or Syrian counterparties, or that
involved goods originating in or transiting through
Sudan or Syria,” the agency said.
None of the Sudanese or Syrian parties was an
NCB customer. The bank voluntarily self-disclosed
the eight Syria-related violations, but not the five
Sudan-related violations.
JANUARY 2021 THE EXPORT PRACTITIONER | 9
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OFAC cited the bank’s enhanced compliance
controls including: replacing its Board of Directors
and senior executives and implementing new sanctions screening software and new training procedures
for bank personnel; implementing internal policies
that require payment and non-payment messages to
be transparent; requiring screening of all payments
against international sanctions lists; implementing
an Anti-Money Laundering Department; requiring
prospective customer account openings to be subjected to substantial due diligence and restricting
account openings to only residents of Saudi Arabia;
and prohibiting the opening of USD accounts for any
Sudanese customers or financial institutions.

N.J. Man Pleads Guilty
to Foreign Bribery
Deck Won Kang of Englewood Cliffs, N.J., pleaded guilty Dec. 17, 2020, in Newark U.S. District Court
to violating the Foreign Corrupt Practices Act (FCPA).
Kang admitted paying $100,000 in bribes to a Korean
government official to obtain and retain contracts
with the country’s state-owned Defense Acquisition
Program Administration (DAPA) from January 2009
through February 2013.
Kang controlled two U.S. companies that provided goods and services, including naval equipment
and technology, to DAPA. Sentencing is set for April
21, 2021.
“Kang promised to provide Official 1 with something of value in exchange for Official 1’s assisting
Kang and his companies in obtaining DAPA contracts, including the provision of something of value
after Official 1 left public office,” the criminal information noted.
“In or around May 2010, Official 1 provided Kang
with nonpublic information relating to the contracts
in furtherance of Kang’s companies obtaining the
contracts,” the information noted.
Following the official’s retirement from DAPA,
Kang caused eight bribe payments totaling $100,000
to be wired from a N.J. bank account to one in Australia for the official’s benefit, it added.
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Venezuelan Treasurer, Spouse
Indicted in Bribery Scheme
Former Venezuelan National Treasurer Claudia
Patricia Diaz Guillen and her spouse, Adrian Jose
Velasquez Figueroa, Venezuelan citizens who reside
in Spain, were indicted Dec. 15, 2020, in Miami U.S.
District Court for their alleged participation in a billion-dollar currency exchange and money laundering
scheme.
Codefendant Raul Gorrin Belisario (Gorrin), a
Venezuelan billionaire businessman who owns Globovision news network, originally was indicted in
August 2018. He is at large.
Gorrin “paid hundreds of millions of dollars in
bribes to secure the rights to engage in over $1 billion in foreign currency exchange transactions that
resulted in profits to [Gorrin] of hundreds of millions
of dollars,” the superseding indictment noted.
Gorrin and others “offered, promised, authorized, and made corrupt payments to Venezuelan
government officials, including two consecutive National Treasurers in Venezuela, Alejandro Andrade
Cedeno and [Diaz], in order to secure an improper
advantage in obtaining and retaining the rights to
conduct foreign currency exchange transactions at
favorable rates,” it added.
Gorrin “used both personal bank accounts and
bank accounts held by companies that he beneficially owned and controlled to wire bribe payments,” the
latest indictment said. Andrade was sentenced to 10
years in prison in November 2018 for his role in the
conspiracy, Justice said.
Treasury’s Office of Foreign Assets Control
(OFAC) in January issued amended General License
(GL) 6A extending the authorization of maintenance
or wind-down of transactions involving Globovision
and its subsidiaries (see The Export Practitioner, February 2020, page 26). OFAC issued the original GL in
January 2019 when the agency designated Diaz and
Globovision, among other entities.
“Venezuelan regime insiders have plundered
billions of dollars from Venezuela while the Venezuelan people suffer. Treasury is targeting this currency
exchange network which was another illicit scheme
that the Venezuelan regime had long used to steal
from its people,” Treasury Secretary Mnuchin said at
the time.

EXPORT CONTROLS
Administration Blocks Some
Turkish Export Licenses
In response to Turkey’s acquisition of a S-400
long-range surface-to-air missile system from Rosoboronexport, Russia’s main arms export entity, the
Bureau of Industry and Security (BIS) and State’s
Directorate of Defense Trade Controls (DDTC) Dec.
14, 2020, implemented licensing policies of denial for
exports to the Turkish Presidency of Defense Industries (SSB).
Turkey took initial delivery of the missile system
in July 2019 under a late 2017 contract reportedly
worth approximately $2.5 billion, DDTC said on its
website.
“Significant transactions with Russia’s defense
or intelligence sectors, like those which resulted in
today’s sanctions, build Moscow’s relationships and
generate revenue used to fund its malign activities,”
the agency added.
“This sanction does not apply to subsidiaries
of SSB; however, licenses submitted to DDTC which
name subsidiaries of SSB are still subject to a standard case-by-case review, including a foreign policy
and national security review. We are not imposing a
prohibition on U.S. Government procurement from
SSB as part of this action,” DDTC said.
Export Assistance Also Blocked
Other sanctions under the Countering America’s
Adversaries Through Sanctions Act (CAATSA) include: a prohibition on loans or credits by U.S. financial institutions to SSB totaling more than $10 million in any 12 months; a ban on Export-Import Bank
assistance for exports to SSB; a requirement for the
U.S. to oppose loans benefitting SSB by international
financial institutions; and imposition of full blocking
sanctions and visa restrictions on SSB President Dr.
Ismail Demir and three other SSB officials.
The White House issued an executive order in
September 2018 authorizing Treasury to take certain
actions to further implement sanctions under CAATSA, that Congress overwhelmingly passed in 2017
(see The Export Practitioner, October 2018, page 4).
Sen. Jim Risch (R-Idaho) called the sanctions

“long overdue” in a statement. “Turkey has been
provided ample time and opportunity to abandon
its Russian purchase and instead employ defensive
systems that are interoperable with NATO’s requirements. These sanctions, as well as Turkey’s dismissal
from the F-35 program, are the inevitable result of
Turkish President Erdogan’s decisions to prioritize
his relationship with the Kremlin over NATO,” Risch
said.

BIS Loosens Export Controls
on Ukraine, Mexico, Cyprus
Citing membership in multilateral control regimes and international cooperation, the Bureau of
Industry and Security (BIS) Dec. 28, 2020, revised
the country group designations for three countries:
Ukraine, Mexico and Cyprus.
Specifically, the agency moved Ukraine from
Country Group D to more favorable Country Group
B and added Mexico and Cyprus to Country Group
A:6, making more license exceptions available for
each country. Other partners in Country Group A:6

“Consideration of license exceptions
must include particular review and
compliance with the restrictions.”
include Albania, Israel, Malta, Singapore, South Africa and Taiwan.
In September, State’s Directorate of Defense
Trade Controls (DDTC) waived the policy of denial
on the export, reexport, retransfer and temporary import of non-lethal defense articles and defense services destined for or originating in Cyprus for one year
(see The Export Practitioner, October 2020, page 15).
For both Mexico and Cyprus, License Exception
Strategic Trade Authorization (STA) is now available
for exports, reexports and transfer (in-country) of
lesser sensitivity items controlled for National Security (NS) reasons.
In addition, both countries’ existing Country
Group B status includes the availability of License
Exceptions GBS and Technology and software under

JANUARY 2021 THE EXPORT PRACTITIONER | 11
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restriction (TSR).
Cyprus is an EU member, and the EU’s “export
control regulations implement the controls of the
four multilateral export control regimes and apply
to all members,” it said. All is not rosy, as Cyprus
also is in Country Group D:5 (U.S. Arms Embargoed
Countries).
“Consideration of license exceptions must include particular review and compliance with the restrictions” on items in a 9x515 or “600 series” Export
Control Classification Number (ECCN), BIS noted.
Ukraine is a member of the four multilateral
export control regimes and “works with the United
States on a variety of export control matters,” BIS
noted. Mexico is a member of three multilateral export control regimes and “has national security interests and policies compatible” with the U.S.

Hong Kong’s Special Status
Shows Regulatory Divide
Political marriages are hard to disentangle. In the
Federal Register Dec. 23, 2020, the Bureau of Industry and Security (BIS) formally removed Hong Kong
from the list of destinations in the Export Administration Regulations (EAR), but other export regulations
still consider it separately.
The president in July issued an executive order
formally ending the U.S. government’s preferential
treatment to Hong Kong in response to a new Chinese security law (see The Export Practitioner, August
2020, page 15).
In June, BIS suspended its preferential treatment
of Hong Kong, including the availability of license
exceptions for exports and reexports to and transfers
(in-country) within Hong Kong of items subject to
the EAR.
“Hong Kong will be treated the same as China
under the EAR except in certain circum-stances that
do not provide preferential treatment. The references
to Hong Kong that remain in the EAR support U.S.
national security and foreign policy objectives and
recognize certain differences that remain in how
trade is processed within and through Hong Kong,”
the latest notice said.
China’s new security measures increase “the risk
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sensitive U.S. technology and items will be diverted
to unauthorized end uses and end users in China,”
it added.
Census Rules Left Unchanged
Six days later, Census clarified that the BIS
changes do not affect Census’ ultimate consignee;
country of destination; and intermediate consignee
reporting requirements of the Electronic Export Filing
(EEI) in the Automated Export System (AES).
“Additionally, this rule does not change Appendix C of the AES Trade Interface Requirements
(AESTIR), where Hong Kong is denoted by the International Standards Organization (ISO) Country Code
‘HK,’” the agency said.
“If the goods are destined to Hong Kong and
received by an ultimate consignee located in Hong
Kong, then you must still report Hong Kong (HK) as
the country of destination and the ultimate consignee
country, respectively. Another example would be if
the goods are routed to an intermediate consignee
located in Hong Kong, then you report Hong Kong
(HK) as the intermediate consignee country,” Census
added.

BIS Publishes List of Chinese,
Russian Military End-Users
Eight months after a rule tightening export controls on Military End-Users (MEUs) in China, Russia
and Venezuela, the Bureau of Industry and Security
(BIS) Dec. 23, 2020, created the MEU list and published the first tranche of 102 entities: 57 in China
and 45 in Russia, including some familiar names (see
box, page 13). The agency reserved the right to add
Venezuelan entities in the future.
In October, BIS revised the license review policy
for items controlled for national security reasons destined to those three countries, providing more specific considerations the agency will take into account
when making licensing decisions (see The Export
Practitioner, November 2020, page 15).
In June, BIS posted dozens of Frequently Asked
Questions (FAQs) about the final MEU rule it announced in April, including guidance on specific reg-

EXPORT CONTROLS
ulatory changes, definitions and the license review
policy. Most of the MEU rule went into effect in June.
“The existing ‘military end-use’ and ‘military
end user’ controls under the EAR, including BIS’s authority to inform the public of a license requirement
for an item due to an unacceptable risk of diversion
to a ‘military end user’ via amendment to the EAR,
are essential for protecting U.S. national security interests,” the Federal Register notice said.
“However, the establishment of the MEU List
does not imply that other parties, not included on
the list, are not subject to the ‘military end-use’ and
‘military end user’ controls under the EAR,” it added.
Chinese Officials Condemn Move
China’s Ministry of Commerce (MOFCOM) denounced the move and said it would “take necessary
measures to resolutely safeguard the legitimate rights
and interests of Chinese enterprises,” a MOFCOM
spokesperson said in a statement.
“The U.S. once again used so-called national security as an excuse to use national power to suppress
foreign companies including Chinese companies,
seriously violating the principles of fair competition
and international economic and trade rules, disrupting normal international economic and trade cooperation, and exacerbating foreign investors’ concerns
about the U.S. business environment,” it added.
The list of Russian entities included Russia’s
main arms export entity Rosoboronexport OJSC,
which Treasury’s Office of Foreign Assets Control
(OFAC) first designated in April 2018, Rostec (Russian Technologies State Corporation), and Sukhoi
Aviation. Most recently, State and Commerce blocked
exports to Turkey due to its deals with Rosoboronexport (see related story, page 11).
TTI Electronics Asia PTE Hong Kong Ltd (TTI
HK), a subsidiary of U.S.-based TTI, Inc., was listed
on the draft rule but was removed prior to the final
rule’s publication. “Our customers, suppliers, and all
business partners can rest assured that TTI and our
affiliates globally are fully compliant with all laws
and regulations in the locations where we do business, including all U.S. export control requirements,”
the company said in a statement.

First List of Military End Users
China
* Academy of Aerospace Solid Propulsion Technology
(AASPT)
* The following eight subordinate institutions of Aero-Engine Company of China (AECC): AECC Aero
Science & Technology Co. Ltd.; AECC Aviation Power Co. Ltd.; AECC Beijing Institute of Aeronautical.
Materials; AECC China Gas Turbine Establishment;
AECC Commercial Aircraft Engine Co. Ltd.; AECC
Harbin Dongan Engine Co., Ltd.; AECC Shenyang
Liming Aero Engine Co., Ltd.; and AECC South Industry Company Limited
* Anhui Yingliu Hangyuan Power
* The following seven subordinate institutions of Aviation Industry Corporation of China (AVIC): AVIC
Aircraft Co. Ltd.; AVIC Chengdu Aircraft Industrial
(GROUP) Co., Ltd.; AVIC Flight Automatic Control
Research Institute (FACRI); AVIC General Aircraft
Huanan Industry Co. Ltd.; AVIC General Aircraft
Zhejiang Institute Co., Ltd.; AVIC International
Holding Corporation; AVIC Leihua Electronic Technology Research Institute (LETRI)
* Baimtec Material Co., Ltd.
* Beijing Aero Lever Precision Ltd.
* Beijing Ander Tech. Co., Ltd.
* Beijing Guang Ming Electronics Co., Ltd.
* Beijing Siyuan Electronic Co., Ltd.
* CAST Xi’an Spaceflight Engine Factory
* Chengdu Holy Aviation Science & Tech
* China Aviation Ind. Std. Parts
* CSSC Xijiang Shipbuilding Co., Ltd.
* Elink Electronic Technology Co. Ltd.
* Fly Raise International Limited
* Fuhua Precision Man. Co.
* Government Flying Service
* Guangzhou Hangxin Aviation Technology Co., Ltd.
* Guizhou Aviation Tech. Dev. Nat.
* Guizhou Liyang Intl Manufacturing Co Ltd.
* Hafei Aviation Industry Co., Ltd. (HAFEI)
* Hangzhou Bearing Test & Research Center Co., Ltd.
* Harbin General Aircraft Industry Co., Ltd.
* Henan Aerospace Precision Mach
* Hunan South General Aviation Engine Co., Ltd.
* Hutchison Optel Telecom Technology Co., Ltd.
* Jiangsu Meilong Aviation Components Co.
* Jiatai Aircraft Equipment Co., Ltd.
* Jincheng Group Imp & Exp. Co. Ltd.
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Laboratory of Toxicant Analysis, Institute of Pharmacology and Toxicology
Molecular Devices Shanghai Corporation
Nanjing Engineering Institute of Aircraft Systems
(NEIAS)
National Satellite Meteorological Bureau
Second Institute of Oceanography, Ministry of Natural Resources
Shaanxi Aero Electric Co., Ltd.
Shaanxi Aircaft Industry Co Ltd.
Shanghai Aerospace Equip. Man.
Shanghai Aircraft Design and Research Institute
Shanghai Aircraft Manufacturing Co. Ltd. (SAMC)
Shanghai Tianlang Electronic Science Co., Ltd.
Shenyang Academy of Instrumentation Science Co.,
Ltd.
Shenyang Aircraft Corporation
Shenyang Xizi Aviation Industry Co., Ltd.
Sichuan Hangte Aviation Tech. Co., Ltd.
Star Tech Aviation Co., Ltd.
Sumec Instruments Equipment Co. Ltd.
Suzhou Eric Mechanics and Electronics Co. Ltd.
Wuxi Hyatech Co., Ltd.
Wuxi Paike New Mat. Tech. Co., Ltd.
Wuxi Turbine Blade Co. Ltd.
Xac Group Aviation Electronics Import & Export Co.
Ltd.
XAIC Tech (Xi’an) Industrial Co., Ltd.
Xian Aero-Engine Controls Co., Ltd.
Xian Aircraft Industrial Company Limited
Xi’an Xae Flying Aviation Manufacturing Technology Co., Ltd.
Xian Xr Aero- Components Co. Ltd.
Yibin Sanjiang Machine Co., Ltd.
Zhejiang Perfect New Material Co., Ltd.

Russia
* Admiralty Shipyard JSC
* Aleksandrov Scientific Research Technological Institute NITI
* Argut OOO
* Communication center of the Ministry of Defense
* Federal Research Center Boreskov Institute of Catalysis
* Federal State Budgetary Enterprise of the Administration of the President of Russia
* Federal State Budgetary Enterprise Special Flight
Unit Rossiya of the Administration of the President
of Russia
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Federal State Unitary Enterprise Dukhov Automatics Research Institute (VNIIA)
Foreign Intelligence Service (SVR)
Forensic Center of Nizhniy Novgorod Region Main
Directorate of the Ministry of Interior Affairs
Irkut Corporation
Irkut Research and Production Corporation Public
Joint Stock Company
Joint Stock Company Scientific Research Institute of
Computing Machinery
JSC Central Research Institute of Machine Building
(JSC TsNIIMash)
JSC Rocket and Space Centre – Progress
Kamensk-Uralsky Metallurgical Works J.S. Co.
Kazan Helicopter Plant PJSC
Komsomolsk-na-Amur Aviation Production Organization (KNAAPO)
Korporatsiya Vsmpo Avisma OAO
Ministry of Defence RF
Molot Oruzhie
NPO High Precision Systems JSC
NPO Splav JSC
OJSC
PJSC Beriev Aircraft Company
PJSC Irkut Corporation
PJSC Kazan Helicopters
POLYUS Research Institute of M.F. Stelmakh Joint
Stock Company
Promtech-Dubna, JSC
Public Joint Stock Company United Aircraft Corporation
Radiotechnical and Information Systems (RTI) Concern
Rapart Services LLC
Rosoboronexport OJSC (ROE)
Rostec (Russian Technologies State Corporation)
Rostekh – Azimuth
Russian Aircraft Corporation MiG
Russian Helicopters JSC
Sukhoi Aviation JSC
Sukhoi Civil Aircraft
Tactical Missiles Corporation JSC
Tupolev JSC
UEC-Saturn
United Aircraft Corporation
United Engine Corporation
United Instrument Manufacturing Corporation

TRADE SANCTIONS
OFAC Clarifies Guidance
on Iran Financial Sanctions
Treasury’s Office of Foreign Assets Control
(OFAC) Dec. 7, 2020, revised guidance on sanctions
against the Iranian financial sector, posting two new
Frequently Asked Questions (FAQs) on how OFAC
will treat transactions related to official activities of
international organizations and those related to Iran’s
participation in legal proceedings, including administrative, judicial, arbitral proceedings, and proceedings before international courts and tribunals.
In October, the administration designated 18
Iranian banks, including 16 for operating in Iran’s
financial sector, one (Islamic Regional Cooperation
Bank) for being owned or controlled by a sanctioned
Iranian bank, and Hekmat Iranian Bank, an Iranian
military- affiliated bank.
At the same time, Treasury issued General License (GL) L authorizing certain transactions involving Iranian financial institutions (see The Export
Practitioner, November 2020, page 18).
The Iranian Transactions and Sanctions Regulations (ITSR) authorizes transactions for the official
business of certain international organizations, including the United Nations and its specialized agencies, programs, funds and related organizations,
including the World Bank Group, the International
Monetary Fund, the International Atomic Energy
Agency, the International Labor Organization, and
the World Health Organization, one FAQ noted.
GL L also authorized certain transactions and activities relating to the initiation and conduct of legal
proceedings authorized or otherwise permitted under the ITSR, such as those related to the defense of
individuals in legal proceedings in Iran brought by
the Iranian government, including any arrest, investigation, prosecution, or detention, OFAC wrote.
“Such permissible transactions and activities
may include reasonable and customary payments for
the provision of legal services, bail and/or bond payments, judicial costs and fees, costs for the production of documents and appearances of witnesses, and
payment of experts,” another FAQ said.

In contrast, unless permitted by GL L, “payments made to Iran involving blocked Iranian persons — including the Government of Iran, including
any political subdivision, agency, or instrumentality
thereof — in connection with awards, orders, decisions, or settlement of claims may be subject to sanctions. OFAC will assess such transactions on a caseby-case basis,” the agency noted.

Agencies Restrict Cuban
Military Financial Firms
Treasury’s Office of Foreign Assets Control
(OFAC) Dec. 21, 2020, designated three Cuban entities -- Cuban financial company Financiera Cimex
S.A. (Fincimex), Kave Coffee, S.A., and their parent
Grupo de Administración Empresarial S.A. (GAESA)
– that “use their Panamanian incorporation to subvert international trade restrictions,” the agency said.
GAESA is a “Cuban military-controlled umbrella
enterprise with interests in the tourism, financial investment, import/export, and remittance sectors of
Cuba’s economy.” OFAC noted.
OFAC in October removed Cuba’s military-run
entities, which include Fincimex, from the family
remittance process, which triggered two Democratic
lawmakers and advocacy groups to urge the administration to reverse the restrictions (see The Export
Practitioner, December 2020, page 13).
Ten days after the OFAC listing, State Jan. 1 added Banco Financiero International S.A. (BFI), a Cuban military-controlled commercial bank to the Cuba
Restricted List (CRL). GAESA and Fincimex were already on the CRL.
“The Cuban military uses BFI’s key role in foreign exchange to give military and state companies
preferential access, secure advantageous exchange
rates, and finance government-controlled projects
that enrich the regime,” Secretary of State Pompeo
said in a statement.
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Ex-Im Board Approves New
Targeted Content Policy
Continuing the administration’s focus on China
and emerging technologies, the Export-Import Bank
(Ex-Im) board Dec. 17, 2020, approved a targeted
content policy to take on China and its trading partners. The new policy reduces the amount of allowed
U.S. content to 51 percent, a change from current
policy that stipulates an 85 percent requirement.
Under the policy, projects or procurements involving 10 “transformational export sectors” and associated services will qualify for Ex-Im full financing
if the proposed transaction meets a 51 percent U.S.
content threshold, at which point Ex-Im may support
up to 85 percent of the value of all eligible goods and
services in the U.S. export contract.
Five days later, the Ex-Im board unanimously
voted to modernize the bank’s credit risk appetite to
permit the agency to provide financing in support of
U.S. exports to more foreign markets.
“As a result, it will enhance the ability of U.S.
businesses and workers—many of whom are struggling as a result of the headwinds of COVID-19—to
compete for sales in additional countries and on
terms competitive with those being offered by China
and other foreign export credit agencies around the
world,” the bank said in a statement.
Content Policy Covers AI,
Renewable Energy
The ten sectors include: artificial intelligence;
biotechnology; biomedical sciences; wireless communications equipment (including 5G); quantum
computing; renewable energy; semiconductor and
semiconductor machinery manufacturing; emerging
financial technologies; water treatment and sanitation; and high-performance computing.
In addition, Ex-Im may approve financing for an
export under the 51 percent threshold if certain requirements are met. The proposed transaction must
“advance the comparative leadership” of the U.S.
with respect to China, Ex-Im said. In addition, the
U.S. exporter must plan to expand U.S.-based jobs in
the next three-to-five years, the bank added.
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“Of note, with the goal of fostering greater U.S.
employment, for transactions with higher percentages of U.S. content, Ex-Im will seek to provide more
favorable terms and conditions than those with lower
percentages of U.S. content; this may include adjustments to term, premia, shipping costs, commitment
fees, etc,” it added.
“In addition, content in a proposed offering that
is of Chinese origin shall be presumptively ineligible
for Ex-Im financing support,” the bank said.
At the board meeting, Commerce Secretary Wilbur Ross highlighted trading partners’ content policies. Germany requires 51 percent domestic content
but can approve exceptions; the United Kingdom requires only 20 percent; and Canada requires zero percent provided that the transaction benefits Canada,”
he said.
New Risk Appetite Allows Full
Consideration of Merits
“Ex-Ims new credit risk appetite approved yesterday replaces a policy that prevented Ex-Im from
financing exports to select countries without full consideration of the merits of a particular transaction,”
the bank said.
Risk assessments are “done on a governmentwide basis within the Interagency Country Risk Assessment System (ICRAS), an interagency working
group chaired by the Office of Management and Budget that risk rates a country’s willingness and ability
to repay its debt,” the bank said. “The new approved
credit risk appetite represents a revision in its nexus
with the risk ratings,” it added.
“With respect to future potential transactions
presented to the Ex-Im Board of Directors for consideration as a result of this new policy, the Board continues to have the final determination as to whether
they meet the Charter mandate of ‘reasonable assurance of repayment,’” the bank said.
“The revision of Ex-Im’s credit risk appetite will
bolster its ability to compete with export credit agencies around the world, while keeping in place adequate protections for U.S. taxpayers against risk of
loss,” said Ex-Im Chief Risk Officer Kenneth Tinsley.

POLICY BRIEFS
END NOTES
WASSENAAR: Bureau of Industry and Security (BIS)
Dec. 4, 2020, published corrections to September rule
implementing changes made at Wassenaar Arrangement’s (WA) annual plenary in December 2018 (see
The Export Practitioner, October 2020, page 14). Corrections update “unintentionally introduced errors”
in Export Control Classification Numbers (ECCNs)
3A001, 3A002, 3A991, 5A002, 7A005 and 9E003, Federal Register notice said…. December 2020 plenary
and all other 2020 meetings were canceled due to
COVID restrictions. “Control Lists adopted by the
December 2019 Plenary will remain in force and discussions on possible updates will continue based on
proposals submitted in 2020 and 2021,” chair said in
statement Dec. 17.
TIKTOK: Administration Dec. 28 appealed D.C. U.S.
District Court judge’s preliminary injunction against
Tiktok ban. Commerce halted any action in November, referring to court decision, as deadline to avoid
all-out ban came and went (see The Export Practitioner, December 2020, page 16). D.C. appeals court
heard arguments on separate ruling two weeks earlier. At press time Jan. 5, president issued executive
order (EO) banning transactions with eight other
Chinese-connected software applications: Alipay,
CamScanner, QQ Wallet, SHAREit, Tencent QQ,
VMate, WeChat Pay and WPS Office.
IRAN: Treasury’s Office of Foreign Assets Control
(OFAC) Dec. 16 designated four entities in China
and United Arab Emirates for facilitating export of
Iranian petrochemical products by Hong Kong-based
broker Triliance Petrochemical, entity designated by
Treasury in January 2020. “Companies have provided
Triliance with critical shipping services or conducted
financial transactions on behalf of the company, enabling Triliance to continue brokering and moving
Iranian petrochemical exports,” agency said. OFAC in
October designated eight entities in Iran, China and
Singapore for their involvement in sale and purchase
of Iranian petrochemical products brokered by Triliance (see The Export Practitioner, November 2020,
page 18).

MORE IRAN: OFAC Dec. 3 designated Shahid Meisami Group and its director Mehran Babri for involvement in in Iran’s chemical weapons research as
subordinate to Iran’s Organization of Defensive Innovation and Research (SPND). Shahid Meisami Group
“has been responsible for numerous SPND projects,
the cost of which totaled in the millions of U.S. dollars,” agency said. OFAC and State designated 14 other individuals and 17 entities connected to SPND in
March 2019 (see The Export Practitioner, April 2019,
page 18).
HUAWEI: Sen. Marco Rubio (R-Fla.) Dec. 17 sent
letter to Commerce Secretary Wilbur Ross requesting information concerning Chinese firm Huawei’s
orders of semiconductors from U.S. companies even
after BIS’ recent actions. “It has been brought to my
attention that Huawei is ordering semiconductors
from certain U.S.-based chip companies, or through
others stockpiling them, with the intent to ship them
in the event that those companies are granted individual export licenses (IVLs), or if Huawei is removed from the Entity List,” he wrote. In August, BIS
added 38 more affiliates to its Entity List, broadened
controls under foreign direct product (FDP) rule and
expanded controls on blocked firms (see The Export
Practitioner, September 2020, page 4).
CUBA: Potatoes USA sent first shipment of U.S. seed
potatoes to Cuba using USDA Market Access Program
(MAP) funds, organization announced Dec. 9. “The
mixed load of 10 different varieties will be utilized
in trials conducted by the Ministry of Agriculture in
Cuba,” it said. Mammoth 2018 Farm Bill (H.R. 2) included amendment that would allow farmers to use
trade promotion funds to finance certain agricultural
exports to Cuba (see The Export Practitioner, January
2019, page 21).
RUSSIA: OFAC Dec. 23 issued general licenses (GLs)
13P and 15J, extending previous GLs that expanded sanctions relief for Russian conglomerate GAZ
Group. Specifically, OFAC extended GL expiration
date to Jan. 26, 2022.
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VENEZUELA: OFAC Dec. 23 issued GL 5F delaying
effectiveness until July 21, 2021, of authorization of
licenses applicable to holders of Petroleos de Venezuela, S.A. (PdVSA) 2020 8.5 percent bond.
NICARAGUA: OFAC Dec. 21 designated three Nicaraguan government officials, including vice president
of Nicaraguan Supreme Court of Justice; deputy of
National Assembly; and chief of Nicaraguan National
Police in “effort to target government officials that
continue to assist the Ortega regime’s effort to undermine Nicaragua’s democracy,” agency said. In
October, OFAC designated Nicaraguan financial institution Cooperativa De Ahorro Y Credito Caja Rural
Nacional RL (Caruna), attorney general and secretary of the presidency (see The Export Practitioner,
November 2020, page 21).
SUDAN: U.S. Dec. 14 formally rescinded Sudan’s
designation as State Sponsor of Terrorism. “This
achievement was made possible by the efforts of Sudan’s civilian-led transitional government to chart a
bold new course away from the legacy of the Bashir
regime and, in particular, to meet the statutory and
policy criteria for rescission,” Secretary of State Mike
Pompeo said in statement. Department laid out six
key areas of mutual concern after bilateral meeting
in November 2018 (see The Export Practitioner, December 2018, page 22). Key areas include: counterterrorism cooperation; human rights protections and
practices, including freedoms of religion and press;
humanitarian access; ceasing internal hostilities and

creating more conducive environment for progress in
Sudan’s peace process; taking steps to address certain outstanding terrorism-related claims, and adhering to UN Security Council resolutions on North Korea. Sen. Jim Risch (R-Idaho) called Sudan’s removal
“major milestone in its fragile democratic transition”
in statement. “Sudan should also remain focused
on implementing vital economic and government
reforms, and restoring its international standing,
including through normalizing relations with Israel
and debt relief,” Risch noted.
TELEWORK: State’s Directorate of Defense Trade
Controls (DDTC) Dec. 11 extended temporary and
retroactive changes to its compliance procedures to
allow continued telework operations until June 30,
2021. Second extension is “necessary to provide
time for DDTC to consider a permanent revision to
the ITAR provisions relating to remote work,” notice said. Agency first extended procedures in July
through end of 2020 (see The Export Practitioner, August 2020, page 16).
NORTH KOREA: OFAC Dec. 8 designated six Chinese, Hong Kong and Vietnamese shipping firms and
identified four vessels -- Calm Bridge, Asia Bridge,
Lucky Star and Star 18 -- related to transport of North
Korean coal. “All four vessels loaded coal directly
from North Korean ports and transported their cargo
throughout the region. For many of the vessels, this
activity dates back several years,” agency said.
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