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New Cabinet Members Commit to
Review Export Policy, Sanctions
Export control nerds and loyal readers were thrilled
job, should I be confirmed, is to increase the competitiveness
when Commerce Secretary nominee Gina Raimondo menfor the American worker and companies, especially small
tioned the Entity List, specifically Huawei’s place on it, at her
businesses,” Raimondo added.
Senate Commerce Committee confirmation hearing Jan. 26,
She noted that “President Biden has said we will step
2021. Raimondo would comback and have a whole of
mit nothing on the subject,
government approach as it
except to review the policy.
relates to the threat of Chi“President
Biden
has
said
we
will
In a flurry of Cabinetna, and of course I would
level confirmation hearings
play my role on that team.”
step back and have a whole of
a week before, two of PresiThe administration needs to
government approach as it relates
dent Biden’s other nominees
“take aggressive trade ento
the
threat
of
China.”
addressed hot-button foreign
forcement actions to combat
policy issues, including sancunfair trade practices from
tions, Cuba, Venezuela and
China and other nations that
the Joint Comprehensive Plan of Action (JCPOA), or the Iran
undercut American manufacturing,” Raimondo said in her
nuclear deal.
opening statement.
While Treasury Secretary Janet Yellen and Secretary of
The same day, the United Steelworkers (USW) endorsed
State Antony Blinken made no promises, both are seasoned
Raimondo’s nomination, specifically quoting her opening
experts who expressed their willingness to at least consult
statement. “We look forward to working with her as she enwith lawmakers.
deavors to grow our economy and ensure workers share in
Senate approved Blinken’s nomination Jan. 26 in a 78this economic renewal,” USW International President Thom22 vote. The day before, the chamber approved Yellen in an
as Conway wrote in a letter to senators.
84-15 vote, after the Senate Finance Committee Jan. 22 unanimously approved her nomination. In addition, the Senate
Treasury, State Will Revisit
Commerce Committee Feb. 3 advanced Raimondo’s nominaSanctions, Iran Deal
tion in a 21-3 vote.
On sanctions, Yellen told the Senate Finance Committee:
Raimondo Addresses China Policy
“Sanctions are critically important tools to address cybersecurity and other threats. You can be sure that I will be focused
On whether the Biden administration will keep Huawei
on making sure that they are used strategically and approprion the Entity List, Raimondo responded, “I will commit that
ately. I intend to ask my deputy [Adewale Adeyemo], if he is
should I be confirmed, I will review the policy, consult with
confirmed, to quickly begin a review of our sanctions policy
you, consult with industry, consult with our allies, and make
to make sure we are doing this in a strategic way and the
an assessment as to what is best for American national and
most effective way we can.”
economic security.”
Separately, the White House Jan. 21 directed agencies
“Whether it is the Entity Lists or tariffs or countervailto “promptly review existing United States and multilateral
ing duties, I intend to use all those tools to the fullest extent
financial and economic sanctions to evaluate whether they
possible to level the playing field for the American worker. I
are unduly hindering responses to the COVID-19 pandembelieve in free trade but fair trade. America can compete if the
ic, and provide recommendations to the President, through
rules are fair and the playing field is level, and I believe my
the APNSA [Assistant to the President for National Security
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Affairs] and the COVID-19 Response Coordinator, for any
next day,” Blinken added.
changes in approach.”
President Biden Jan. 17 nominated Wendy Sherman,
At the Senate Foreign Relations Committee hearing the
one of the main negotiators of the Iran deal, to be Blinken’s
same day, Blinken responded to Sen. Marco Rubio’s (R-Fla.)
deputy, as a signal of the administration’s interest in returnquestions, specifically on current Cuba policy that prohibing to the deal.
its financial transactions with companies that are controlled
Iranian President Rouhani told a cabinet meeting Jan.
by the Cuban military. “I’d welcome an opportunity if con20: “We are ready. If the other side acts honestly and returns
firmed, actually talk to you about that. And by the way, about
to the law and obligations, the problems will be solved very
our approach to Cuba more broadly,” he said.
quickly and there would be no legal complexities.”
“I would propose to review that very, very quickly. In
“The ball is in the court of the United States and Washterms of the objectives that you cite, that makes very, very
ington. If they fulfil their commitments, we will do the same,”
good sense to me. I think
he added.
the question is, and I don’t
More than 70 nuclear
know enough to form a full
nonproliferation
specialists,
Blinken responded to questions
judgment as to whether it is,
including from the Carnegie
on current policy that prohibits
in fact, achieving those obEndowment for International
financial
transactions
with
jectives. And are there any
Peace, Ploughshares Fund,
other costs or consequences
Union of Concerned Sciencompanies controlled by the
that we might want to look
tists and Arms Control AssoCuban military.
at,” Blinken added.
ciation, urged Biden to reenBlinken similarly adter the JCPOA.
dressed current U.S. policy on Venezuela. “One of the things
“Almost all the violations reported to date are reversible.
I would really welcome doing, if confirmed, is to come and
There is a short window of opportunity following inauguratalk some of that with you and with others on this Comtion day for coordinated diplomatic action to fully restore the
mittee, because we need an effective policy that can restore
JCPOA’s restrictions on Iran’s nuclear program and begin to
Venezuela to democracy, starting with free and fair elections,
deliver on the economic and civil nuclear cooperation benand how can we best advance that ball,” he said.
efits for Tehran envisioned by the accord,” the experts wrote
“I think there’s some things that we can look at, parJan. 12. Biden campaigned on rejoining the deal, from which
ticularly better, stronger coordination, cooperation with likeprevious White House withdrew in May 2018 (see The Export
minded countries. Maybe we need to look at how we more efPractitioner, December 2020, page 4).
fectively target the sanctions that we have so that regime enablers really feel the pain of those sanctions,” Blinken added.
Industry Welcomes

Commerce Nominations
JCPOA Back on Table
On the JCPOA, Blinken said, “What [President Biden]
has said on that is that if Iran returns to compliance with the
JCPOA, we would do the same thing and then use that as a
platform working with allies and partners to build a longer
and stronger agreement to also capture some of the other
issues that need to be dealt with, with regard to missiles,
with regard to Iran’s activities in destabilizing activities in
the region.”
“I think we are some ways from even that. There’s a lot
Iran would need to do to come back into compliance. We
would then have to evaluate whether it has actually done so.
I don't think it’s anything that’s happening tomorrow or the

Diverse industry groups praised President Joe Biden’s
picks of Rhode Island Governor Raimondo and longtime advisor Don Graves as deputy Commerce secretary. While neither nominee has specific records on trade policy, they have
backgrounds in business and sustainability that could help
relations with industry and environmental groups.
For her part, Raimondo signed a 2015 letter from 26 governors to congressional leadership in support of long-term reauthorization of the Export-Import Bank. Prior to her tenure
as governor, Raimondo helped found the first venture capital
firm in Rhode Island, Point Judith Capital, and served for four
years as the state’s general treasurer.
“Raimondo has expanded clean energy jobs and put
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Rhode Island on a path to achieving 100 percent renewable
Industry groups with business interests at Commerce
energy. She will be a key player in helping position the Unitwelcomed the nominations. “Raimondo’s extensive experied States as an exporter of 21st century products and leader
ence as a distinguished public official, successful businessin the clean energy economy,” according to her bio on the
woman, and advocate for government-industry collaboration
Biden-Harris transition website.
will serve her well as the next Secretary of Commerce,” InforGraves served in multimation Technology Industry
ple roles in the Obama-Biden
Council (ITI) President and
“Our industry looks forward to
administration, including on
CEO Jason Oxman said in a
the President’s Council on
statement.
working together on pressing
Jobs and Competitiveness
“Our industry looks forissues
including
broadband,
and at Treasury. He is also
ward to working together
industry standards, supply chain
the former director of pubon pressing issues including
lic policy for the Business
broadband, industry stansecurity, and trade.”
Roundtable. Prior to his role
dards, supply chain security,
on the Biden-Harris transiand trade to promote U.S.
tion, Graves was head of corporate responsibility & commuleadership and innovation around the world,” he added.
nity relations at KeyBank, leading the bank’s sustainability
“We look forward to working with Governor Raimondo
work.
on a variety of important issues facing the U.S. aluminum in“I come from a long line of small business owners, industry. Given her work in Rhode Island and as a former chair
cluding one who owned and operated the only African-Amerof the Democratic Governors Association, Gov. Raimondo has
ican-owned hotel in the mid-to-late 1800s, just four short
cultivated a strong relationship with the business communiblocks from where the Commerce Department sits today,”
ty, including manufacturers,” Tom Dobbins, president & CEO
Graves said during the announcement ceremony Jan. 8.
of the Aluminum Association, said.
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FOCUS ON ENFORCEMENT
Malaysians Plead Guilty
to Illegal Firearm Exports
Two Malaysian nationals pleaded guilty Jan. 22,
2021, in Boston U.S. District Court to conspiring to
violate Arms Export Control Act (AECA) for the illegal exports of firearm parts, including gun barrels,
a firing pin and a gun sight, to Hong Kong in 2018.
Lionel Chan of Brighton, Mass., and Muhammad
Mohd Radzi of Brooklyn were indicted in February
2019 (see The Export Practitioner, March 2019, page
12). The parts were classified under U.S. Munitions
List (USML) Category I. Sentencing is set for May 28.
“In order to ensure that the parts would not be
discovered by law enforcement, Chan and Radzi concealed the parts inside of each package and falsely
described the items in shipping documents,” the indictment noted.
For one shipment in March 2018, Chan “falsely
described the contents of the package on the shipping label as ‘Go Pro Mounts,’ ‘Optical Frame Assembly,’ ‘CNC Mold Assembly Sample,’ ‘Aluminum spacers in 10” and 12” diameters,’ ‘Metallic roof shades’
and ‘Pipe supporting bushings,’” it added.

French Bank Pays $8.5 Million
to Settle Sanctions Charges
French bank Union de Banques Arabes et Françaises (UBAF) agreed Jan. 4, 2021 to pay Treasury’s
Office of Foreign Assets Control (OFAC) a $8,572,500
civil penalty to settle 127 charges of violating Syria-related sanctions between August 2011 and April
2013.
“UBAF operated U.S. dollar (USD) accounts on
behalf of sanctioned Syrian financial institutions and
indirectly conducted USD business on behalf of these
institutions through the U.S. financial system,” the
agency said.
“The majority of the Apparent Violations involved UBAF’s processing of internal transfers on
behalf of Syrian entities that were followed by corresponding funds transfers through a U.S. bank. The
remaining Apparent Violations were either “backto-back” letter of credit transactions or other trade

finance transactions involving sanctioned parties, all
of which were processed through a U.S. bank,” OFAC
added.
“For 45 of the 114 internal transfers, UBAF processed a USD transfer between two of its clients—
one sanctioned Syrian entity and one non-sanctioned
client—on UBAF’s own books. UBAF then processed
one or more USD transfers on behalf of the nonsanctioned client that cleared through a U.S. bank
and whose transaction dates and amounts correlated
closely to the related internal transfers reflected on
UBAF’s books,” the agency said.
For the remaining internal transfers, “UBAF conducted a foreign exchange (FX) transaction with a
sanctioned Syrian customer on UBAF’s books, debiting an account in one currency and crediting the
same sanctioned customer’s account in another currency,” it said.
“UBAF then conducted a U.S.-cleared FX transaction with a non-sanctioned third party that correlated closely with the original FX transaction involving the sanctioned customer,” OFAC added.
The bank voluntarily self-disclosed the apparent violations. “The bank’s participation in those
transactions was based upon an erroneous historical understanding of the scope of U.S. prohibitions
on U.S. dollar transactions indirectly involving U.S.sanctioned parties that clear through the U.S. financial system,” UBAF said in a statement.

Deutsche Bank Resolves
More Bribery Charges
Global financial firm Deutsche Bank agreed Jan.
8, 2021, to pay the Securities and Exchange Commission (SEC) and Justice more than $120 million to settle charges that it violated the Foreign Corrupt Practices Act (FCPA) by engaging foreign officials, their
relatives and associates as third-party intermediaries,
business development consultants (BDCs), and finders to obtain and retain global business.
In August 2019, Deutsche Bank agreed to pay the
SEC more than $16 million to settle charges that it
violated the FCPA by hiring relatives of foreign government officials in the Asia-Pacific region and Rus-
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sia to obtain or retain business (see The Export Practitioner, September 2019, page 8).
From 2009 through 2016, hundreds of BDCs were
used, and “their use was approved by past members
of Deutsche Bank’s senior management and various
regional committees,” the latest SEC order noted.

FCPA violations included: “falsely
concealing bribes paid to a client’s
decisionmaker in Saudi Arabia.”
“Among those engaged were foreign officials,
their relatives and associates in circumstances where
bribery risks were neither assessed nor sufficient
steps taken to mitigate bribery risks posed by such
engagements,” it added.
During this period, approximately $7 million in
payments to BDCs were improperly booked as legitimate expenses, and Deutsche Bank was unjustly enriched by approximately $35 million, the SEC said.
Bank Cooperated with Investigation
The bank agreed to pay a $79.5 million total
criminal penalty under a three-year deferred prosecution agreement (DPA) with Justice and $43.3 million
to the SEC in disgorgement and prejudgment interest.
Deutsche Bank did not voluntarily and timely selfdisclose the conduct, but it did receive full credit for
its cooperation with the FCPA investigation, the DPA
noted.
FCPA violations included: “falsely concealing
bribes paid to a client’s decisionmaker in Saudi Arabia to retain that client’s business by recording the
payments as ‘referral fees’ paid to a BDC; and falsely
concealing millions of dollars of payments made to
an intermediary acting as a proxy for a foreign official in Abu Dhabi by recording the payments as
‘consultancy’ payments to a BDC,” according to the
statement of facts filed with the DPA.
“While we cannot comment on the specifics of
the resolutions, we take responsibility for these past
actions,” Deutsche Bank spokesperson Dan Hunter
wrote in an email to The Export Practitioner. “Our
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thorough internal investigations, and full cooperation with the DOJ and SEC investigations of these
matters, reflect our transparency and determination
to put these matters firmly in the past,” he added.

Chicago Shipping Firm
Settles Antiboycott Charges
Mediterranean Shipping Company (USA) Inc.
(Chicago) (MSC) agreed Jan. 13, 2021, to pay the Bureau of Industry and Security (BIS) a $81,000 civil
penalty to settle ten charges of violating antiboycott
regulations.
The company allegedly furnished information
about business relationships with boycotted countries or blacklisted persons and failed to report the
receipt of a request to engage in a restrictive trade
practice or foreign boycott against a country friendly
to the U.S. during transactions with Libya and Oman
from September 2015 through May 2018. MSC neither
admitted nor denied the allegations.
A bill of lading and two sea waybills included
this language: “We hereby certify that the vessel carrying these goods is not owned by Israel not by an Israeli subject and will not call at any of Israel’s ports.
We further certify that the above-named vessel is not
blacklisted by the Arabic countries.”
Another document asked for a “separate declaration signed by the shipping company or its agent:
We certify that the carrying vessel is allowed to enter
ports of Libya.”

False Information Draws
BIS Export Charges
Julian Demurjian of San Francisco and his company CIS Project agreed Jan. 27, 2021, to pay Bureau
of Industry and Security (BIS) a $540,000 civil penalty, of which $480,000 will be suspended for two
years, to settle seven violations of the Export Administration Regulations (EAR).
The charges are in connection with the submission of false or misleading information of the value
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of controlled telecommunications networking equipment destined for Russia between December 2014
and August 2015.
In one instance, “Demurjian and CIS Project
generated and provided to the freight forwarder an
invoice on CIS Project letterhead that falsely undervalued the items so that the stated value did not exceed $2,500, and thus did not appear to trigger an
EEI filing requirement,” the agency said.
Demurjian and his company “prepared and provided to the freight forwarder invoices that mispresented (vastly understated) the value of fiber switches and fiber accessories being exported,” the BIS
settlement noted. The items are listed on the Commerce Control List and controlled under Export Control Classification Numbers (ECCNs) 5A002, 5D002,
and 5A991, the agency said.
“The freight forwarder subsequently filed Electronic Export Information (EEI) containing the false
value information in the Automated Export System
(AES) for each of the six shipments,” it added.
“In sum, the sales documentation prepared by
the supplier of the items listed an actual total value
for the six transactions of approximately $574,000;
by contrast, the six false invoices and related EEI filings listed a total understated value of only approximately $57,000 for the six shipments,” the BIS settlement noted.

Indonesian Paper Company
Settles Sanctions Charges
Indonesian paper manufacturer PT Bukit Muria
Jaya (BMJ) agreed Jan. 14, 2021, to pay Treasury’s
Office of Foreign Assets Control (OFAC) a $1,016,000
civil penalty to settle 28 charges of violating North
Korea sanctions between March 2016 and May 2018.
At the same time, the firm agreed to pay a $1.6
million fine under an 18-month deferred prosecution
agreement (DPA) with Justice for conspiring to commit bank fraud in connection with the shipment of
products to North Korean customers.
“BMJ directed payments for these exports to its
U.S. dollar bank account at a non-U.S. bank, which
caused U.S. banks to clear wire transfers related to

these shipments, including shipments made to a
blocked North Korean person,” OFAC said. BMJ did
not voluntarily self-disclose the apparent violations.
“BMJ initially referenced DPRK entities on its
transactional documents, but at the request of its
customers certain BMJ sales employees later replaced
such references with the names of intermediaries located in third countries, including on invoices, packing lists, and bills of lading,” the agency said.
“After learning of its exposure to U.S. sanctions
laws and regulations, BMJ represented that it ceased
all dealings involving the DPRK and adopted a formal written sanctions policy and compliance procedures,” it added.
Firm Used Front Companies
“The defendant and co-conspirators used a nontransparent method of payment, namely, using front
companies, to conceal the involvement of North Korean entities, and in so doing deceiving financial institutions in the United States to process payments,”
according to the criminal information filed in D.C.
U.S. District Court.
In addition, the “defendant and co-conspirators
in some circumstances listed false end destinations
and customers on shipping documents in order to
conceal the true destinations and end users,” it said.
“Through a sophisticated and illegal multinational scheme, BMJ intentionally obfuscated the true
nature of its transactions in order to sell its wares
to North Korea,” said Assistant Attorney General for
National Security John Demers. “BMJ duped U.S.
banks into processing payments,” he added.

Miami Resident Sent to
Prison for Foreign Bribery
An Ecuadorian businessman living in Miami was
sentenced to 35 months in prison for his role in a
scheme to pay $4.4 million in bribes to officials of
Ecuador’s state-owned oil company, PetroEcuador.
Armengol Alfonso Cevallos Diaz (Cevallos) received the sentence Jan. 28, 2021, in Miami U.S. District Court, to be followed by three years’ supervised
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release. He pleaded guilty in January 2020 to conspiracy to violate the Foreign Corrupt Practices Act
(FCPA) and conspiracy to commit money laundering
(see The Export Practitioner, February 2020, page 10).
Between 2012 and 2015, Cevallos created a shell
company for the benefit of then-senior PetroEcuador official, Marcelo Reyes Lopez (Reyes); “opened
a bank account for the shell company; transferred
proceeds of the bribery scheme into that bank account; and used the proceeds of the bribery scheme
to purchase several Miami-area properties for Reyes
and another PetroEcuador official,” the Justice sentencing memo noted.
“The defendant also caused additional bribe payments to be transferred from PetroEcuador contractors to U.S. bank accounts for the benefit of PetroEcuador officials and facilitated the payment of bribes
through U.S. bank accounts for a third PetroEcuador
official,” the document added.
“The defendant was a driving force in collecting the bribes, and he created the framework through
which he and his co-defendant … concealed the
bribe payments for the benefit of PetroEcuador officials,” the sentencing memo said.
“Likewise, the defendant provided structure and
direction for the money laundering scheme, even if
he was not directly involved in all operational aspects of the transactions,” it added.

Iranian Nationals Sentenced
for Illegally Exporting Devices
Three Iranian nationals who live in Northern
California were sentenced in San Francisco U.S. District Court for illegally exporting manufacturing components and devices, including a micro drill press,
to Iran without a license from Treasury’s Office of
Foreign Assets Control (OFAC).
Hassan Ali Moshir-Fatemi was sentenced Feb.
2, 2021, to 12 months and one day in prison and a
$50,000 fine; Sadr Emad-Vaez was sentenced the day
before to 14 months in prison and a $500,000 fine;
Pouran Aazad was sentenced Jan. 29 to one-year probation and a $200,000 fine. They pleaded guilty in
May 2019.
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Emad-Vaez, Aazad and an Iranian company
agreed in July 2019 to pay $300,000 to settle a related Bureau of Industry and Security (BIS) charge of
conspiracy (see The Export Practitioner, August 2019,
page 7).
All three participated in the operation of Ghare
Sabz Company, aka GHS Technology, a large manufacturing corporation in Tehran. The micro-drill press
was designated EAR99 and worth $15,199.
The defendants allegedly acquired and engaged
in attempts to acquire components from manufacturers all over the world (including the U.S.), in order
to funnel them to GHS in Tehran. They also allegedly
used elaborate systems of international wire transfers
-- including through prohibited financial institutions
-- to fund the effort, the indictment noted.

Chinese National, Company
Face Electronics Export Charges
An indictment against Chinese national Cheng
Bo, aka Joe Cheng, was unsealed Jan. 22, 2021, in
D.C. U.S. District Court for his role in a conspiracy to
illegally export U.S. power amplifiers to China from
2012 to 2015.
Cheng and others “caused end user information
to be provided to U.S. Company 1 by falsely stating
that the controlled U.S. goods would be used for in
Hong Kong. This false information caused U.S. Company 1 to file false electronic export information,”
the indictment said.
Cheng and others “knew that in fact the goods
would be shipped from Hong Kong to China without
obtaining a license from [Commerce] and in violation of U.S. law,” it added.
At the same time Cheng’s employer, Avnet Asia
Pte. Ltd., a Singapore distributor of electronic components and software, agreed to pay a $1.5 million
penalty under a non-prosecution agreement (NPA)
with Justice.
Avnet Asia admitted that through the conduct
of two former employees, it conspired with certain
customers to violate export regulations from 2007
through 2009, and from 2013 through 2015, by causing U.S goods to be shipped to Iran without a license,
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and by causing export-controlled U.S. goods with potential military applications to be shipped to China
without a license, the NPA said.
Avnet Asia Settles BIS Charges
The firm also agreed to pay the Bureau of Industry and Security (BIS) a $3,229,000 civil penalty, of
which $1,508,000 shall be suspended for a period of
two years and then waived, to settle 53 export violations related to shipments to Iran and a blocked
entity in Hong Kong.
The items were valued at $173,054, classified
under Export Control Classification Number (ECCN)
3A001 and designated EAR99, “knowing or with reason to know that the items were ultimately destined
to Iran,” the BIS order noted.
“BIS also alleged that Avnet Asia ordered, sold,
forwarded and/or transferred electronic components
subject to the EAR to Wing Shing Computer Components Company (H.K.) Ltd., a party on the BIS Entity
List, without the required BIS licenses,” the agency
said.
“Avnet Asia knew or had reason to know that
Wing Shing was added to the Entity List, that export
licenses were required to export the items to Wing
Shing, and that no such export licenses had been obtained,” it added.
The conduct ceased when Commerce “alerted
Avnet Asia of information obtained in connection
with a BIS End Use Check in Hong Kong in June
2015,” the agency said.

Iranian Nationals Indicted
for Electrical Exports
An indictment against Arash Yousefi Jam and
Amin Yousefi Jam, Iranian nationals living in Canada, and Abdollah Momeni Roustani, an Iranian national believed to be living in Iran, was unsealed Jan.
12, 2021, in Detroit U.S. District Court.
The trio allegedly conspired to export nine electrical discharge boards, a CPU board, two servo mo-

tors, and two railroad crankshafts to Iran via the
United Arab Emirates (UAE) between January 2015
and February 2017 without the required licenses from
Treasury’s Office of Foreign Assets Control (OFAC).
Arash Jam was arrested by U.S. authorities in December 2020.

The defendants and the coconspirators
used third parties to arrange for payment
in U.S. currency, the indictment noted.
The defendants and the coconspirators used
third parties to arrange for payment in U.S. currency,
the indictment noted. They “intentionally concealed
from companies in the United States, specifically the
U.S. Companies and U.S. Shipping Companies 1 and
2, the true nature of the ultimate end use and true
identities of the ultimate end users of the goods, by
providing false and misleading information about the
ultimate end use and end users,” it added.
In one example, in May 2015, “U.S. Company 1
responded to Arash Jam, stating that ‘Spain is thinking these parts are being sent to Iran. We are not a
loud [sic] to sell to anyone in Iran or that is going to
sell the parts to someone in Iran. Span has received
this exact same order from other dealers in other
countries and they found out that these boards were
going to be sold to Iran,’” the indictment said.
In another, in September 2015, “Global Shipping
Company 2 emailed Amin Jam and told him that the
packing slip showed a final destination of Dubai,
and then asked for the shipping destination. On or
about that same day, Amin Jam responded, ‘This is
addressed to our company in Dubai… But final destination will be IKA (Imam Khomeini Airport.)’” in
Tehran, the indictment said.
“On or about that same day, Global Shipping
Company 2 responded to Amin Jam, stating that
they could ship the cargo to IKA in Iran, but that the
‘Shipper must provide copy of the OFAC license.’ On
or about that same day, Amin Jam responded ‘Alright. I will ask shipper to provide that,’” it added.
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BIS Loosens Controls on
Certain Commercial Drones
During the last week of the previous administration, the Bureau of Industry and Security (BIS) Jan.
12, 2021, revised its regulations to reflect the administration’s export policy on Unmanned Aerial Systems
(UAS) to allow transfers of certain slower systems on
a case-by-case basis, rather than the more stringent
“strong presumption of denial” the Missile Technology Control Regime (MTCR) currently requires.
After months of attempting to effect change at
multilateral regimes, the previous administration relaxed its UAS export policies in July (see The Export
Practitioner, August 2020, page 13). A group of security experts urged the Biden administration to reverse
this rule (see related story, page 16).

The agency estimated that “this licensing
review policy change will result in an
increase of 20 license applications.”
The new policies affect UAS with range and payload capability equal to or greater than 300 kilometers
(km)/500 kilograms (kg), the Federal Register notice
said. “BIS will review export and reexport license
applications involving UAS that fall within these parameters and a maximum true airspeed of less than
800 km/hour (hr) for export licensing review purposes on a case-by-case basis under the more flexible
review policy generally applied to MTCR Category II
items” under the Export Administration Regulations
(EAR), it noted.
“BIS will also review MT items for the design,
development, production, or use in such UAS on a
case-by-case basis,” the notice added. “This change
will strengthen U.S. national security by improving
the capabilities of U.S. partners and will increase
U.S. economic security by opening the expanding
UAS market to U.S. industry,” BIS said.
The agency estimated that “this licensing review
policy change will result in an increase of 20 license
applications submitted annually to BIS. This increase
is anticipated because certain exporters that previ-
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ously may have been deterred from applying for a
license as a result of the more restrictive license review policy in place prior to this rule may now be
motivated to apply for licenses under the new caseby-case license review policy,” it said.

Chinese Firms Join Military
End-User, Entity Lists
In an effort to clean out its backlog before the
new team moves in, the Bureau of Industry and
Security (BIS) Jan. 15, 2021, added China National
Offshore Oil Corporation (CNOOC) to its Entity List
and added Chinese company Skyrizon to its newly
minted Military End-User (MEU) List.
Eight months after a rule tightening export controls on MEUs in China, Russia and Venezuela, BIS
created the MEU list in December and published the
first tranche of 102 entities: 57 in China and 45 in
Russia, including some familiar names (see The Export Practitioner, January 2021, page 12). The latest
rule also removed two duplicates from that list.
The agency citing CNOOC’s involvement in China’s efforts “to assert its unlawful maritime claims in
the South China Sea, as well as efforts to intimidate
and coerce other South China Sea coastal states from
accessing and developing offshore marine resources,” it said.
BIS listed Skyrizon for its “capability to develop,
produce, or maintain military items, such as military
aircraft engines.”
In the final rule, the agency imposed a license
requirement on CNOOC that applies to all items subject to the Export Administration Regulations (EAR),
except for crude oil, condensates, aromatics, natural gas liquids, hydrocarbon gas liquids, natural gas
plant liquids, refined petroleum products, liquefied
natural gas, natural gas, synthetic natural gas, and
compressed natural gas, or for “items required for
the continued operation of joint ventures with persons from countries in Country Group A:1… not operating in the South China Sea,” the Federal Register
notice said.
Chinese officials denounced the move. With
these measures, the U.S. “once again tells the world

EXPORT CONTROLS
what is unilateralism, double standards and bullying. China will take necessary measures to resolutely
safeguard the legitimate rights and interests of Chinese companies and support them in defending their
own rights and interests in accordance with law,”
Foreign Ministry Spokesperson Zhao Lijian said in a
press conference.

Holding Controls Extended on
Geospatial Imagery Software
To give itself time to consult multilateral regime
partners, the Bureau of Industry and Security (BIS)
Jan. 6, 2021, extended export controls on “software
specially designed to automate the analysis of geospatial imagery” for another year.
In January 2020, BIS added the software to
its “holding” Export Control Classification Number (ECCNs) 0Y521 series, specifically under ECCN
0D521.
In almost unanimous comments, industry denounced the new export controls on geospatial imagery software and urged the agency to provide more
complete and narrow definitions of terminology included in the rule (see The Export Practitioner, April
2020, page 12). The agency received 28 comments
on the rule.
The U.S. submitted a proposal for multilateral
control of the 0D521 software to the Wassenaar Arrangement “in a timely manner, within the first year
of the item’s 0D521 classification.”
“However, due to the pandemic, the regime did
not convene and therefore did not consider acceptance of the proposal. An extension of time is appropriate in order for the U.S. Government to continue
its effort at the Wassenaar Arrangement in 2021,” the
rule said.

gimes. The agency clarified the scope of export controls on certain vaccines and medical products agreed
by the Australia Group (AG), as well as added three
“Schedule 1” chemical families and one individual
“Schedule 1” chemical to reflect Chemical Weapons
Convention (CWC) changes.
Specifically, one rule amended Export Control
Classification Number (ECCN) 1C991 to “indicate
that it includes vaccines containing, or designed
for use against, any of the items identified in ECCN
1C351, 1C353 or 1C354,” it said.
“Prior to the effective date of this final rule, ECCN
1C991 indicated that it controlled vaccines ‘against’
such items, but was not specific about whether all
vaccines ‘containing’ such items were controlled, irrespective of whether the vaccines were designed for
use ‘against’ such items,” the rule added.
“Recent changes to this AG common control list,
based in part on a decision made at the June 2019
Plenary meeting, clarify that this release note applies
to vaccines containing the genetic elements and genetically modified organisms identified on this list, as
well as vaccines containing the viruses, bacteria, and
toxins identified on this list,” BIS said.

“Prior to the effective date of this final
rule, ECCN 1C991 indicated that it
controlled vaccines ‘against’ such items.”
The second rule added the chemicals consistent
with two decisions adopted by the States Parties to
the CWC in November 2019. In addition, the rule
amended the definition of “production” in part 710
of the Chemical Weapons Convention Regulations
(CWCR) to “clarify the scope of this term as it applies
to declarations regarding the production of ‘Schedule
1,’ ‘Schedule 2,’ or ‘Schedule 3’ chemicals.”

Agency Updates Controls
on Vaccines, Chemicals

As Curtain Closes, Annual
Report Reflects Covid Effects

In two separate Federal Register notices Jan. 7,
2021, the Bureau of Industry and Security (BIS) adjusted its regulations to match multilateral control re-

Despite the pandemic that pushed Bureau of
Industry and Security (BIS) to remote workplaces,
the agency processed more export license applica-
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tions than a year ago, according to BIS’ annual report
published Jan. 20, 2021, as the former administration
walked out the door.
In fiscal year (FY) 2020, BIS processed 37,895
export license applications. This was a 10.8 percent
increase from FY 2019 when it reviewed 34,207 applications. BIS average review times remained stable
at 23 days compared to the same in fiscal 2019.
Of those it reviewed, BIS approved 32,687 license applications (86.3 percent), returned 4,754 applications without action (12.5 percent), and denied
454 applications (1.2 percent).I n comparison, in FY
2019, it approved 29,327 (85.7 percent), returned
without action (RWA’d) 4,561 (13.3 percent) and denied 319 (.9 percent).
In FY 2020, BIS processed 3,128 classification
request applications, including 418 encryption requests, in an average of 52 days. In comparison, BIS
processed 3,258 classification requests in FY 2019, in
an average of 44.3 days.
“While the agency encourages exporters to
self-classify items, exporters may submit an official
classi¬fication request to BIS where there is uncertainty and, in limited instances, may be required to
do so because of the nature of the item,” the agency
noted.
Of FY 2020 licenses, military aircraft and related commodities under Export Control Classification
Number (ECCN) 9A610 accounted for the most approved applications (4,994 licenses worth $14.7 billion). Information security equipment (ECCN 5A992)
was the dual-use ECCN with the highest total value
($21.2 billion involving 173 license approvals).
“BIS effectively adapted to meet the challenges
presented by the COVID-19 pandemic, continuing
its outreach efforts through virtu¬al platforms. BIS
continues to effectively oversee a fair, transparent,
and effective Section 232 tariff and quota exclusion
request process,” former Secretary Wilbur Ross said
in introduction to the report.
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“At the same time, BIS continued to investigate
and prosecute violators of U.S. export controls, maintaining FY 2019 conviction rates despite pandemicrelated impediments,” he added.
600 Series
In FY 2020, BIS processed 12,400 export license
applications for exports of “600 series” items that
were transferred from the USML to the CCL, down
from 12,912 in FY 2019. Of the “600 series” license
applications, BIS approved 11,278 applications (91.0
percent), returned 1,069 applications without action
(8.6 percent), and denied 53 applications (0.4 percent).
In FY 2019, BIS approved 11,687 “600 series” applications (90.5 percent), returned 1,187 applications
without action (9.2 percent), and denied 38 applications (0.3 percent).
Like in the previous year, the “600 series” items
with the highest number of approved license applications included military aircraft and related commodities under ECCN 9A610 (4,994), followed by military electronics under ECCN 3A611 (2,082), military
aircraft technology under ECCN 9E610 (1,285), and
military gas turbine engines and related commodities
under ECCN 9A619 (1,010).
End-Use Checks Dropped
In FY 2020, BIS completed 987 end-use checks in
37 countries. Of these, 74 were Pre-License Checks,
which are conducted prior to shipment to prevent
the export or reexport of sensitive items to unreliable
parties, and 913 were Post-Shipment Verifications,
which assist the U.S. Government in monitoring export and reexport transactions to conclusion.
In FY 2019, BIS completed 1,171 end-use checks
in 58 countries. Of these, 55 were Pre-License Checks,
and 1,116 were Post-Shipment Verifications.

TRADE SANCTIONS
State Returns Cuba to
U.S. Terrorism List
In one of several parting shots, the previous administration Jan. 11, 2021, returned Cuba to the list of
state sponsors of terrorism (SSTs) for repeatedly providing “support for acts of international terrorism.”
A one-sentence Federal Register notice was published Jan. 22, two days after the new administration was sworn in. At a press briefing Jan. 28, White
House Press Secretary Jen Psaki did not commit to
continuing the former president’s policy.
“Our Cuba policy is governed by two principles.
First is support for democracy and human rights,
that will be at the core of our efforts. Second, CubanAmericans are the best ambassadors for freedom in
Cuba,” she said.
“We will review the Trump administration policies as we are in a number of other areas in national
security, ensuring that our approach is aligned with
that. We will take our own path. I don't have anything to produce for you at this point in time,” Psaki
added.
Incoming Secretary of State Antony Blinken
also addressed the issue at his confirmation hearing,
specifically a review of current policy that prohib-

its financial transactions with companies that are
controlled by the Cuban military (see related story,
page 4).
The four main categories of sanctions resulting
from SST designation include: “restrictions on U.S.
foreign assistance; a ban on defense exports and
sales; certain controls over exports of dual use items;
and miscellaneous financial and other restrictions,”
the State website notes.
Cuba was originally designated as an SST in
1982 but was delisted in 2015 by President Obama.
With the mandatory 45-day waiting period after notification to Congress having lapsed, Cuba came off
the list of state sponsors of terrorism in May 2015
(see The Export Practitioner, June 2015, page 14).
President Obama notified lawmakers of his intent to
end Cuba’s listing that April.
Rep. Gregory Meeks (D-N.Y.), the new House
Foreign Affairs Committee chair, denounced the prior
administration’s move and urged President Biden to
reverse the designation. “For four years, the Trump
administration’s policy towards Cuba has been focused on hurting the Cuban people – from drastically
reducing remittances in the middle of a pandemic to
limiting the ability of Americans to travel to the island,” Meeks said in a statement.
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Security Experts Urge Arms
Export Control Reform
At the beginning of a new presidential term, everyone has something to say. A group of arms control
experts in a blog post Jan. 19, 2021, urged the BidenHarris administration to “ensure that U.S. arms do
not continue to fuel human rights violations, civilian
harm, corruption, and criminal violence.”
Experts from such organizations as Arms Control Association, Stimson Center, American Bar Association’s Center for Human Rights and Center for
International Policy (CIP) recommended that the administration: develop and release a new Conventional Arms Transfer (CAT) Policy; restore State authority
and human rights safeguards over firearms licensing;
revise drone export policies; and work with Congress
to reform the Arms Export Control Act (AECA).
For one, a new CAT policy “should establish a
threshold for withholding arms when it is likely and
foreseeable—whether intentional or unintentional—
that defense articles, services, or crime control equipment would facilitate human rights violations, atrocity crimes, or indiscriminate or disproportionate civilian harm; bolster authoritarian governance; or run
a high risk of fueling corruption,” the experts wrote.
After months of attempting to effect change at
multilateral regimes, the former administration in
July relaxed its Unmanned Aerial Systems (UAS)
export policies to allow transfers of certain slower
systems on a case-by-case basis, rather than the
more stringent “strong presumption of denial” the
Missile Technology Control Regime (MTCR) currently requires (see The Export Practitioner, August
2020, page 13). The previous White House in April
2018 proposed new CAT and UAS export policies to
streamline direct sales.
“The Biden administration should take steps to
reverse this rule and revise U.S. policies on the export of [UAS] to limit the further proliferation of such
items as well as to strengthen pre-sale conditions and
post-sale monitoring of UAS on the basis of human
rights and civilian harm risks,” the group wrote.
On firearms that were transferred from the U.S.
Munitions List (USML) to Commerce jurisdiction,
“the Biden administration should also restore con-
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gressional notifications of firearms exports worth $1
million or more,” the experts said.
“Until this occurs, the Biden administration
should improve how the Commerce Department
regulates the sale of firearms that have moved to
their purview, including through the use of so-called
‘crime control’ considerations which most directly
apply human rights considerations,” they added. On
the campaign trail, Biden endorsed maintaining State
jurisdiction for firearms.
The group reminded President Biden of a bill he
sponsored as a then-senator in a previous life to enhance congressional oversight and increase transparency over arms transfers. The Arms Export Reform
Act of 1986 would require the president to submit to
Congress a certification in the case of any letter of
offer under the AECA, any application for an export
license, and any lease or loan agreement relating to
certain military equipment regardless of the dollar
amount involved in such sale, export, lease, or loan.

Former President Moves to Block
Transactions to Chinese Apps
While the previous administration’s efforts to
ban TikTok have been held up in court, the former
president Jan. 5, 2021, issued an executive order
(EO) banning transactions with eight other Chineseconnected software applications: Alipay, CamScanner, QQ Wallet, SHAREit, Tencent QQ, VMate, WeChat Pay and WPS Office.
At press time, the Biden administration has not
taken a stance on the order. The previous administration in December appealed a D.C. U.S. District
Court judge’s preliminary injunction against its Tiktok ban (see The Export Practitioner, January 2021,
page 17). Commerce halted any action in November,
referring to the court decision, as a deadline to avoid
an all-out ban came and went.
The EO “tasks the Secretary of Commerce to
identify prohibited transactions involving eight Chinese software applications, including payment services; directs the Secretary of Commerce to identify
and take appropriate action against other software
applications; and develops a program to control the

POLICY BRIEFS
export of exploitable United States user data to foreign adversaries,” former National Security Advisor
Robert O’Brien said in a statement.
In a separate statement the same day, former
Commerce Secretary Ross said he has directed his department “to begin implementing the EO’s directives,
including identifying prohibited transactions related
to certain Chinese connected software applications.”
Chinese officials denounced the move. “Such a
move contravenes the principle of fair competition,
violates international trade and economic rules, disrupts the normal market order, undermines the lawful
rights and interests of Chinese companies and hurts
the interests of consumers including the American
users. It will weaken global investors’ confidence in
the U.S. business environment,” a Ministry of Commerce (MOFCOM) spokesperson said in a statement.

END NOTES
PRIVACY SHIELD: President Biden Jan. 20, 2021, appointed Christopher Hoff to be deputy assistant Commerce secretary for services, position that will oversee U.S. negotiations on new data transfer agreement
to replace EU-U.S. Privacy Shield. He was previously
chief privacy officer at Huron, according to LinkedIn
profile. As associate at Squire Patton Boggs in 2017,
Hoff was chosen to be one of 16 Privacy Shield arbitrators. “By filling this position on day one, the Biden
administration has signaled its intention to focus
on privacy policy in the international realm and the
critical importance of global data flow,” Caitlin Fennessy, research director at International Association
of Privacy Professionals, wrote in blog post. European Court of Justice moved to invalidate agreement
in July, ruling that it does not adequately protect data
of European citizens in U.S. (see The Export Practitioner, August 2020, page 24).
CIVIL PENALTIES: In Federal Register Feb. 2, State
adjusted for inflation civil monetary penalties (CMP)
for Chemical Weapons Convention Implementation
Act and certain penalty provisions of Arms Export
Control Act (AECA). Under new rule, for each violation of AECA section 38(e), new maximum ad-

justed penalty level will be $1,197,728 (previously
$1,183,736); section 39A(c), $870,856 (previously
$860,683); and section 40(k), $$1,036,566 (previously $1,024,457).
FUZZY LOGIC: OFAC upgraded its sanctions list
search tool with “fuzzy logic that is more resource efficient,” agency announced Jan. 25. “The new fuzzy
logic is intended to improve the performance of Sanctions List Search [https://sanctionssearch.ofac.treas.
gov/] and make it more responsive. As a result of the
new logic, users may see differences between search
results from the previous version of the tool and the
newer version,” it added. Contact OFAC technical
support at 1-800-540-6322 Option #8 or O_F_A_C@
treasury.gov with questions.
TRADE PEOPLE: Feras Sleiman, former counsel in
office of Sen. Elizabeth Warren (D-Mass.), joined BIS
as congressional affairs specialist, agency announced
Jan. 25. Prior to working in Warren’s office, Sleiman
was law clerk for former Sen. Carl Levin (D-Mich.)
in Senate Permanent Subcommittee on Investigations
(PSI).
UNVERIFIED LIST: In Jan. 11 Federal Register BIS
removed two German entities -- DMA Logistics
GmbH and Halm Elektronik GmbH -- and one Mexican entity -- Integrated Production and Test Engineering (IPTE) -- from its Unverified List (UVL). “BIS was
able to verify their bona fides (i.e., legitimacy and
reliability relating to the end use and end user of
items subject to the EAR) through successful end-use
checks,” notice said.
VENEZUELA: OFAC Jan. 19 designated three individuals, 14 entities in U.S., Italy, Malta, Panama,
Switzerland, UK, and Zimbabwe, and six vessels for
ties to Mexican network attempting to evade U.S.
sanctions on Venezuela’s oil sector. OFAC in June
designated three Mexican individuals, eight entities,
and two vessels in same network (see The Export
Practitioner, July 2020, page 15).
MORE VENEZUELA: OFAC Dec. 30 designated Venezuelan Supreme Court judge Lorena Carolina Corni-
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elles Ruiz and prosecutor Ramon Antonio Torres
Espinoza, who participated in November 2020 trial
and sentencing of “Citgo 6,” six Citgo executives in
Venezuela. Houston-based Citgo refining company is
owned by Venezuelan state oil company, Petroleos de
Venezuela, S.A. (PdVSA).
IRAN: OFAC Jan. 5 designated China-based supplier of graphite electrodes -- Kaifeng Pingmei New
Carbon Materials Technology Co., Ltd. (KFCC) -- 12
Iranian steel producers and three German, Chinese
and UK sales agents of Iranian Middle East Mines
and Mineral Industries Development Holding Company (MIDHCO). In mid-2020, KFCC, working with
Iranian trading firm, sold 300 metric tons of graphite
electrodes and miscellaneous equipment to Pasargad
Steel Complex in Iran, agency said.
MORE IRAN: Code hosting platform GitHub secured
OFAC license to offer services to developers in Iran,
company announced Jan. 5 in blog post. “This includes all services for individuals and organizations,
private and public, free and paid,” it said. Company
added it is “working with the U.S. government to secure similar licenses for developers in Crimea and
Syria as well.”
SUDAN: In Federal Register Jan. 19, BIS loosened
controls on Sudan, removing Anti-Terrorism (AT)
controls on country and removing Sudan from

Country Group E:1 (Terrorist supporting countries).
Agency added Sudan to Country Group B but remains in Country Group D:5 (U.S. Arms Embargoed
Countries). License Exceptions Shipments to Country
Group B countries (GBS) and Technology and Software under Restriction (TSR) thus are not available.
“De minimis threshold for foreign-manufactured
items containing controlled U.S.-content by value
will be raised from 10 percent to 25 percent, resulting in fewer foreign manufactured items requiring
a license,” BIS said in FAQ. U.S. formally rescinded
Sudan’s designation as state sponsor of terrorism in
December (see The Export Practitioner, January 2021,
page 18).
PARDONS: In slew of paperwork on way out of office, former president Jan. 20 pardoned Mahmoud
Reza Banki, who was charged with operating “hawala” to launder money for Iranian clients in violation of U.S. sanctions and making false statements
in 2010 (see The Export Practitioner, February 2010,
page 10). Jury in Manhattan U.S. District Court found
Banki guilty in June 2010. After being sentenced to
30 months in prison, Banki appealed conviction to
Second Circuit Court of Appeals, which overturned
sanctions violations. “However, the felony charges
for making false statements have prevented Banki
from resuming a full life,” White House statement
noted.
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