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Industry Aims to Protect
Supply Chain, Innovation
It can be difficult for practitioners to keep up with govthat the White House hosted April 12, participants emphaernment regulations, executive orders and request for comsized the importance of improving transparency and demand
ments. Add to that a change in administration when final
forecasting, as well as encouraging additional manufacturing
rules can be published up until the next president’s first day
capacity in the U.S.
in office.
Most recently, Commerce requested comments on a liIndustry Rejects Overbearing
censing process for entities seeking pre-approval before enICT Licensing Process
gaging in or continuing to engage in transactions involving
information and communiIn its comments on the
cations technology and serICT supply chain, the Televices (ICTS).
communications
Industry
The 18 comments were almost
To that request, industry
Association (TIA) cited the
unanimous in urging the
sent Commerce back to the
more recent supply chain
administration
to
rethink
the
drawing board. The 18 comreview that President Biden
whole idea.
ments were almost unanilaunched in key sectors, inmous in urging the adminiscluding
semiconductors.
tration to rethink the whole
“TIA urges the administraidea.
tion and Commerce to not
In March, Commerce served subpoenas on “multiple
implement broad and overbearing regulations on the ICT
Chinese companies that provide” ICTS in the U.S. (see The
industry that could adversely affect innovation in the name
Export Practitioner, April 2021, page 20). In an interim final
of supply chain security while undergoing this review,” the
rule published the day before President Biden’s inauguration,
organization wrote.
the department created a process where it could provide reThe Information Technology Industry Council (ITI) urged
ferrals on certain transactions, specifically those involving six
the administration to delay implementing the final rule before
types of technology and six countries identified as “foreign
establishing a licensing process. “At present, the IFR provides
adversaries.” The most recent comments related to that rule.
the Secretary broad authority to review practically every sinSeparately, Bureau of Industry and Security (BIS) in
gle ICTS Transaction with any nexus to an identified “foreign
March asked for information regarding risks in the semiconadversary,” and casts a cloud of uncertainty over all other
ductor manufacturing and advanced packaging supply chains
ICTS transactions given the list of named foreign adversaries
(see The Export Practitioner, April 2021, page 12). Biden precould change at any time,” the group wrote.
viously ordered a 100-day supply chain review of four key
IBM pulled no punches. “This rule remains massively
products: semiconductors; critical minerals, including rare
broad in scope, was adopted after disregarding input from
earth elements; pharmaceuticals and active ingredients; and
industry, and is entirely unclear in defining what [ICTS] conhigh-capacity batteries, including electric-vehicle batteries.
stitute an unacceptable national security risk. This approach
While responses to a recent BIS request for comments
violates due process for U.S. businesses, which will have
on U.S. supply chains varied widely, many companies cited
no meaningful notice of which transactions may be subject
more “targeted” and “smarter” export controls as solutions to
to government intervention. Moreover, given the enormous
a semiconductor shortage and other business risks.
number of transactions that would be covered by the rule, it
At a virtual CEO summit on the semiconductor shortage
simply will not be administrable,” the company wrote.
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“Before a workable pre-clearance or licensing process
can be established, Commerce should first tailor and clarify
the scope of the Rule or elect to take an altogether different approach to effectively meet national security and economic goals,” the National Association of Manufacturers
commented.

with trusted allies and preservation of existing exemptions
and waivers to the Buy America Act,” it wrote.
“We encourage the Administration to continue allowing
waivers to the Buy America Act that U.S. companies largely
use to supply the USG: Commercial Off the Shelf (COTS) exemption for IT goods; and Trade Agreements Act (TAA) waivers,” HP commented.
Industry Argues for Smarter,
Intel also argued for smarter multilateral exports controls.
Targeted Export Controls
“We recommend that the BIS generally avoid the imposition
of unilateral export controls as these restriction place undue
“Both Export Administration Regulations (EAR) and Inhardship on U.S. semiconductor companies, especially when
ternational Traffic in Arms Regulations (ITAR) controls and
similar items are available in foreign markets. The foreign
licensing processes limit offavailability of products and
shore procurement and drive
technology typically leads to
“This
rule
remains
massively
the industry to use less-adthe substitution of U.S.-orivanced on-shore manufacgin products and technology
broad in scope, was adopted after
turing processes,” Boeing
for comparable non-U.S. oridisregarding input from industry,
commented on the semicongin items that are not similarand
is
entirely
unclear.”
ductor supply chain review.
ly controlled,” the company
“Export licensing agenwrote.
cies and partner agencies
Hitachi argued that “govshould establish an overarchernment policies and actions
ing licensing policy and implement a consistent approach to
are one of the major risks to the semiconductor supply chain.
enable risk-aware technology decisions to be made on proFrom time to time, trade restrictions, prohibitions on exports,
grams that leverage the latest semiconductor processes and
and unilateral sanctions against firms have caused disrupcomponents,” the company added.
tions in semiconductor availability. When the U.S. acts uniQualcomm commented that “the Federal Government
laterally, the response from some companies and countries
can facilitate the development of a robust and resilient suphas been to stockpile semiconductors, which creates artificial
ply chain through maintaining strong patent and trade secret
demand in specific industry sectors. At times, countries have
protections; targeted export controls; supporting major inalso retaliated with their own export controls, crimping the
vestments in R&D and manufacturing through grants and tax
supply chain further.”
incentives; building a skilled workforce; coordinating with al“When that happens, global semiconductor manufacturlies around the world; and promoting collaboration between
ers may shift production to meet this artificial demand need,
the public and private sectors.”
thus diverting production of other products needed in a difMore specifically, the federal government should control
ferent industry sector, creating a shortage, and negatively imemerging technologies consistent with the standards set forth
pacting trade and production on a global scale. Additionally,
in the Export Control Reform Act of 2018 (ECRA), the comgovernment regulations domestically can also impinge and
pany added. “The imposition of unilateral U.S. export condisrupt the supply chain,” Hitachi commented.
trols on the work that Qualcomm does in these technologies
The Semiconductor Industry Association (SIA) echoed
is likely to have little or no impact on the ability of non-U.S.
those sentiments. “Some of these export controls encompass
companies to develop comparable technologies or commodithe entire semiconductor supply chain, including EDA [electies from such technologies, including in China,” Qualcomm
tronic design automation] and manufacturing equipment that
wrote.
incorporates technology developed in the U.S.”
HP urged the continued use of Buy America provisions
“Given that U.S. companies are currently the only viable
and government procurement agreements. “Because the resuppliers of EDA and critical equipment such as doping or
shoring effort will take time and may not be competitive for
metrology, these controls for now effectively block the imevery semiconductor product, we encourage collaboration
pacted Chinese entities from sourcing semiconductors, even
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from non-U.S. suppliers. These rules have encouraged China
supply chain,” he noted.
to develop and seek alternatives, and although it may take
The U.S. “must also work with our allies and strategic
some time to do so, the trend towards reduction of depenpartners to out-scale the CCP in manufacturing capabilities
dence on U.S. semiconductor
for advanced semiconducsuppliers and indigenization
tors,” the lawmakers wrote.
of the supply chain is be“Further, we risk dependence
“Export
licensing
agencies
and
ginning to take shape,” SIA
on a strategic competitor for
partner agencies should establish
wrote.
the advanced semiconductors that power our economy,
an overarching licensing policy.”
CEOs Address
military, and critical infraSemiconductor
structure,” they added.
Supply Chains
Meeting participants included the CEOs of GlobalSummit participants also “discussed how the presiFoundries, Intel and Micron Technology, along with senior
dent’s infrastructure investments in the American Jobs Plan
executives from NXP, Samsung and TSMC.
strengthen America’s competitiveness and national security
by building the infrastructure of tomorrow and strengthenConclusion
ing supply chain resilience — ensuring that the United States
remains a global leader in critical technologies and the transiA major headache for the Biden administration is how to
tion to a clean energy future,” a White House readout said.
successfully increase domestic semiconductor manufacturing
In remarks at the meeting, President Biden cited a letin light of the global shortage exacerbated by the coronavirus
ter from more than 60 bipartisan lawmakers, including 23
pandemic. Add to that, the security implications of relying on
senators and 42 House members, on implementing legislaa supply chain stretching thousands of miles. Based on those
tion to support U.S. semiconductor manufacturing that was
factors, U.S. industry unanimously requested that the adincorporated into the 2021 National Defense Authorization
ministration tread carefully when implementing regulations,
Act. The letter said the Chinese Communist Party (CCP) “agsince it may be burdensome to domestic manufacturers.
gressively plans to reorient and dominate the semiconductor
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Md. Company Settles
BIS Export Violations

Cosmetics Exec Indicted
on Iran Sanctions Charges

Harsimran Singh and Panther Trading Company
(PTC) of Lansdowne, Md., agreed April 15, 2021,
to pay the Bureau of Industry and Security (BIS) a
$42,000 civil penalty to settle four charges of engaging in prohibited conduct.
In 2014, Panther exported stun guns, handcuffs,
legcuffs, and collapsible police batons to Mexico, Nigeria and Dominican Republic without required BIS
licenses. According to a Maryland state website, the
company was forfeited in October 2015 for failure to
file a property return for 2014.
The items were classified under Export Control
Classification Numbers 0A985, 0A982 and 0A978,
and valued at $45,343. Of the penalty, $29,500 will
be suspended for one year and then waived if Singh
and PTC commit no further violations.
“Singh and PTC knew or had reason to know
that the items were for export based on discussions
with the representative of the foreign buyer while
she was in the United States and placing the orders
with PTC. In addition, Singh and PTC had offered to
introduce the representative of the foreign buyer to
freight forwarders in Baltimore to assist her with the
exports,” the BIS order noted.
“In addition, Singh was notified that items, such
as handcuffs, were controlled because in a letter
dated July 31, 2014, U.S. Customs and Border protection had seized handcuffs shipped under the name of
another entity owned and controlled by Singh for an
attempted unlicensed export,” it added.
“The letter specifically stated that the handcuffs
were controlled on the Commerce Control List and
identified licensing requirements under the Regulations. The letter also noted that an Automated Export
System (AES) filing was required for items subject to
the Regulations and requiring a license, regardless of
their value or destination,” BIS said.

An indictment against the president of Forsythe
Cosmetic Group was unsealed April 6, 2021, in Manhattan U.S. District Court on charges of violating Iran
sanctions.
Between 2015 and 2018, Michael Rose of Ridgefield, Conn., allegedly participated in a conspiracy to
export more than $350,000 worth of cosmetics to an
importer in Iran without a license from Treasury’s
Office of Foreign Assets Control (OFAC).
Rose also filed false and misleading information
on Shipper’s Export Declaration (SED) forms. The
SED forms fraudulently stated that the “ultimate consignee” was an intermediary shell company in the
United Arab Emirates (UAE), not Iran, the indictment
noted.
In March 2016, Rose also falsely “lowered the
purchase price for the goods purchased by Company-1 in order to aid [co-conspirator] in evading UAE
customs payments,” it added.
In May 2015, a co-conspirator sent an email to
another co-conspirator directing him to send $38,636
to Forsythe in the U.S., attaching an invoice for the
same amount. “Although CC-1 sought to procure the
nail polish for Company-1 in Iran, the invoice false
represented the buyer of the equipment as a front
company in the UAE,” the indictment said.

Former Barbadian Official Sent
to Prison for Laundering Bribes
Former Barbadian industry minister Donville Inniss was sentenced April 27, 2021, in Brooklyn U.S.
District Court to two years in prison for his role in a
scheme to launder $36,000 in bribes that Insurance
Corporation of Barbados Limited (ICBL) paid in exchange for insurance contracts.
A jury found Inniss guilty of money laundering
and conspiracy to commit money laundering in January 2020 after a one-week trial (see The Export Prac-
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titioner, February 2020, page 9). In addition to the
prison sentence, the court also ordered Inniss to pay
$36,536.73 in forfeiture.
In August 2018, Justice declined to prosecute
ICBL under its Foreign Corrupt Practices Act (FCPA)
Corporate Enforcement Policy. In its declination let-

“The defendant carefully orchestrated a
criminal bribery and money laundering
scheme that played out over months.”
ter, Justice cited the bribes paid to Inniss between
August 2015 and April 2016.
“The defendant caused ICBL to make the bribe
payments through CDL, a dental company incorporated in New York and run by the defendant’s associate, [Roger] Clarke. During the conspiracy, both
the defendant and [Kamante] Millar, the former Chief
Financial Officer of ICBL, created fake invoices from
CDL to ICBL, requesting payment for ‘consultancy
services’ that were never provided,” a Justice sentencing memo noted.
Multiple Layers of Laundering
“Because the bribe payments were made through
CDL, there was no direct transaction between ICBL,
a Barbados insurance company, and the defendant, a
government official in Barbados. Instead, it appeared
that ICBL was making a payment to a dental company. Thus, the defendant used CDL precisely like a
shell company or fictitious entity in the scheme—to
make the bribe payment transactions appear legitimate and to cover his tracks,” it added.
“The defendant and his co-conspirators employed multiple layers of laundering while using
off-shore accounts. ICBL, which was located in Barbados, made the bribe payments through its parent
company, BF&M, which was located in Bermuda.
The bribe payments were transferred from BF&M’s
accounts in Bermuda to CDL’s bank account in New
York and ultimately to multiple different bank accounts in the defendant’s name,” Justice noted.
“This was also not a momentary lapse of judg-
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ment. Instead, the defendant carefully orchestrated
a criminal bribery and money laundering scheme
that played out over months, involving emails from
personal accounts, handwritten notes, fake invoices,
phony ‘consultancy’ payments, off-shore bank accounts and a front company in New York (CDL),” it
added.
“The defendant’s actions weakened the bedrock
principle that public officials should act only in the
interest of the public, and never to line their own
pockets,” Justice said.

Chinese National Pleads Guilty
to Illegal Marine Device Exports
A Chinese national residing in Wellesley, Mass.,
pleaded guilty April 28, 2021, in Boston U.S. District
Court to conspiring to illegally export U.S.-origin
goods, including 78 hydrophones (devices used to
detect and monitor sound under-water), to Northwestern Polytechnical University (NWPU), a blocked
Chinese military research institute.
Shuren Qin was arrested and charged in June
2018 (see The Export Practitioner, July 2018, page
11). Qin allegedly lied to a U.S. supplier and caused
false shipping information to be filed with the U.S.
government and had been violating U.S. export laws
since 2012, according to an affidavit filed in court.
Sentencing is set for Sept. 8.
His company LinkOcean Technologies and
NWPU were also named in the indictment. The hydrophones were classified under Export Control Classification Number (ECCN) 6A991. The Bureau of Industry and Security (BIS) added NWPU to its Entity
List in 2001.
Between July 2015 and December 2016, Qin allegedly exported the hydrophones to NWPU, which
is affiliated with the People's Liberation Army, in
China. “In his transactions with U.S. suppliers, Qin
and his co-conspirators disguised and concealed the
identity of the true end-user,” the indictment noted.
“LinkOcean, which is purely a seller and distributor, was falsely identified in numerous export
transactions in AES [Automated Export System] as

FOCUS ON ENFORCEMENT
the ultimate end-user of U.S. origin goods, when in
fact the goods were being delivered to other entities
in the PRC, including prohibited military end-users,”
it added.

senior management—to identify and address potential violations of U.S. sanctions,” OFAC added.

Another Md. Transport Exec
Sent to Prison for Bribery
Steel Firm Settles Charges
for Hiring Iranian Engineers
A designer and manufacturer of prefabricated
steel structures agreed April 19, 2021, to pay Treasury’s Office of Foreign Assets Control (OFAC) a
$435,003 civil penalty to settle 61 charges of violating
Iran sanctions when it imported engineering services
from an Iranian engineering company between October 2013 and October 2018.
Oklahoma City-based Alliance Steel voluntarily
self-disclosed the violations. At the direction of the
company’s chief engineer and VP of engineering,
“Alliance outsourced a significant portion of its engineering work to an Iranian engineering company that
was owned by his brother,” OFAC noted.
“Although the VP of Engineering initiated and
oversaw these transactions, at least 12 other members of Alliance senior management had actual
knowledge that these transactions were taking place,
and that the subcontractor was an Iranian company.
Moreover, numerous senior Alliance officials were
involved in the process of approving each transaction and issuing checks to the Iranian engineering
company,” the agency added.
A new CEO was hired in October 2018. “After
its new management learned of the Apparent Violations, Alliance halted all work with the Iranian engineering company and took a number of remedial
steps to institute risk-based controls and prevent the
recurrence of such conduct.”
“U.S. companies can risk violating OFAC regulations if they undertake even isolated or sporadic
international business or contracting activities, and
do not conduct basic regulatory diligence or have
adequate personnel or policies to comply with U.S.
sanctions requirements,” it said.
“Moreover, this enforcement action demonstrates the need to train and enable staff—including

Daren Condrey, co-president of nuclear cargo
delivery firm Transport Logistics International Inc.
(TLI) of Fulton, Md., was sentenced April 30, 2021, in
Greenbelt U.S. District Court to 24 months in prison
and three years’ supervised release for bribing an official at a subsidiary of Russia’s State Atomic Energy
Corporation to obtain and retain business.
Condrey pleaded guilty in June 2015 to conspiracy to violate the Foreign Corrupt Practices Act
(FCPA). Former TLI President Mark Lambert was
sentenced in October 2020 to 48 months in prison
for related charges (see The Export Practitioner, November 2020, page 13). Lambert was found guilty in
November 2019.
TLI agreed in March 2018 to pay a $2 million
criminal penalty under a three-year deferred prosecution agreement (DPA) to settle related charges.
In order to conceal and further the scheme, Lambert and Condrey “lied and used the terms ‘remuneration’ and ‘commission’ when documenting the
corrupt and fraudulent payments on internal spreadsheets and when communicating with unwitting TLI
employees who processed the corrupt and fraudulent
payments to the offshore accounts,” a Justice sentencing memo in Lambert’s case noted.
JSC Techsnabexport (TENEX) supplied uranium
and uranium enrichment services to nuclear power
companies throughout the world on behalf of the
Russian government, according to the Justice memo.
In addition, TENEX was indirectly owned and controlled by, and performed functions of, the Russian
government.
Lambert and Condrey “created and used deceptive spreadsheets and acquired fake invoices under
the 'TENEX' name to make it appear as if TENEX was
actually getting paid for services. In fact there were
no services provided; the invoices were prepared
without the knowledge of TENEX and were used to
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‘paper’ the files and conceal detection of the criminal
scheme from others at TLI and its parent company,
Daher,” Justice argued.
In December 2015, TENEX official Vadim Mikerin was sentenced to 48 months in prison for conspiracy to commit money laundering involving FCPA
violations after pleading guilty in August 2015.

Precision’s UAE customer on at least one occasion
emailed MDA Precision from an internet protocol address in Iran, indicating that at least some of its communications originated in Iran.”

Machine Manufacturer Settles
BIS Charge of Illegal Exports

Dallas-based MoneyGram Payment Systems
agreed April 29, 2021, to pay Treasury’s Office of Foreign Assets Control (OFAC) a $34,328.78 civil penalty
to settle 359 apparent violations of sanctions programs, including Syria, Congo and Central African
Republic, between March 2013 and June 2020.
“MoneyGram provided services to blocked individuals incarcerated in U.S. federal prisons without
a license from OFAC, processed transactions on behalf of an additional blocked person, and processed
transactions for individuals who initiated commercial transactions involving Syria,” the agency said.
The firm voluntarily self-disclosed the violations.
“At the time of the transactions, MoneyGram had
reason to know based on payment details or attestations from customers that these transactions may
have a nexus to a blocked person or sanctioned jurisdiction, but nonetheless processed them based on
an erroneous misunderstanding of its obligations or
because of other screening failures,” OFAC added.
“MoneyGram knew that some of the inmates for
whom it was processing transactions could be on
the SDN List, but it erroneously believed that such
screening of inmates in federal prison was not expected under the BOP program. MoneyGram identified the issue as part of a compliance improvement
program,” the agency said.
“Once MoneyGram began screening these transactions, it nonetheless continued to process transactions on behalf of blocked persons in federal prisons
due to other screening, technology, and fuzzy logic
failures, as well as limited instances of human error.
Similar screening and technology failures also led
MoneyGram to process a limited number of transactions for an additional blocked person,” OFAC added.

MDA Precision LLC, of Gilroy, Calif., agreed
April 30, 2021, to pay the Bureau of Industry and
Security (BIS) a $60,000 civil penalty for exporting
a five-axis benchtop milling machine to the United
Arab Emirates (UAE) in April 2015 without the required BIS license.
The machine was classified under Export Control
Classification Number (ECCN) 2B201, controlled on
nuclear nonproliferation and anti-terrorism grounds,
and valued at approximately $34,000. Of the penalty,
$35,000 will be suspended for two years then waived
if MDA Precision commits no further violations.
The firm knew or had reason to know a license
was required “given that during 2013-2014, it had applied for and received BIS licenses to export its fiveaxis milling machines to various destinations, including Israel, Chile, and China,” the agency said.
“Moreover, in the shipper’s letter of instructions
that it provided the freight forwarder, MDA Precision stated that the item was designated EAR99 and
did not require a license for export to the UAE,” BIS
added.
MDA Precision also failed to obtain end-user information for this transaction “even though the fiveaxis milling machine at issue was paid for prior to
shipment by a third party, also in the UAE, that had
not been previously involved in the transaction,” it
said.
“BIS obtained evidence during its investigation
indicating that MDA Precision’s customer in the UAE
was seeking the same type of five-axis milling machine for or on behalf of an Iranian university, specifically the University of Tehran. In addition, MDA
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Blocked Prison Inmates
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Former Braskem CEO Pleads
Guilty to FCPA Charges
Jose Carlos Grubisich, former CEO of Brazilian petrochemical company Braskem S.A., pleaded
guilty April 15, 2021, in Brooklyn U.S. District Court
to charges of conspiracy to violate the Foreign Corrupt Practices Act (FCPA).
Sentencing is set for Aug. 5. The indictment
against Grubisich was unsealed in November 2019
(see The Export Practitioner, December 2019, page
13).
Braskem and its parent company Odebrecht
agreed in December 2016 to pay a combined penalty
of $3.5 billion to settle FCPA charges with U.S., Brazilian and Swiss authorities related to schemes to pay
hundreds of millions of dollars in bribes to government officials in 12 countries.
“Between approximately 2002 and 2014,
Braskem and Odebrecht, certain Braskem and Odebrecht employees and agents and other co-conspirators, engaged in a massive bribery scheme that resulted in the diversion of approximately $250 million
of Braskem’s funds into a secret slush fund, and the
subsequent use of that slush fund to pay bribes to
government officials, political parties and others in
Brazil to obtain and retain business,” the Grubisich
indictment noted.
“Specifically, during this period, Grubisich and
his co-conspirators agreed to create the Caixa 2 slush
fund, the proceeds of which were used by the DSO
[Odebrecht’s Division of Structured Operations] to
make corrupt payments on Braskem’s behalf to Brazilian government officials and political parties.”
“Grubisich approved bribe negotiations and
bribe payments that were later made by the DSO to
Foreign Official 1, among others, including payments
made to ensure that Braskem could retain a contract
for a significant petrochemical project in Brazil, and
to ensure that Braskem could obtain favorable pricing in contract negotiations” with Petrobras, Brazil’s
state-owned and state-controlled oil company, the
indictment said.
Grubisich left Braskem leadership in May 2008 to

take over as CEO for ETH Bioenergia S.A., a company
that “consolidates Odebrecht investments in the sugar and alcohol sector,” according to a Braskem press
release at the time.

SAP Pays $8 Million to
Settle Export Violations
In the first resolution under a two-year-old Justice policy on voluntary self-disclosures (VSDs), German software manufacturer SAP SE agreed April 29,
2021, to pay more than $8 million in combined penalties as part of a global settlement with Justice, the
Bureau of Industry and Security (BIS) and Treasury’s
Office of Foreign Assets Control (OFAC).
The company settled charges of exporting SAP
products, including software, upgrades and patches,
to end-users in sanctioned countries, including Iran,
without the required export licenses from December

“End users in Iran utilized the passthrough entities to make 24,634
downloads of SAP software products,
upgrades, and patches.”
2009 through September 2019. The U.S.-origin software was designated Export Control Classification
Number (ECCN) 5D002.c.1 and EAR99, the BIS order
noted.
“SAP and SAP Partners, located in Turkey, United Arab Emirates, Germany, and Malaysia, sold SAP
software licenses and maintenance agreements to 14
foreign-registered pass-through entities. These passthrough entities were shell corporations located outside of Iran that conducted business in Iran and were
directly affiliated with Iranian companies,” it added.
“End users in Iran utilized the pass-through entities to make 24,634 downloads of SAP software products, upgrades, and patches from SAP’s servers and
Company A’s servers,” BIS noted.
The company agreed to pay BIS a $3.29 million
civil penalty and will disgorge $5.14 million under
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a non-prosecution agreement (NPA) with Justice.
“SAP’s obligation to pay the settlement amount due
to OFAC shall be deemed satisfied by SAP’s payment
of a greater amount in satisfaction of penalties assessed by DOJ and BIS,” OFAC said.
Customers Enabled Access to Iranians
“Additional apparent violations occurred when
SAP’s cloud business group (CBG) subsidiaries in the
United States sold cloud-based software subscription
services to customers that enabled access to employees or customers in Iran. These exports occurred
partly as a result of a failure to timely integrate the

“SAP conducted a thorough and
extensive investigation into historical
export controls and economic sanctions
violations.”
CBG subsidiaries into SAP’s broader compliance
structure,” OFAC noted.
“The software was delivered from SAP servers
in the United States and SAP’s U.S.-headquartered
content delivery provider. The sales of cloud-based
subscription services to third country-based customers that then provided access to users located in
Iran were conducted by two of SAP’s cloud business
group subsidiaries in the United States, with SAP’s
knowledge or reason to know the services would be
provided specifically to Iran,” the agency added.
Justice's National Security Division (NSD) revised its voluntary self-disclosure (VSD) policy for
export control and sanctions cases in December 2019
(see The Export Practitioner, January 2020, page 20).
“When a company (1) voluntarily self-discloses
export control or sanctions violations to CES [Counterintelligence and Export Control Section], (2) fully
cooperates, and (3) timely and appropriately remediates ... there is a presumption that the company will
receive a non-prosecution agreement and will not
pay a fine, absent aggravating factors,” the division
wrote at the time.
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Self-Disclosure, Cooperation Key to Mitigation
“While this conduct constituted serious violations of U.S. law involving the release of U.S. origin
technology and software through cloud servers and
online portals, this Non-Prosecution Agreement recognizes the importance of voluntary self-disclosure
and cooperation with the government,” Justice said
in announcing the NPA.
BIS “strongly encourages companies, including
software providers, to maintain robust export compliance programs to prevent violations of the EAR,”
said Kevin Kurland, acting assistant secretary for export enforcement. “If violations do occur, submitting
a voluntary self-disclosure of the violations to BIS
will be a significant mitigating factor in any penalties
imposed,” he added.
“SAP conducted a thorough and extensive investigation into historical export controls and economic
sanctions violations. We accept full responsibility for
past conduct, and we have enhanced our internal
controls to ensure compliance with applicable laws,”
the company said in a statement.
“Our significant remediation efforts, combined
with our full and proactive cooperation with U.S. authorities, have led to a mutually agreeable resolution
of the Iran investigation without the imposition of an
external monitor,” it added.
SAP agreed in February 2016 to pay disgorgement of $3.7 million in profits to settle Securities and
Exchange Commission (SEC) charges of violating the
Foreign Corrupt Practices Act (FCPA) to win business
in Panama (see The Export Practitioner, February
2016, page 8).

FLIR Systems Pays to
Settle BIS Export Charges
Lesson learned: Don’t knowingly overpromise
to the government, and then underdeliver. Oregonbased defense contractor and sensor maker FLIR
Systems agreed April 30, 2021, to pay Bureau of Industry & Security (BIS) a $307,922 civil penalty to

FOCUS ON ENFORCEMENT
settle charges of making “incomplete or inaccurate
representations, statements, or certifications” while
seeking a Commodity Jurisdiction (CJ) determination on a newly developed Uncooled Focal Plane Array (UFPA) in April 2013.
In April 2018, FLIR agreed to pay State $30 million under a consent agreement to settle 347 charges
of violating the International Traffic in Arms Regulations (ITAR) (see The Export Practitioner, May 2018,
page 9). Of that, the department agreed to suspend
$15 million on the condition that the funds have or
will be used for department-approved remedial compliance measures.
In December 2013, State determined that the
UFPA was subject to Commerce jurisdiction, after
a review of the UFPA’s technical characteristics and
performance specifications. Commerce determined
that the UFPA was classified under Export Control
Classification Number (ECCN) 6A002.a.3.f on the
Commerce Control List (CCL).
Starting with the earliest meetings between FLIR
and the U.S. regarding the UFPA in November 2012,
U.S. officials expressed “concerns over whether the

UFPA contained sufficient safeguards to prevent
it from being adapted and diverted to end uses of
concern, including uses in thermal imaging weapon
sights,” the BIS order noted.
To overcome the government’s concerns, FLIR
repeatedly represented that it “had developed an
innovative anti-tamper system known as a ‘handshake’ requirement. FLIR stated that the UFPA by
itself would be ‘effectively useless’ because of antitamper protection features, including the ‘handshake
encryption,’ that only allowed the UFPA to operate
in conditions defined by FLIR thermal camera hardware,” the agency added.
“In fact, contrary to FLIR’s representations in its
communications with the U.S. Government, a functional ‘handshake encryption’ anti-tamper protection
was never successfully developed by FLIR nor added
as a feature of the UFPA at issue. After the 2013 CJ
issued, FLIR produced cameras incorporating the
UFPA without the ‘handshake encryption,’” BIS said.
A FLIR company spokesperson told The Export
Practitioner, “We don't have any further comment.”
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EXPORT CONTROLS
Appeals Court Opens Door
to Online Gun Blueprints
The Ninth Circuit Court of Appeals April 27,
2021, opened the door to online gun blueprints, reversing a lower court’s injunction against moving
3D-printed firearms from State to Commerce jurisdiction. In a 2-1 mixed vote, the appeals court cited
a seemingly technical issue, that Congress expressly
blocked courts from reviewing regulatory actions in
the Arms Export Control Act.
Three days later, State’s Directorate of Defense
Trade Controls (DDTC) said, “not so fast,” in a notice
posted on its website. “The district court’s injunction
remains in place until the appellate process is complete,” it cautioned.
“Although the Ninth Circuit issued an opinion
holding that the district court lacked jurisdiction to
enter the preliminary injunction and remanding to
the district court with instructions to dismiss the
complaint, the preliminary injunction remains in effect until the mandate of the Ninth Circuit issues.
Only once the Ninth Circuit issues its mandate will
the preliminary injunction be vacated and the district
court reassume jurisdiction such that it may dismiss
the case,” DDTC posted.
In March 2020, a Seattle U.S. District Court judge
issued a preliminary injunction on 3D printing software moving to Commerce jurisdiction from the U.S.
Munitions List (USML), granting the motion of 22
states and the District of Columbia to enjoin State’s
final rule.
A week before the appeals court decision, a
group of Senate Democrats urged President Biden to
immediately restore oversight to State and Congress
and to reverse the transfers.
Panel Remands Lower
Court Decision
“Congress expressly barred judicial review of
designations and undesignations of defense articles
under the Control Act and of any functions exercised
under the Reform Act. Accordingly, the district court
erred in reviewing the [State] and Commerce Final
Rules, and its injunction is therefore contrary to
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law,” the majority wrote. The panel remanded with
instructions to dismiss.
In his dissent, Judge Robert Whaley cited the
difference between designations and removals, disagreeing “with the majority’s holding which allows
this new regulatory system to escape appropriate
oversight,” he wrote.
“The lack of judicial oversight over designations means that the President’s decision over which
weapons to regulate is wholly discretionary, and thus
individual complainants cannot avoid regulation
through litigation. In contrast, judicial review over
the removal of items from the Munitions Lists would
prevent deregulation that is arbitrary or otherwise
unlawful,” Whaley added.
The National Shooting Sports Foundation (NSSF)
welcomed the decision. “NSSF intervened in this
case to protect the rules transferring export licensing authority of commercial and sporting firearms
and ammunition products to commerce. We argued
correctly that the antigun attorneys general had no
standing to sue in part because the rules were not
judicially reviewable,” NSSF VP and General Counsel
Lawrence Keane told The Export Practitioner.
Lawmakers and human rights organizations
denounced the ruling. “America is already facing a
gun violence crisis fueled by weapons that are far
too easy to access, but the 9th Circuit just threw gas
on the fire. I will be asking the Biden administration
to prevent the online posting of blueprints for 3Dprinted guns,” Sen. Ed Markey (D-Mass.) tweeted.
Senate Democrats Push
to Reverse Transfers
A group of Senate democrats are still trying to
get the Biden administration to reverse the transfer
of USML firearms to Commerce jurisdiction that formally went into effect in March 2020. In a letter to
President Biden April 19, Sens. Bob Menendez (DN.J.), Patrick Leahy (D-Vt.) and Dianne Feinstein (DCalif.) urged him to immediately restore oversight to
State and Congress.
“Restoring the export control of semiautomatic
assault-style and sniper rifles to State is a change
your administration can effect in short order with-

EXPORT CONTROLS
out legislation and without approval from Congress,
but through the regulatory process. For U.S. foreign
policy and national security, and for the sake of humanity, these weapons need to be controlled as lethal
defense articles” on the USML, they wrote.
Arms control experts also urged the Biden-Harris
administration to “ensure that U.S. arms do not continue to fuel human rights violations, civilian harm,
corruption, and criminal violence” in a blog post the
day before the inauguration (see The Export Practitioner, February 2021, page 16).
Among other suggestions, experts from such
organizations as Arms Control Association, Stimson
Center, and American Bar Association’s Center for

Human Rights recommended the administration restore State authority over firearms licensing.
“Not only did the Trump administration weaken
export control of these weapons – largely to please
the gun manufacturers – but in so doing also eliminated Congress’s ability to be aware of and legally
disapprove of such sales above $1 million,” the senators wrote.
Transfer of USML items began in the Obama
administration, but firearms rules were delayed for
years after the Sandy Hook school shooting. Biden
campaigned to reverse the transfers.
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TRADE SANCTIONS
Treasury Begins Review
of U.S. Sanctions Policy
As promised from the first days of the administration, Deputy Treasury Secretary Wally Adeyemo
April 1, 2021, began a “top to bottom” review of U.S.
economic and financial sanctions, holding a meeting
with former lawmakers, government officials, and
academics, including former Rep. Howard Berman
and former acting Treasury Under Secretary for Terrorism and Financial Intelligence Adam Szubin.
At her confirmation hearing in January, Treasury
Secretary Janet Yellen told the Senate Finance Committee: “Sanctions are critically important tools to
address cybersecurity and other threats. I will be focused on making sure that they are used strategically
and appropriately. I intend to ask my deputy, if he is
confirmed, to quickly begin a review of our sanctions
policy to make sure we are doing this in a strategic
way and the most effective way we can” (see The
Export Practitioner, February 2021, page 4).
During the meeting, Adeyemo said that “sanctions remain a potent and valuable tool for policymakers and as programs are evaluated, it is critical
to keep an eye toward ensuring they remain a strong,
viable option in years to come,” the department said
in announcing the meeting.
“Participants confirmed the role of U.S. sanctions
as a key instrument of U.S. national security and foreign policy, and the importance of a well-considered
approach to their imposition, recognizing the technical expertise within Office of Foreign Assets Control
and Treasury writ large,” Treasury said.
“Finally, there was broad recognition from all
participants of the value of coordination with allies
and partners. Further consideration of the thoughtful
and effective use of sanctions will be given throughout the sanctions review process,” it added.

Administration Imposes Russian
Sanctions for Election Interference
In an effort to kill multiple birds with one stone,
the Biden administration April 15, 2021, imposed additional financial sanctions on Russia in response to
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at least three aggressive actions: the attempted assassination of opposition leader Aleksey Navalny and
his subsequent imprisonment, the SolarWinds hack
and efforts to interfere in U.S. elections.
In March, the Bureau of Industry and Security
(BIS) imposed additional export restrictions on Russia, including suspending certain license exceptions
and imposing a presumption of denial for most license applications, in response to the attempted
Navalny assassination (see The Export Practitioner,
April 2021, page 12).
Treasury’s Office of Foreign Assets Control
(OFAC) designated 32 entities and individuals carrying out Russian government-directed attempts to influence the 2020 U.S. presidential election, and other
acts of disinformation and interference.
For example, OFAC designated multiple individuals and entities directly involved in furthering financier Yevgeniy Prigozhin’s operations in Africa and
assisting his ability to evade sanctions. Prigozhin is
financer of the Internet Research Agency (IRA), the
Russian troll farm that OFAC designated in 2018.
Biden Authorizes New Measures
President Biden also signed an executive order
(EO) authorizing new measures to address specific
harmful actions that Russia has taken against U.S.
interests. Under the EO, Treasury issued a directive
that prohibits U.S. financial institutions from participation in the primary market for ruble or non-ruble
denominated bonds issued after June 14 by the Russian Central Bank, the National Wealth Fund or the
Finance Ministry; and lending ruble or non-ruble denominated funds to those three entities.
In addition, OFAC designated six Russian technology companies that provide support to the Russian Intelligence Services’ cyber program.
“We could have gone further, but I chose not to
do so, I chose to be proportionate,” Biden said in remarks to the nation. The U.S. “is not looking to kick
off a cycle of escalation and conflict with Russia. We
want a stable, predictable relationship,” he added.
“If Russia continues to interfere with our democracy,
I’m prepared to take further actions to respond,” the
president warned.

TRADE SANCTIONS
Lawmakers Push for Sanctions on Pipeline
Lawmakers praised the sanctions but wished
for action in response to the Nord Stream 2 pipeline. “The sanctions announced by the White House
this morning are a welcome step to hold Moscow
accountable for its ongoing aggression. But to fully
punish Putin for his malevolent behavior, the U.S.
must sanction Nord Stream 2 and halt the Kremlin’s
efforts to weaponize the supply of gas in Europe,”
Sen. Pat Toomey (R-Pa.) said in a statement.
“I welcome today’s measures, but there remains
plenty of room to escalate sanctions against key Russian financial and energy actors,” Sen. Bob Menendez (D-N.J.) said in a statement. “I urge the administration to consider additional measures, to include
blocking sanctions on Russian banks. I also look forward to working with the Administration in its efforts
to stop the Nord Stream 2 pipeline,” he added.
“Nord Stream 2 is a complicated issue affecting our allies in Europe. I’ve been opposed to Nord
Stream 2 for a long time, from the beginning, before
I left office as Vice President. But that still is an issue
that is in play,” Biden explained.
Information Technology & Innovation Foundation (ITIF) Vice President Daniel Castro called the
announcement “a good start. The question is now
whether the United States and its allies can consistently impose significant and proportionate costs on
nations that engage in or support cyberattacks that
undermine global security.”

In Vienna, JCPOA Talks
Turn to Sequencing
In the game of “you first, no you first” talks toward the U.S. rejoining the Joint Comprehensive Plan
of Action (JCPOA) have become, everyone except the
U.S. wants to talk about the sequencing. While European officials move into that phase, State officials
are not ready to talk about sequencing, except when
they do.
More than two dozen Democratic senators previously told Biden they “strongly support returning to
the JCPOA and using a ‘compliance for compliance’

approach as a starting point to reset U.S. relations
with Iran.
Soon after the Biden administration in February
announced it would accept an invitation from the European Union (EU) to attend a meeting “to discuss a
diplomatic way forward on Iran’s nuclear program,”
Republican leaders began rumbling about bipartisanship and the failure of the previous deal (see The
Export Practitioner, March 2021, page 11).
“We have provided Iran with a number of examples of the kind of sanctions that we believe we
would need to lift in order to come back into compliance, and the sanctions that we believe we would not
need to lift and we would not lift as part of a return
into compliance with the JCPOA,” a senior State official told reporters April 21, 2021.
Participants returned to the table May 1, when
they “will continue their discussions in view of a
possible return of the United States to the JCPOA and
on how to ensure the full and effective implementation of the JCPOA,” the chair noted.
“At this point, the discussions taking place in Vienna are about full compliance for full compliance,”
the official said. “On sequencing, there has not been
much of a discussion because we’re still in the process of describing and detailing the steps that each
side is going to have to take. We have not gotten into
the discussion of sequencing.”
“What we can say is that a sequence in which
the U.S. does everything before Iran does nothing
is not an acceptable sequence. We made that clear
to Iran. And beyond that, we’re prepared and we’re
open to different kinds of sequencing which meet our
interests, which is to see both sides in full compliance and not us coming into full compliance before
Iran has acted,” the official noted.
A day earlier, after a meeting in Vienna, the
Joint Commission on the JCPOA “decided to create
a third expert group to start looking into the possible
sequencing of respective measures,” according to
an EU press release. The Commission meeting was
chaired by the EU and was attended by representatives of China, France, Germany, Russia, the United
Kingdom (UK) and Iran.
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U.S. Lawmakers
Take Opposing Sides
As negotiating teams return home from Vienna
April 16 to continue technical talks on the JCPOA
amid reports that Iran is increasing its uranium enrichment, Republican lawmakers joined legislation
(S. 488) that would require Congress to approve the
Biden administration’s effort to lift Iran sanctions.
“It’s increasingly clear that the Biden administration’s promises to ‘lengthen and strengthen’ the
Iran nuclear deal are instead an attempt to re-enter
the flawed 2015 JCPOA at any cost,” said Sen. Jim
Risch (R-Idaho), who joined more than 30 other GOP
cosponsors of the bill.
The U.S. “currently maintains a position of significant leverage with Iran because our sanctions
are working. Given that reality, the administration
should keep its promises to address the JCPOA’s
looming sunsets,” he said.
On the other side of the aisle, 27 Democratic senators told Biden they “strongly support returning to
the JCPOA and using a ‘compliance for compliance’
approach as a starting point to reset U.S. relations
with Iran. Should Iran be willing to return to compliance with the limitations set by the JCPOA, the
United States should be willing to rejoin the deal and
provide the sanctions relief required under the agreement,” they wrote.
Iran Deal Partners
Agree to Keep Talking
No one threw a shoe, and no knives were drawn.
After a meeting in Vienna April 9, JCPOA participants agreed to keep talking about the U.S. rejoining the deal. What has made matters messy is Iran’s
insistence on the U.S. lifting sanctions as a first step,
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while the U.S. has insisted on Iran’s compliance as a
precondition.
At a press conference the day before the final
meeting, State Spokesperson Ned Price described the
two sides of the discussions. “It comes to the two
tasks, the Iranians have a task and that is to determine if and how they might return to compliance
with the nuclear deal, to return to compliance with
the strictest verification and monitoring regime ever
negotiated. Our task, if it gets there, is to determine
how we might resume compliance with our commitments under the JCPOA.”
“If we get there – which of course remains an if
– we have said that we are prepared to take the necessary steps to return to compliance with the JCPOA
and that would include lifting sanctions that are inconsistent with the JCPOA,” Price added.
Seyyed Abbas Araqchi, the head of the Iranian
delegation, stressed that the removal of the U.S. sanctions is the first and most necessary move to revive
the JCPOA. “Iran is fully prepared to stop its remedial
nuclear measures and return to the full implementation of the JCPOA immediately after it verifies the
removal of sanctions,” he added.
“China hopes all parties will consolidate and
continue the current positive momentum and reach
an early consensus on bringing the U.S. and Iran
back to the deal at an early date,” Foreign Ministry
Spokesperson Zhao Lijian said at his regular press
conference.
“The U.S. is expected to return to the agreement
unconditionally as soon as possible and lift all relevant sanctions, including the long-arm jurisdiction
over any third party, while Iran should resume its
compliance reciprocally on this basis,” Zhao added.

POLICY BRIEFS
Legislation Would Restrict
Exports of Personal Data
In draft legislation released April 15, 2021, Sen.
Ron Wyden (D-Ore.) seeks to regulate the export of
Americans’ sensitive personal information to potentially hostile foreign nations. The Protecting Americans’ Data from Foreign Surveillance Act would
create new safeguards against exporting sensitive
personal information to foreign countries if doing so
could harm U.S. national security.
“My bill would set up common sense rules for
how and where sensitive data can be shared overseas, to make sure that foreign criminals and spies
don’t get their hands on it. This legislation is another
piece in a slate of bills I’m introducing this Congress
to provide comprehensive protection for Americans’
sensitive information,” Wyden argued. At press time,
the bill had not been formally introduced.
Wyden’s legislation builds on the 2018 Foreign
Investment Risk Review Modernization Act (FIRRMA), in which Congress directed the Committee on
Foreign Investment in the U.S. (CFIUS) to review and
if necessary, stop the purchase of U.S. firms holding large amounts of Americans’ personal data, and
an executive order requiring recommendations to restrict the transfer of data to foreign adversaries, the
senator noted.
During a Senate Intelligence Committee hearing
the day before, National Intelligence Director Avril
Haines agreed with Wyden that the transfer of personal information to foreign adversaries represents a
security threat.
“I agree with you that there’s a concern about
foreign adversaries getting commercially acquired information as well and am absolutely committed to
trying to do everything we can to reduce that possibility,” Haines testified.
Wyden’s legislation would: direct an interagency
process led by the Commerce secretary to identify
categories of personal data, if exported by third parties, could harm U.S. national security; apply export
control penalties to senior executives who knew or
should have known that employees below them were
directed to illegally export Americans’ personal data;
create a private right of action for individuals who

have been physically harmed or arrested or detained
in a foreign country as a result of the illegal export
of personal data; and require Commerce to publish
quarterly reports on personal data exports.
During the previous administration. several Chinese social media companies, including TikTok, were
scrutinized for the way Americans’ data would be
misused by adversaries. Several GOP senators joined
the former president in arguing for a CFIUS review
and then banning (see The Export Practitioner, December 2020, page 16).
A bipartisan group of senators previously wrote
to eight IT companies including Amazon, AT&T,
Google, Twitter and Verizon, questioning the sale of
Americans’ data to foreign-owned companies. The
senators argued that hundreds of firms participating
in an online ad receive information about the potential recipient including cookies, web browsing and
location data, IP addresses, and age and gender of
users. “This information would be a goldmine for
foreign intelligence services that could exploit it to
inform and supercharge hacking, blackmail, and influence campaigns,” the senators said.

GOP Senators Want Answers
on Protecting U.S. Technology
Specifically citing reports of China's efforts to
evade U.S. regulations, a trio of Republican senators
April 13, 2021, asked the Biden administration for a
briefing on technology transfer, intellectual property
and the decision-making process of the Committee
on Foreign Investment in the U.S. (CFIUS).
“We remain concerned about foreign governments, such as China, potentially taking actions to
evade CFIUS reviews in an attempt to undermine U.S.
superiority in leading edge technologies, the CFIUS
process, the rules of export controls and trade, and,
as a result, our country’s national security,” Sens.
Chuck Grassley (R-Iowa), Mike Crapo (R-Idaho) and
Pat Toomey (R-Pa.) wrote to Treasury Secretary Janet
Yellen.
“We ask that the Biden administration explain
how it will approach and handle the threat of foreign government efforts evading the CFIUS process
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and what, if any, steps the administration has already
taken to thoroughly vet sensitive transactions in order to ensure the integrity of the CFIUS process and
U.S. national security,” the senators added.

New EU Rules Set
Global AI Standards
In 2016, Europe set tough legal rules and stiff
penalties governing IT companies, foreign or domestic, misusing European Union (EU) citizens’ data
when it launched the General Data Protection Regulation (GDPR). Like GDPR, the EU is again leading
its contemporaries in the West and around the world
by setting the rules on Artificial Intelligence (AI). Although China and America are way ahead, the EU
hopes that over the next decade spending €20 billion
($21.6 billion) annually will help it play catch-up.
“With these landmark rules, the EU is spearheading the development of new global norms to
make sure AI can be trusted,” EU competition chief
Margrethe Vestager said April 21, 2021. “By setting
the standards, we can pave the way to ethical technology worldwide and ensure that the EU remains
competitive along the way. There is no room for mass
surveillance in our society,” Vestager added.
For EU regulators, it is more than how much
money is spent; it is also setting the right tone and
values. The EU is setting the ethical rules by which
a democratic society ought to operate. Those rules,
while different than a surveillance state like China or
Russia, also go much farther than in the U.S., where
until recently, the government was prepared to let
Big Tech self-regulate.
“Today’s proposals aim to strengthen Europe’s
position as a global hub of excellence in AI from the
lab to the market, ensure that AI in Europe respects
our values and rules, and harness the potential of
AI for industrial use,” Internal Market Commissioner
Thierry Breton said.
EU officials point out that there some AI, like
bots on consumer websites, which try to match consumer’s desire efficiently and seamlessly with products or services. These are benevolent and need little
regulation. However, there are others, such as those
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utilizing live facial scanning, filtering jobs, credit
scores or school selection, purely based on an algorithm, which are insidious and malevolent.
Those high-risk systems must have a higher burden of proof. They must have human supervision
and must face hefty fines when they violate consumer rights. The EU sees as malicious, and plans to outlaw, AIs such as those using ‘a social scoring system.’
“AI must serve people, and therefore AI must always comply with people’s rights. This is why a person must always be in control of critical decisions,”
EU Commissioner Ursula Von der Leyen said.
The drafted new rules would be rigorously debated for the next few months and voted on by the
27 EU members by the end of the year. Violators of
the rules would face fines of up to 6 percent of their
global turnover or €30 million, the equivalent of $36
million.
Because many of the U.S. top IT companies also
operate in the EU, these rules are going to come into
direct collision with American rules and sensibilities
governing Big Tech. The Federal Trade Commission
(FTC) had shown a willingness to police deceptive
AIs. But first it must take an inventory of unfinished
legislation in the Senate and House, as well as a GOP
minority, who until recently were only willing to
fight IT companies whom they claim were silencing
President Trump and those conservative members in
his camp.

END NOTES
EXPORT ENFORCEMENT: Leon Madorsky of Pittsburgh was indicted April 27 in Pittsburgh U.S. District Court on export charges. In October 2020, Madorsky caused “submission of false and misleading
information through the Shippers Export Declaration
(and any successor document) and the Automated
Export System,” stating that parcel contained “Autoparts Set” when in fact, he knew contents were five
(5) black metal semi-automatic pistol slides, indictment said. Madorsky was released on $25,000 bond.
SOMALIA: OFAC in April 28 Federal Register issued
final Somalia Sanctions Regulations to replace abbre-

POLICY BRIEFS
viated regulations published in May 2010 (see The
Export Practitioner, June 2010, page 29). New regulations include “additional interpretive and definitional
guidance, general licenses, statements of licensing
policy, and other regulatory provisions that will provide further guidance to the public,” agency said.
VOLUNTEER OPPORTUNITY: BIS is recruiting candidates to serve on one of seven Technical Advisory
Committees (TACs) that advise agency “on the technical parameters for export controls applicable to
dual-use items (commodities, software, and technology) and on the administration of those controls,”
agency said in Federal Register April 28. Individual
TACs cover: information systems, materials, materials processing equipment, sensors and instrumentation, transportation and related equipment, emerging technology, and regulations and procedures. To
respond, please send resume to Yvette Springer at
Yvette.Springer@bis.doc.gov by Sept. 30.
BELARUS: Treasury April 19 issued General License
(GL) 2H authorizing 45-day wind-down period for
transactions with nine blocked companies in Belarus
and any entities owned 50 percent or more by them.
Agency revoked GL 2G authorizing transactions with
Belarusian Oil Trade House, Belneftekhim, Belneftekhim USA, Inc., Belshina OAO, Grodno Azot OAO,
Grodno Khimvolokno OAO, Lakokraska OAO, Naftan OAO and Polotsk Steklovolokno OAO. “Given
the sharply deteriorating human rights situation in
Belarus, the U.S. Government determined a further
extension would be inconsistent with the Belarus
Democracy Act and incompatible with American values,” Secretary of State Blinken said in statement.
Treasury issued GL 2G in October 2019, extending
authorization through April 26 (see The Export Practitioner, November 2019, page 22).
COVID RELIEF: Ex-Im Bank board April 15 unanimously voted to extend COVID relief measures for
U.S. exporters and financial institutions through April
30, 2022. Measures apply to Working Capital Guarantee Program, Supply Chain Financing Guarantee Program, and agency’s “support for transportation-related and other large-scale exports through its Bridge/

Backstop Financing Program and Pre-Delivery/PreExport Financing Program,” Ex-Im noted. Temporary
relief measures were originally announced in March
2020 (see The Export Practitioner, April 2020, page
20).
BURMA: OFAC April 21 designated two Burmese
state-owned enterprises, Myanma Timber Enterprise (MTE) and Myanmar Pearl Enterprise (MPE).
“The timber and pearl industries are key economic
resources for the Burmese military regime that is violently repressing pro-democracy protests in the country,” agency said…OFAC April 8 designated Myanma
Gems Enterprise (MGE), Burmese state-owned entity that is responsible for all gemstone activities in
Burma. “Gemstones are a key economic resource for
the Burmese military regime that is violently repressing pro-democracy protests,” agency said. Two weeks
earlier, OFAC designated Myanma Economic Holdings Public Company Limited (MEHL) and Myanmar
Economic Corporation Limited (MEC), companies
that “dominate certain sectors of the economy, including trading, natural resources, alcohol, cigarettes, and consumer goods,” agency said (see The
Export Practitioner, April 2021, page 22).
NOMINATIONS: President Biden April 29 nominated
Jessica Lewis to be assistant secretary of State for
political-military affairs, replacing R. Clarke Cooper.
Lewis currently serves as Democratic staff director of
Senate Foreign Relations Committee. She was previously advisor to former Sen. Harry Reid. “Jessica is
someone who is recognized across party lines as one
of the most effective and respected leaders on Capitol Hill. She is a trailblazer for women in national
security, and her steady and reliable diplomatic hand
has served our nation greatly in times of chaos and
calm,” Committee Chair Bob Menendez (D-N.J.) said
in statement.
MORE NOMINATIONS: Senate April 13 confirmed
Wendy Sherman to be deputy secretary of State in
56-42 vote. Secretary Tony Blinken tweeted: “We are
all only as good as the team we surround ourselves
with, and I’m thrilled to have you on board.”

MAY 2021 THE EXPORT PRACTITIONER | 21

POLICY BRIEFS
TRADE PEOPLE: G. Nagesh Rao April 12 was named
BIS chief information officer. “In the past 10 months
while at BIS, Rao oversaw the first wave of technology modernization efforts which included cloud
adoption, remote-work capabilities, and software as
a service (SaaS) based solutions helping bring the
bureau up to speed on a current technology stack
standard,” agency said in announcement. Prior to
BIS Rao worked at Small Business Administration
(SBA) and served on COVID-19 Leadership Response
Team.
ANTIBOYCOTT: In Federal Register April 8, Treasury
removed UAE from list of countries that “require or
may require participation in, or cooperation with, an
international boycott.” Country repealed law mandating boycott of Israel and has taken subsequent actions to implement new policy, notice said. Countries
still on list include: Iraq, Kuwait, Lebanon, Libya,
Qatar, Saudi Arabia, Syria and Yemen.

ENTITY LIST: BIS April 8 added to its Entity List
seven Chinese entities “involved with building supercomputers used by China’s military actors, its
destabilizing military modernization efforts, and/
or weapons of mass destruction (WMD) programs.”
Entities include National Supercomputing Center
Jinan, National Supercomputing Center Shenzhen,
National Supercomputing Center Wuxi, National
Supercomputer Center Zhengzhou, Shanghai HighPerformance Integrated Circuit Design Center, Sunway Microelectronics and Tianjin Phytium Information Technology. “The U.S. government, driven by a
desire to maintain its scientific monopoly and hegemony and to contain China’s development, has time
and again abused the national security concept, its
state power and ‘entity list’ to unscrupulously and
maliciously suppress Chinese high-tech companies,”
Chinese Foreign Ministry Spokesperson Zhao Lijian
said in press briefing.
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