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Congress Pushes Back on
Sanctions, Foreign Policy
Few leaders in either party boast Joe Biden’s bona fides
Lawmakers Oppose Treasury
in foreign policy; no one in the Congress, and certainly not
Nominees over Pipeline
the former occupant of the White House. But for more than
six months as president, Biden has faced pushback not only
Biden nominated Brian Eddie Nelson to be under secrefrom the GOP but his own party, including Senate Foreign
tary for terrorism and financial crimes and Elizabeth RosenRelations Committee Chair Bob Menendez (D-N.J.).
berg to be assistant secretary for terrorist financing in May.
Biden’s first foreign policy actions were centered on ChiThe committee held a hearing with the two nominees in
na and Russia. But to achieve maximum effect he needed
June. As had been true in previous cases, the nominees could
a unified alliance, which the
still move to the full Senate
previous administration had
floor under special proceirrevocably fractured. Before
All 12 Republican Senate Banking
dures, even with the Repubmeeting with Russian Presilican hold.
Committee members oppose the
dent Vladimir Putin for their
“The
State
Departconfirmation of two senior Treasury
first summit, Biden may have
ment’s own PEESA findings
nominees.
made concessions to German
to Congress, combined with
Chancellor Angela Merkel
NS2AG’s apparent ongoing
that angered many senators.
involvement with sanctioned
As a result, all 12 RepubRussian entities, strongly
lican Senate Banking Committee members wrote to Biden
suggests there is evidence that NS2AG has facilitated signifiopposing the confirmation of two senior Treasury nominees
cant transactions for, or on behalf of, one or more previouslyresponsible for overseeing and implementing sanctions. The
sanctioned entities,” the GOP senators wrote.
senators told Secretary Yellen July 28, 2021, that there would
On the Democratic side of the aisle, Menendez Aug. 2
be no confirmation until Biden imposed mandatory sanctions
joined with his counterparts from Estonia, Czech Republic,
on the Nord Stream 2 pipeline.
Ireland, Latvia, Poland, Ukraine, the United Kingdom, and
A week before the GOP letter, the Biden administration
Lithuania to oppose the pipeline project.
defended its deal with Germany over the pipeline, which crit“The EU and United States must work together to increase
ics argued should be sanctioned under existing law.
sanctions pressure on the Kremlin to counter aggression in
“While we remain opposed to this pipeline, we reached
Ukraine,” they wrote. “We insist that any further agreements
the judgment that sanctions would not stop its construction
on Nord Stream 2 necessitate consultations across the transand risked undermining a critical alliance with Germany, as
atlantic family,” the lawmakers added.
well as with the EU and other European allies,” a senior State
official told reporters July 21.
Administration Defends Nord
Biden and Merkel attempted to dispel concerns about the
Stream Deal, Sanctions Waiver
energy project during a joint press conference at the White
House a few days earlier. The U.S. in May backed off impos“This is a Russian geopolitical project, but that is why for
ing sanctions on a Russian company, its CEO and its corpous the worst-case scenario was a completed pipeline, which
rate officers for construction of the pipeline (see The Export
we think, as the Secretary [Tony Blinken] has said, that it is
Practitioner, June 2021, page 4).
virtually a fait accompli, that the construction will be finished, but a completed pipeline and nothing to help Ukraine

4

| THE EXPORT PRACTITIONER AUGUST 2021

FEATURE
to reduce the risks that this pipeline poses to it,” the State
gression…while I reiterated my concerns about Nord Stream
official added.
2, Chancellor Merkel and I are absolutely united in our con“Should Russia attempt to use energy as a weapon or
viction that Russia must not be allowed to use energy as a
commit further aggressive acts against Ukraine, Germany
weapon to coerce or threaten its neighbors,” Biden said.
will take action at the national level and press for effective
“And today, we’re launching a climate and energy partmeasures at the European level, including sanctions, to limit
nership to support energy security and the development
Russian export capabilities to Europe in the energy sector, inof sustainable energy, sustainable energy technologies,
cluding gas, and/or in other economically relevant sectors,”
and emerging economies, including in Central Europe and
the U.S. and Germany said in a joint statement.
Ukraine,” Biden added.
Republican lawmakers repeated their opposition to the
Merkel said that although she and Biden came differently
project and their insistence that the administration impose
to this issue, they remained united and committed to prevent
mandatory sanctions. “Not a
Russian dissension. “We’ve
single member of Congress
come to different assesssupports the completion of
ments as to what this project
“Regardless of the foreign policy
this pipeline and the adminentails. But let me say very
outcome the administration
istration’s willingness to look
clearly: Our idea is and rethinks it has achieved, there are
the other way and let Russia
mains that Ukraine remains
and Germany complete this
a transit country for natural
still mandatory sanctions the
pipeline undermines the bigas; that Ukraine, just as any
administration has not imposed.”
partisanship necessary on
other country in the world,
this important security ishas a right to territorial sovsue,” Sen. Jim Risch (R-Idaho) said in a statement.
ereignty, which is why we’ve become engaged and continue
“Regardless of the foreign policy outcome the administrato be engaged in the Minsk Process,” Merkel reiterated.
tion thinks it has achieved, there are still mandatory sanctions
“We will be actively acting should Russia not respect
the administration has not imposed and it has not consulted
this right of Ukraine that it has as a transit country. So Nord
with Congress on the waiver of these mandatory sanctions,”
Stream 2 is an additional project and certainly not a project
he added.
to replace any kind of transit through Ukraine. Anything else
would obviously create a lot of tension. And we’re also talkMerkel, Biden Hash
ing about how we can actually make this very clear together,”
Out Energy Project
she said.
In their last meeting as heads of government, Biden welcomed Merkel to the White House July 15, affirming her advocacy for the transatlantic partnership and multilateral cooperation. Top of the agenda were cementing Russian security challenges, the Nord Stream 2 energy project and efforts
to deal with China’s rising influence.
On the pipeline, a senior administration official told reporters the day before the visit that the disagreements have
been put to bed. Biden’s waiver in May created the diplomatic space for behind-the-scenes ongoing discussions with
both State and National Security playing a major role. This
point was reiterated by both leaders at a joint press conference after the meeting.
“We stand together and will continue to stand together to
defend our Eastern Flank allies at NATO against Russian ag-

Biden Moves to Chinese,
Russian Cybercrimes
As if ignoring the senators’ rebuff, the administration
continued its work with allies, this time turning its focus on
cyber hacking by both China and Russia. Following up on
discussions at the G7, the European Union (EU) and NATO,
and the subsequent decisions, the Biden administration in
coordination with allies sanctioned Russia and shame China.
The U.S. July 19 joined its allies in condemning the government of China for supporting, backing, and shielding cyber hackers who in January 2021 broke into the Microsoft
email server, but the administration stopped short of sanctioning Beijing (see related story, page 15).
Then the Biden administration shifted focus to future cy-
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ber threats domestically. A National Security Memorandum
(NSM) the White House issued July 28, 2021, specifically addressed cybersecurity for critical infrastructure and those private corporations overseeing
their operations.

piecemeal. Cyber only grabs attention when it’s in the news.
The administration wanted both voluntary and mandatory
compliance formalized by the NSM and not ad hoc.
The NSM directs Homeland Security’s Cybersecurity & Infrastructure SecuThe administration immediately
Threats Require
rity Agency (CISA) and Commade clear that the threats
“Whole of Nation
merce’s National Institute of
Effort”
Standards and Technology
cannot be handled by the
(NIST) “to collaborate with
government alone.
This NSM follows up
other agencies, to develop
on and works in conjunccybersecurity performance
tion with the president’s May
goals for critical infrastruc2021 Executive Order (EO). The administration immediately
ture. We expect those standards will assist companies responmade clear that the threats cannot be handled by the govsible for providing essential services like power, water, and
ernment alone, but require a “whole of nation effort,” since
transportation to strengthen their cybersecurity,” a White
critical infrastructure is largely owned and operated by the
House fact sheet said.
private sector.
In addition, the NSM formally establishes the President’s
“We look to responsible critical infrastructure owners
Industrial Control System Cybersecurity (ICS) Initiative; a
and operators to follow voluntary guidance as well as manvoluntary, collaborative effort between the federal governdatory requirements in order to ensure that the critical serment and the critical infrastructure community to facilitate
vices the American people rely on are protected from cyber
the deployment of technology and systems that provide threat
threats,” the White House said. The administration argued
visibility, indicators, detections, and warnings.
that the degradation, destruction or malfunction of systems
“The Initiative began in mid-April with an Electricity
that control the infrastructure “could have a debilitating efSubsector pilot, and already over 150 electricity utilities repfect on national security, economic security, …and safety of
resenting almost 90 million residential customers are either
the American people.”
deploying or have agreed to deploy control system cyberseBut nothing happens without structure, goals and supercurity technologies. The action plan for natural gas pipelines
vision. Currently federal cybersecurity regulation is sectoral:
is underway, and additional initiatives for other sectors will
consisting of a patchwork of statutes that have been adopted
follow later this year,” the White House said.
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LA Resident Gets Prison for
MMIC Technology Exports

Another Payment Platform
Settles Sanctions Charges

A Los Angeles-area resident was sentenced to 63
months in prison for his role in a scheme to illegally
obtain technology and integrated circuits with military applications and export them to China without
the required licenses.
Yi-Chi Shih received the sentence July 22, 2021,
in Los Angeles U.S. District Court. In June 2019 after
a six-week trial, he was found guilty of conspiracy to
violate the International Emergency Economic Powers Act (IEEPA) and 17 other charges for his role in
the scheme.
Shih and others shipped chips to Chengdu GaStone Technology Company (CGTC), a Chinese company on the BIS Entity List. Shih was the president of
CGTC, which was placed on the Entity List in 2014.
Co-defendant Kiet Ahn Mai of Pasadena was sentenced in September 2019 in the same court to 18
months’ probation (see The Export Practitioner, October 2019, page 11). Mai pleaded guilty in December
2018 to smuggling.
The scheme involved defrauding a U.S. company
of “proprietary, export-controlled technology associated with its monolithic microwave integrated circuit
(MMIC) design services, its commercial advantage in
the area of MMIC design and design services, and
its future financial gain associated with the sale of
its design services and products,” the criminal complaint noted.
“It was Shih who made the decisions about the
U.S. Company B transactions, and that Mai’s role was
to provide Shih with access to those services and the
resulting MMICs,” according to a Justice sentencing
memo.
At Shih’s trial, Mai “testified further about making the contractual arrangements with U.S. Company
B, including the specific parts of the U.S. Company
B export compliance form that Shih completed,” the
memo noted.
“Mai admitted during his testimony that he
falsely told U.S. Company B that his company would
be designing and using the MMICs, even though Mai
knew, in fact, that all of this would be handled by
Shih,” it added.

Another shoe in the money services industry
dropped when New York-based payment platform
Payoneer agreed July 23, 2021, to pay Treasury’s Office of Foreign Assets Control (OFAC) a $1,400,301.40
civil penalty to settle 2,260 violations of multiple
sanctions programs, including the Crimea region of
Ukraine, Iran, Sudan and Syria, between February
2013 and February 2018.
Most recently, Dallas-based MoneyGram Payment Systems agreed in April 2021 to pay OFAC a
$34,328.78 civil penalty to settle 359 apparent violations of sanctions programs (see The Export Practitioner, May 2021, page 10). Earlier, Atlanta payment
processing firm BitPay agreed in February to pay
OFAC a $507,375 civil penalty to settle similar charges. Competitor PayPal also paid more than $7 million
to settle similar charges in March 2015.
“Payoneer processed 2,241 payments for parties
located in certain jurisdictions and regions subject to
sanctions… and 19 payments on behalf of sanctioned
persons” on OFAC’s List of Specially Designated Nationals (SDN), the agency said. The company voluntarily self-disclosed 19 violations.
“Payoneer’s sanctions compliance program deficiencies at the relevant times—including with respect to screening, testing, auditing, and transaction
review procedures—enabled persons in these jurisdictions and regions and on the SDN List to engage
in approximately $802,117.36 worth of transactions,”
the agency noted.
“Payoneer’s policies and procedures dating back
as far as June 2015 specified that transactions involving parties in sanctioned locations were prohibited,
but the testing and auditing conducted to verify that
these policies and procedures were being implemented failed to identify” compliance deficiencies,
it added.
“The Apparent Violations, which related to commercial transactions processed by Payoneer on behalf
of its corporate customers and card-issuing financial
institutions, resulted from multiple sanctions compliance control breakdowns, including (i) weak algorithms that allowed close matches to SDN List entries
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not to be flagged by its filter, (ii) failure to screen
for Business Identifier Codes (BICs) even when SDN
List entries contained them, (iii) during backlog periods, allowing flagged and pended payments to be
automatically released without review, and (iv) lack
of focus on sanctioned locations, especially Crimea,

“To mitigate such risks, money services
businesses should develop a tailored,
risk-based sanctions compliance
program.”
because it was not monitoring IP addresses or flagging addresses in sanctioned locations,” OFAC said.
“Payoneer had reason to know the location of
the users it subsequently identified as located in jurisdictions and regions subject to sanctions based on
common indicators of location within its possession,
including billing, shipping, or IP addresses, or copies
of identification issued in jurisdictions and regions
subject to sanctions,” OFAC noted.
“Money services businesses—like all financial
service providers—are responsible for ensuring that
they do not engage in unauthorized transactions
prohibited by OFAC sanctions, such as dealings with
blocked persons or property, or engaging in prohibited trade-related transactions with jurisdictions and
regions subject to sanctions. To mitigate such risks,
money services businesses should develop a tailored,
risk-based sanctions compliance program,” it added.

UK Trader Pleads Guilty to
Foreign Bribery Charges
A United Kingdom (UK) citizen pleaded guilty
to conspiracy to violate the Foreign Corrupt Practices
Act (FCPA) and money laundering for his role in a
scheme to pay millions of dollars in bribes through
intermediaries to foreign officials in multiple countries, including Nigeria. Anthony Stimler entered the
plea July 26, 2021, in Manhattan U.S. District Court.
“In exchange for the bribes, foreign officials
caused the Nigerian state-owned and state-controlled
oil company to award oil contracts and to provide
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more lucrative grades of oil on more favorable delivery terms to Company 1, two wholly owned subsidiaries of Company 1 … and their business partners,”
the criminal information noted. Sentencing is scheduled for Jan. 28, 2022.
Stimler worked as a trader on the West Africa
desk at one of those subsidiaries from 2002 until 2009
and then again from June 2011 until August 2019. “In
that role, Stimler had responsibility for crude oil purchases from, among other places, Nigeria, and acted
on behalf of Company 1 in procuring crude oil from
Nigeria,” according to the criminal information.
“The manner and means by which [Stimler] and
his co-conspirators sought to accomplish the purpose
of the conspiracy included, among others, using and
paying inflated and fraudulent invoices submitted to
Company 1 and the Company 1 Subsidiaries by intermediaries to disguise the nature and purpose of bribe
payments made to government officials,” it added.

Georgia Man Pleads Guilty
in Arctic Export Conspiracy
A fifth defendant and his company pleaded
guilty to export charges in a scheme to procure a Vectra 40G power turbine from a U.S. manufacturer and
ship the Vectra to a blocked Russian company that
intended to use the turbine on an Arctic deepwater
drilling platform.
Dali Bagrou and World Mining and Oil Supply
(WMO) entered the pleas July 30, 2021, in Savannah,
Ga., U.S. District Court. Italian company GVA International Oil and Gas Services (GVA) pleaded guilty to
related charges in May (see The Export Practitioner,
July 2021, page 8). GVA owner Gabriele Villone, an
Italian national, was sentenced in June 2020 to 28
months in prison.
Oleg Vladislavovich Nikitin and his Russian
company KS Engineering (KSE) pleaded guilty in
March to related charges. Sentencing is currently set
for Sept. 15. Other charged parties were KSE employee Anton Cheremukhin and GVA employee Bruno
Caparini.
The Vectra 40G was “designed and manufactured
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for integration with gas generators to enable direct
drive of high power gas compressors,” the Bagrou
plea agreement said.
The Bureau of Industry and Security (BIS) added
the intended Russian recipient company to its Entity
List in September 2014. At the same time, BIS reiterated previous restrictions on exports intended for the
Arctic, shale or deepwater exploration.

Iranian National Indicted for
Illegal Equipment Exports
Reza Sarhangpour Kafrani, aka Reza Sarhang, an
Iranian national residing in Montreal, was indicted
July 30, 2021, in D.C. U.S. District Court on charges
of illegally exporting mass spectrometry equipment
to Iran through Canada and the United Arab Emirates
(UAE) from February 2015 through January 2017.
Kafrani and his co-conspirator applied for an
export license from Treasury’s Office of Foreign Assets Control (OFAC) in November 2015, and again in
April 2016, but OFAC declined to grant either application, Justice said.
“Under the CCL [Commerce Control List], mass
spectrometers that are capable of measuring ions of
230 atomic mass unites or greater and have a resolution of better than 2 parts in 230” are controlled
under Export Control Classification Number (ECCN)
3A233 and controlled for anti-terrorism and nuclear
nonproliferation, the indictment said.
“Similarly, under the CCL, other mass spectrometers not elsewhere specified and chromatography
and spectrometery analytic instruments are controlled under ECCN 3A999” and controlled for antiterrorism, it added. All require an export license to
Iran.
The defendants and others intentionally concealed from U.S. companies “the true nature of the
ultimate end use and the true identities of the ultimate end users of the goods, by providing false and
misleading information about the ultimate end use
and end users,” the indictment said.

Subsidiaries of Swedish Firm
Settle BIS, OFAC Charges
Two subsidiaries of a Swedish manufacturer
agreed July 19, 2021, to pay a total civil penalty of
$432,570 to settle charges related to the unauthorized
shipment of two Alfa Laval Gamajet 10 automated
tank cleaning machines to Iran between May 2015
and March 2016.
Under the settlement, Alfa Laval U.S. of Richmond, Va., and Alfa Laval Middle East Ltd. of the
United Arab Emirates (UAE) agreed to pay $215,000
to the Bureau of Industry and Security (BIS) and
$217,570 to Treasury’s Office of Foreign Assets Con-

“The scope of the conspiracy included
additional incomplete and contemplated
export transactions with Iran.”
trol (OFAC). The items were valued at approximately
$18,585 and designated as EAR99.
In March 2016, the firm falsely listed on “the
Electronic Export Information (EEI) that Alfa Laval’s
distributor in the UAE was the ultimate consignee,
when, in fact, the items were destined for and ultimately shipped to Alborz in Iran,” the BIS order noted. Neither AL Middle East nor AL U.S. voluntarily
self-disclosed the apparent violations.
In April 2016, “BIS conducted a post-shipment
verification at Alfa Laval’s distributor in the UAE.
The distributor admitted that the items had been
sent to Alborz in Iran following negotiations involving Alfa Laval Middle East and Alfa Laval Iran,” the
agency added.
“The scope of the conspiracy included additional incomplete and contemplated export transactions with Iran that would have employed the same
scheme,” OFAC noted.
In September 22, 2015, “Alfa Laval Iran informed
Alfa Laval Tank and Alfa Laval Middle East that it
had met with Alborz in Iran and asked the two Alfa
Laval offices to review a proposed quote for Alborz,
adding that ‘of course’ we will not do any business
unless and until the U.S. sanctions are lifted,” BIS
said.
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Iranian National Pleads Guilty
in Electrical Export Scheme
An Iranian national living in Canada pleaded
guilty July 22, 2021, in Detroit U.S. District Court for
his role in a conspiracy to export nine electrical discharge boards, a CPU board, two servo motors, and
two railroad crankshafts to Iran via the United Arab
Emirates (UAE) between January 2015 and February
2017 without the required licenses from Treasury’s
Office of Foreign Assets Control (OFAC).
Arash Yousefi Jam is scheduled to be sentenced
Oct. 14. The indictment against Arash Jam and his
brother Amin Yousefi Jam, an Iranian national also
living in Canada, and Abdollah Momeni Roustani,
an Iranian national believed to be living in Iran, was
unsealed in January (see The Export Practitioner, February 2021, page 11). Arash Jam was arrested by U.S.
authorities in December 2020.
The defendants and the coconspirators used
third parties to arrange for payment in U.S. currency,
the indictment noted. They “intentionally concealed
from companies in the United States, specifically the
U.S. Companies and U.S. Shipping Companies 1 and
2, the true nature of the ultimate end use and true
identities of the ultimate end users of the goods, by
providing false and misleading information about the
ultimate end use and end users,” it added.
In one example, in May 2015, “U.S. Company 1
responded to Arash Jam, stating that ‘Spain is thinking these parts are being sent to Iran. We are not a
loud [sic] to sell to anyone in Iran or that is going to
sell the parts to someone in Iran. Span has received
this exact same order from other dealers in other
countries and they found out that these boards were
going to be sold to Iran,’” the indictment said.
In another, in September 2015, “Global Shipping
Company 2 emailed Amin Jam and told him that the
packing slip showed a final destination of Dubai,
and then asked for the shipping destination. On or
about that same day, Amin Jam responded, ‘This is
addressed to our company in Dubai… But final destination will be IKA (Imam Khomeini Airport)’” in
Tehran, the indictment said.
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“On or about that same day, Global Shipping
Company 2 responded to Amin Jam, stating that
they could ship the cargo to IKA in Iran, but that the
‘Shipper must provide copy of the OFAC license.’ On
or about that same day, Amin Jam responded ‘Alright. I will ask shipper to provide that,’” it added.

Chinese National Sent to Prison
for Exporting Military Boats
A Chinese citizen was sentenced July 14, 2021,
in Jacksonville, Fla., U.S. District Court to 42 months
in prison for conspiracy to unlawfully smuggle military-style inflatable boats, with Evinrude MFE military outboard motors, to China from September 2018
through October 2019.
Ge Songtao, chairman of Shanghai Breeze Technology, pleaded guilty in November (see The Export
Practitioner, December 2020, page 8). Ge, Yang Yang
of Jacksonville and two others, including Yang’s husband, an active-duty U.S. Navy officer, and a Chinese
national, were indicted in October 2019.
All four were charged with conspiring to submit
false export information and to fraudulently attempt
to export the articles from the U.S. Yang and Zheng
Yan, a Shanghai Breeze employee, previously were
sentenced to time served. The trial of the remaining
co-defendant Fan Yang is scheduled to begin Nov. 1.
“Yang Yang’s email to Wing caused the entry of
a Shipper’s Export Declaration into AES [Automated
Export System] for the Wing raiding craft and Evinrude MFE engines. Based on the information provided by her, the declaration identified no intermediate
consignee and falsely listed the ultimate consignee of
the Wing raiding craft and Evinrude MFE engines as
Belt Consulting Company in Hong Kong, rather than
Shanghai Breeze in Shanghai,” Songtao’s plea agreement noted.
“In 2016 and 2019, United States law did not require a license to export Wing raiding craft or Evinrude MFE engines to Shanghai Breeze” in China, it
added.

FOCUS ON ENFORCEMENT
Former Corning Scientist
Indicted for Data Transfers
An indictment against former Corning scientist Ji
Wang was unsealed July 7, 2021, in Rochester, N.Y.,
U.S. District Court on charges of illegally exporting
technical data regarding fiber laser manufacturing to
China.
From late 2014 through late 2017, Wang and another person “surreptitiously sought to establish a
laser fiber business, which they referred to as QuantumWave (or sometimes, WaveQuantum)” in China,
the indictment said.
On two trips to China in 2017, Wang “brought
with him a laptop that contained technology pertaining to the DARPA project that was controlled for export to China for national security reasons” under

Export Control Classification Number (ECCN) 6E001,
it added.
In July 2016, “without authorization, Wang
downloaded a copy of a folder containing DARPA
project files, including the DARPA Laser Fiber Manufacturing Technology Files, from Corning’s network
to a personal USB drive,” the indictment said.
“Wang downloaded these files to use as reference for his QuantumWave business, and to serve as
a starting point from which to extrapolate in developing laser fibers for his QuantumWave business,”
it added.
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Hong Kong Operations Face
Risks, Agencies Advise

Senators Introduce Bipartisan
Arms Export Legislation

Why stop at one business advisory when two is
better. Three days after the administration warned
companies about doing business in Xinjiang, four
U.S. agencies warned firms of the growing risks of
operating in Hong Kong, especially with the passage
of the recent National Security Law (NSL).
This new legal landscape “could adversely affect
businesses and individuals operating in Hong Kong.
As a result of these changes, they should be aware

A trio of senators introduced legislation that
would flip the normal script: instead of Congress being simply notified of arms sales, lawmakers would
have to take an affirmative vote on each sale over a
certain dollar amount.
Sens. Bernie Sanders (I-Vt.), Chris Murphy (DConn.) and Mike Lee (R-Utah) sponsored the National Security Powers Act (S. 2391) to “reassert and
safeguard congressional prerogatives,” they said in a
joint statement July 20, 2021. Rep. James McGovern
(D-Mass.) will introduce parallel House legislation
“in the coming weeks.”
The legislation, which observers see as unlikely
to pass as a standalone bill, would require an affirmative vote to approve certain types of arms sales:
firearms and ammunition of $1,000,000 or more;
air to ground munitions of $14,000,000 or more;
tanks, armored vehicles, and related munitions of
$14,000,000 or more; fixed and rotary, manned or
unmanned armed aircraft of $14,000,000 or more;
and services or training to security services of
$14,000,000 or more.
“Over time, Congress has acquiesced to the
growing, often unchecked power of the executive to
determine the outline of America’s footprint in the
world. More than ever before, presidents are sending
men and women into battle without public debate,
and making major policy decisions, like massive
arms sales, without congressional input,” Murphy
said in a statement.

This new legal landscape “could
adversely affect businesses and
individuals operating in Hong Kong.”
of potential reputational, regulatory, financial, and,
in certain instances, legal risks associated with their
Hong Kong operations,” State, Commerce, Homeland
Security and Treasury advised July 16, 2021.
Separately, the Biden administration July 13 updated its advisory on the risks for businesses with
potential exposure in their supply chain to entities
engaged in human rights abuses in Xinjiang (see related story, page 13).
“These risks fall into four categories: risks for
businesses following the imposition of the NSL; data
privacy risks; risks regarding transparency and access
to critical business information; and risks for businesses with exposure to sanctioned Hong Kong or
PRC entities or individuals,” the agencies warned.
At the same time, Treasury’s Office of Foreign
Assets Control (OFAC) added seven individuals, all
deputy directors at China’s Hong Kong liaison office,
to its list of Specially Designated Nationals (SDN).
Chinese officials warned of possible retaliation.
“The U.S. should adhere to international law and
basic norms governing international relations, stop
meddling in Hong Kong affairs in any form and stop
interfering in China’s domestic affairs. China will respond strongly to possible U.S. measures,” Foreign
Ministry Spokesperson Zhao Lijian told reporters.
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Congress Needs Better Tools, Groups Say
In June 2020, advocacy group Security Assistance Monitor attempted to quantify the arms sales
that would not require congressional notification under final rules transferring firearms and ammunition
from the U.S. Munitions List (USML) to Commerce
jurisdiction (see The Export Practitioner, July 2020,
page 12).
In 2019, sales of “at least $249 million, including

EXPORT CONTROLS
to a number of countries with questionable human
rights records, would almost assuredly have fallen
under the radar,” according to the group, a project of
the Center for International Policy.
Congress has never successfully prevented a notified arms transfer through legislation, according
to the Center for Civilians in Conflict (CIVIC). “At a
moment when we’re seeing U.S. weapons devastate
civilian communities caught in armed conflict, fuel
human rights abuses around the world, and facilitate
impunity for harm, it’s clear that Congress needs better tools to conduct real oversight and curb harmful
arms transfers,” CIVIC Senior Advisor Annie Shiel
said in a statement.

Administration Updates Guidance
on Xinjiang Supply Chain Risk
The Biden administration July 13, 2021, updated
its advisory on the risks for businesses with potential
exposure in their supply chain to entities engaged in
human rights abuses in the Xinjiang Uyghur Autonomous Region. The previous administration issued the
original advisory in July 2020.
“Given the severity and extent of these abuses,
including widespread, state-sponsored forced labor
and intrusive surveillance taking place amid ongoing
genocide and crimes against humanity in Xinjiang,
businesses and individuals that do not exit supply
chains, ventures, and/or investments connected to
Xinjiang could run a high risk of violating U.S. law,”
the updated advisory cosigned by State, Commerce,
Homeland Security, Labor, Treasury and the U.S.
Trade Representative (USTR) said.
At the same time, the European Commission
published “a Guidance on due diligence to help EU
companies to address the risk of forced labour in
their operations and supply chains, in line with international standards.”
The EU Guidance also “provides an overview
of EU and international instruments on responsible
business conduct that are relevant for combatting
forced labour,” the Commission noted.

The Senate the next day passed by voice vote the
Uyghur Forced Labor Prevention Act (S. 65), which
calls for sanctions on those responsible for forced labor in Xinjiang or engaged in importing goods produced with forced labor. “No American corporation
should profit from these abuses. No American consumers should be inadvertently purchasing products
from slave labor,” Sen. Jeff Merkley (D-Ore.) said in
a statement.
Chinese officials continued to denounce both
the business advisory and the legislation. “The true
intention of the U.S. moves to hype up this issue is
to undermine Xinjiang’s prosperity and stability and
deprive the people in Xinjiang of the right to subsistence, employment and development,” Foreign Ministry Spokesperson Zhao Lijian told reporters July 15.
BIS Adds More Xinjiang
Firms to Entity List
Just days earlier, the Bureau of Industry and Security (BIS) added to its Entity List 14 Chinese entities that “have enabled Beijing’s campaign of repression, mass detention, and high-technology surveillance” in Xinjiang. In June, BIS added five other
Xinjiang-based companies to its Entity List (see The
Export Practitioner, July 2021, page 17).
Citing illegal exports and support of military
programs, BIS in the Federal Register July 12 added
a total 34 entities in Canada, China, Iran, Lebanon,
Netherlands, Pakistan, Russia, Singapore, South Korea, Taiwan, Turkey, United Arab Emirates (UAE) and
the United Kingdom (UK) to its Entity List.
Five Chinese firms were added to the list for “directly supporting PRC’s military modernization programs related to lasers and C4ISR programs,” Commerce said in a press release.
The agency added four Canadian and Iranian entities because “there is reasonable cause to believe,
based on specific and articulable facts, that these
entities facilitated the export of U.S. items to Iran”
in violation of the Export Administration Regulations
(EAR).
At the same time, the agency revised one Chi-
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nese entity to remove an alias and removed German firm Maintenance Services International (MSI)
GmbH from the list. MSI agreed in March to pay BIS a
$51,921 civil penalty to settle one charge of exporting
U.S.-origin reservoir and valve assemblies to Iran via
Germany in 2011 and 2012 (see The Export Practitioner, April 2021, page 9). The company was added to
the Entity List in December 2020.
The agency added JSC Kazan Helicopter Plant

Repair Service to its Military End-User (MEU) List
under Russia. BIS removed TEM International FZC
in UAE from its Unverified List, “as a conforming
change to this same entity being added to the Entity
List,” the notice says. The entity is “involved in proliferation to unsafeguarded nuclear activities” that
are contrary to U.S. national security and/or foreign
policy interests.

THE EXPORTING SOURCE
THE EXPORTING SOURCE is a free, one-stop website for finding help to export to new customers,
to learn about government export programs, to join export-promoting trade missions, to sign up
for trade conferences and training, and to link to other exporting services.
Whether you’re an old hand at exporting or just getting started, THE EXPORTING SOURCE will
provide you a place to get the latest news from the Export-Import Bank, U.S. Trade and
Development Agency (USTDA) and U.S. International Development Finance Corporation (DFC),
among other government agencies.

Visit www.exportingsource.com
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TRADE SANCTIONS
U.S., Allies Stop Short of
Sanctions over Hacking
The U.S. and its allies July 19, 2021, condemned
the government of China for supporting, backing and
shielding cyber hackers who in January 2021 broke
into Microsoft email servers, supporting thousands
of clients worldwide, and which affected numerous
state governments, small businesses, and some military contractors in the U.S.
Although it is unclear why the administration
and its allies stopped short of sanctioning China, the
action put Beijing on notice that they not only knew
what China was up to but threatened future unified
action.
A week later, Deputy Secretary of State Wendy
Sherman met with Chinese Foreign Minister Wang Yi
in Beijing. Sherman “raised concerns in private – as
we have in public – about a range of PRC actions that
run counter to our values and interests and those of
our allies and partners, and that undermine the international rules-based order,” including “Beijing’s conduct in cyberspace,” State spokesperson Ned Price
said in a readout of the meeting.
“Today, countries around the world are making
it clear that concerns regarding the PRC’s malicious
cyber activities is bringing them together to call out
those activities, promote network defense and cybersecurity, and act to disrupt threats to our economies
and national security,” the White House said in a
statement.
“We’ve raised our concerns about both the Mi-

crosoft incident and the PRC’s broader malicious
cyber activity with senior PRC government officials,
making clear that the PRC’s actions threaten security,
confidence, and stability in cyberspace. The U.S. and
our allies and partners are not ruling out further actions to hold the PRC accountable,” a senior administration official told reporters.
Allies that joined the U.S. include the United
Kingdom (UK), NATO, Canada, Japan, the European
Union (EU), Australia and New Zealand. “Working collectively enhances and increases information
sharing, including cyber threat intelligence and network defense information, with public and private
stakeholders and expand diplomatic engagement to
strengthen our collective cyber resilience and security cooperation,” the administration said.
“Today’s announcement builds on the progress
made from the president’s first foreign trip. From
the G7 and EU commitments around ransomware to
NATO adopting a new cyber defense policy for the
first time in seven years, the president is putting forward a common cyber approach with our allies and
laying down clear expectations and markers on how
responsible nations behave in cyberspace,” the administration added.
Moreover, Justice announced the next day that a
federal grand jury in California July 16 unsealed an
indictment charging four Chinese nationals for breaking into and stealing data from numerous companies,
universities and governments around the world between 2011 and 2018.

SEE A PREVIEW OF

Mastering Deemed Exports
www.deemedexports.com
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POLICY BRIEFS
Trial Attorney, Former Pentagon
Official Named to BIS Posts
In the end, it was a surprise. President Biden
July 15, 2021, nominated former Pentagon official
Alan Estevez to be Bureau of Industry and Security
(BIS) under secretary, ending months of rumors and
speculation. While Estevez has little public record on
export controls or China policy, observers note his
level-headed temperament and long history of management and government service will make him a
good leader for BIS.
Two weeks later, Biden nominated Justice trial
attorney Thea Kendler, a member of the career civil
service, to be BIS assistant secretary for export administration. No one can say she doesn’t have the
prerequisite knowledge to fill the post; from her experience, she won’t need much onboarding at the
Hoover Building.
Still vacant is the job of BIS assistant secretary
for export enforcement, which has been filled by acting leadership since David Mills retired from government in November 2016. The previous White House
withdrew the nomination of Jeffrey Nadaner in June
2019 after 18 months of waiting (see The Export Practitioner, July 2019, page 22).
Estevez Will Get Grace Period
Estevez joined Deloitte Consulting as a national
security strategy and logistics executive in June 2017
after a 36-year career with Defense. Most recently, he
served as the principal deputy under secretary (acquisition, technology & logistics) from 2013 to 2017,
representing Defense to the Committee on Foreign Investment in the U.S. (CFIUS) between 2012 and 2016.
“Alan led acquisition, contracting, and logistics
support for multiple complex operations and today
works with a range of clients to help innovate and
transform their own capabilities,” his LinkedIn bio
says. While a few other names had been rumored
to be on the short list for the under secretary job,
Estevez’s most important qualification could be his
silence.
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“He’s not going to say anything,” one observer
told The Export Practitioner. “He’ll have a grace period,” the observer added, but his job will be to distill the administration’s larger policy view and implement the bigger picture, not dictate a specific policy
agenda. Another source told The Export Practitioner
that “his obviousness is that he should be confirmable.”
Kendler Prosecutes HighProfile Export Cases
While Kendler has most notably participated
in the government’s cases against Chinese telecom
firm Huawei and its CFO Meng Wanzhou, she was
also the prosecutor in other export cases, including a
July indictment against a former Corning scientist on
charges of illegally exporting technical data regarding
fiber laser manufacturing to China (see related story,
page 11).
On Twitter, a former Justice colleague called
Kendler “the DOJ’s resident expert on all things involving export controls.” Prior to joining Justice in
2014, Kendler served as senior counsel in the Bureau
of Industry and Security (BIS) Office of Chief Counsel. Earlier, she practiced in the international trade
section of the law firm Akin Gump Strauss Hauer &
Feld LLP.
Observers Want Answers on
China, Semiconductors
“As with Estevez, this nomination of Kendler signals that the administration will keep a tough stance
on China and that it will nominate a proven professional to hit the ground running at BIS,” China Tech
Threat wrote in a blog post.
“During his confirmation hearing, we expect the
members of the Senate Banking Committee to ask
Estevez how he intends to strengthen controls on
strategic technologies like advanced semiconductor
manufacturing equipment, whether BIS will move
quickly to restrict known semiconductor fabs aligned
with the Chinese military…, and how BIS will enforce the updated requirements of the Export Control

POLICY BRIEFS
and Reform Act (ECRA) of 2018,” China Tech Threat
Co-Founder Roslyn Layton said in a statement.

Exporters Need More Flexible,
Responsive Ex-Im Bank
The Export-Import Bank (Ex-Im) June 30, 2021,
acknowledged that four years out of the export financing market as well as a global pandemic has taken a toll on its competitiveness against foreign export
credit agencies (ECAs). However, with a seven-year
reauthorization and a full board quorum, exporters
hold out hope that the bank’s products and expertise
will change that dynamic.
“Flexibility during difficult situations also afforded several ECAs a competitive standing with borrowers and exporters going forward. For Ex-Im specifically, its trajectory over the past several years strained
exporter confidence in its staying power,” the annual
Ex-Im competitiveness report said.
“Although Ex-Im did not innovate as much as
other ECAs to provide new and varied forms of traderelated support, during 2020 Ex-Im delivered on the
value of its guarantee by living up to market expectation of the quality of its cover,” it added.
“During a global pandemic, Ex-Im showed resilience and agility in responding to U.S. exporters and
enacting key reforms,” said Ex-Im Acting Vice President and Vice Chairman James Cruse. In April, the
Ex-Im Bank board unanimously voted to extend COVID relief measures for U.S. exporters and financial
institutions through April 30, 2022 (see The Export
Practitioner, May 2021, page 21).
In qualitative feedback, exporters and lenders
“highlighted the need for Ex-Im to be more responsive to market developments, more flexible in meeting shifting customer needs and flagging concerns
with the execution risk of working with Ex-Im. Several also expressed a desire for Ex-Im to be more proactive in offering standard terms, rather than being
reactive to foreign ECA offers,” the report noted.
The top 10 providers of official medium- and
long-term (MLT) export credits in 2020 were China

($18.0 billion), France ($12.1 billion), Germany ($8.6
billion), Italy ($8.4 billion), South Korea ($5.0 billion), Sweden ($4.7 billion), United Kingdom ($3.4
billion), Denmark ($2.8 billion), Belgium ($2.5 billion) and India ($2.3 billion). The U.S. fell to number
13 after joining the top 10 in 2019.

END NOTES
EX-IM BANK: President Biden July 26 nominated
Judith Pryor to be first VP of Export-Import (Ex-Im)
Bank. Senate confirmed Pryor and two others to be
Ex-Im board members in 77-19 vote in May 2019 (see
The Export Practitioner, June 2019, page 15). She previously served as VP at OPIC, now U.S. International
Development Finance Corp. Week earlier, to maintain board quorum, Biden authorized Ex-Im Senior
VP James Cruse to continue serving as acting first VP
and vice chair, and named Senior VP James Burrows
as acting president and board chair.
BLACK GIRL MAGIC: Senate July 21 confirmed Bonnie Jenkins, first Black to hold job, to be under secretary of State for arms control and international security in 52-48 vote. Sens. Susan Collins (R-Maine) and
Rand Paul (R-Ky.) crossed aisle.
RUSSIA: In Federal Register July 19 BIS added six
Russian companies operating in technology sector
“that support Russian intelligence services” under
recent Executive Order (EO), notice said. Treasury’s
Office of Foreign Assets Control (OFAC) designated
entities at same time. In April, Biden administration
imposed additional financial sanctions on Russia in
response to at least three aggressive actions (see The
Export Practitioner, May 2021, page 16).
HAPPY BIRTHDAY: In advance of anniversary of European court decision, 20 tech industry groups July
14 urged Commerce Secretary Gina Raimondo and
European Justice Commissioner Didier Reynders to
“swiftly ensure an agreement for secure transatlantic
dataflows that in turn will strengthen trade, invest-
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ment, technological cooperation, and reinvigorate
the transatlantic partnership,” groups wrote. Two officials continued talks on U.S.-EU Privacy Shield during G7 meetings in June (see The Export Practitioner,
July 2021, page 4).
VENEZUELA: OFAC July 20 issued General License
(GL) 5G delaying effectiveness until Oct. 21, 2021,
of authorization of licenses applicable to holders of
Petroleos de Venezuela, S.A. (PdVSA) 2020 8.5 percent bond…OFAC July 12 issued Venezuela GL 40,
authorizing certain transactions involving exportation or reexportation of liquefied petroleum gas to
Venezuela through July 8, 2022. For purposes of GL,
term liquefied petroleum gas refers “a group of hydrocarbon gases, primarily propane, normal butane,
and isobutane, derived from crude oil refining or
natural gas processing. These gases may be marketed
individually or mixed. They can be liquefied through
pressurization (without requiring cryogenic refrigeration) for convenience of transportation or storage.
The definition excludes ethane and olefins,” OFAC
said in FAQ.
BLUE LANTERN: DDTC’s annual report on Blue Lantern end-use monitoring visits released July 6 shows
increase in number of visits initiated in fiscal year
2020, which ended Sept. 30, 2020, to 272 from 187
year earlier. Of 180 cases closed in fiscal 2020, agency
determined 24 percent to have “unfavorable” results,
which dropped from FY2019. “FY 2020 unfavorable
findings were lower than the average rate of unfavorable outcomes for the past five fiscal years (31
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percent) though in line with historic norms when FY
2019 data are excluded,” DDTC noted. Agency explained unfavorable results: “Because the selection
process is risk-based, transactions targeted for closer
scrutiny are more likely to result in unfavorable findings than a random sampling of license applications.”
TRADE PEOPLE: Former U.S. Ambassador to India
Kenneth Juster, who previously served as BIS under
secretary, joined Freshfields law firm as senior counselor, firm announced July 7. “I look forward to contributing to the firm’s success by assisting clients in
the United States, India, and throughout the world in
navigating cross-border, regulatory, and other challenges,” Juster said in statement. President Biden
July 13 nominated Los Angeles Mayor Eric Garcetti
to replace Juster as ambassador to New Delhi.
BURMA: BIS in Federal Register July 6 added four
Burmese entities to Entity List: Wanbao Mining and
two subsidiaries, Myanmar Wanbao Mining Copper
and Myanmar Yang Tse Copper; and King Royal Technologies Co. Three copper mining firms have revenue-sharing agreements with Myanmar Economic
Holdings Limited (MEHL). BIS added MEHL to Entity
List in March (see The Export Practitioner, April 2021,
page 22). Telecom company King Royal provides satellite communication services in support of Burmese
military, notice said. … OFAC July 2 designated 22
Burmese individuals, including seven key members
of Burma’s military and 15 spouses or adult children
of previously designated senior Burmese military officials.
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