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FEATURE

Firearms Trade Adapts to
Pandemic, Regulatory Changes
When the rule transferring items from U.S. Munitions
BIS Clarifies, Corrects
List (USML) categories I (firearms), II (guns and armament)
Firearms Transfer Rule
and III (ammunition) to the Commerce Control List (CCL)
went into effect in March 2020, exporters and regulators only
According to the BIS notice, “these changes are informed
had a hint how a pandemic would change the way they do
by BIS’s experience of licensing, classifying, and enforcing
business.
the export control requirements specific to these items. These
In fiscal year (FY) 2020, the licensing office of State’s Dichanges are also informed by BIS’s experience of conductrectorate of Defense Trade Controls (DDTC) processed 28,000
ing outreach and answering questions from the public on
applications, at an average processing time of 48 days. As
the changes.” The previous final rules were published in the
expected, that number fell from 36,000 the year before, due
Federal Register in January 2020 (see The Export Practitioner,
to a combination of the pandemic and USML firearms jurisFebruary 2020, page 4).
diction moving to Commerce. FY 2021 numbers appear to be
Changes include: removing sentences, technical notes,
similar, DDTC officials told
and cross-references to empthe Bureau of Industry and
ty ECCNs, removing ECCNs
Security (BIS) Update conferthemselves, adding new
BIS has approved a total of
ence Sept. 2, 2021.
notes and technical notes,
In the Federal Register
11,322 license applications for a
“as well as other clarificatwo weeks earlier, BIS made
tions to the text to make the
value of $15.7 billion, an approval
some “corrections and claricontrol parameters easier to
rate is 94.6 percent.
fications” to improve underunderstand.
standing of the 0x5zz Export
For example, the notice
Control Classification Numremoves ECCN 0A018. “No
bers (ECCNs) for items covered under the January 2020 transitems are currently in this ECCN 0A018, so this change is limfer rule. The BIS rule takes effect Sept. 20.
ited to removing the heading and the cross reference to 0A505
According to data from the BIS Office of Technology Evalfor ‘parts’ and ‘components’ for ammunition that, immediuation, since the change became effective, through June 30,
ately prior to March 9, 2020, were classified under 0A018.b,”
2021, BIS has processed a total of 11,967 licenses. That is a
BIS said.
total value of $16.9 billion for the 17 firearm ECCNs created
Another example: the rule adds an ECCN-specific defiby the original rule. Of those, BIS approved a total of 11,322
nition of ‘marking rounds’ in the Definitions paragraph of
license applications for a value of $15.7 billion, an approval
ECCN 0A505. “This definition clarifies that ‘marking rounds’
rate is 94.6 percent.
are non-lethal. The definition also clarifies what ‘marking
Through May 11, 2021, firearms under BIS jurisdiction
rounds’ are typically used for and the types of materials used
totaled 35,091 shipments with a shipped value of $839.7 milin ‘marking rounds,’” the rule noted.
lion. Three countries of concern fall in the top 15 destinaIn addition, the rule revises ECCN 0A505.b to “add the
tions: about $30 million to Mexico (5th), $18 million to the
phrase ‘any material’ to the end of the parenthetical phrase
Philippines (8) and $13.6 million to the United Arab Emirates
that provides technical parameters for the types of buckshot
(UAE) (12th).
controlled. The inclusion of the phrase ‘any material’ will
clarify that 0A505.b controls plastic and rubber as well as
metal buckshot that meet the control criteria, including the
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FEATURE
rubber/plastic (less lethal) buckshot rounds used by law enforcement,” it said.
BIS revised Note 3 to 0A505 “by removing the word
‘lead’ from the term ‘lead shot’ and adding in its place the
word ‘metal.’ This clarification to the control parameter addresses the fact that steel and bismuth shot are also used for
hunting loads, so the control parameter should not be limited
to lead as the only material,” the rule noted.

manufacturers and distributors only when the injury occurred in the U.S. and the criminal’s misuse of the gun was
unlawful under U.S. domestic law. The Government’s injuries
here occur in Mexico, and its claims result from unlawful
misuse of guns in Mexico, not in the U.S.”
The law itself could be up for debate. During a meeting in the White House the day after the lawsuit was filed,
attorneys general from seven states and the District of Columbia “shared how PLCAA has served as a significant barrier
Mexico Loses Patience for Gun
to holding gun manufacturers and dealers accountable for
Control, Sues Manufacturers
unlawful conduct that led to shootings, homicides, and other
gun crimes, and how repeal of PLCAA would enhance their
Citing the evasion of U.S. export regulations, Mexico filed
ability to advance the public safety of Americans,” a White
a lawsuit Aug. 4 in Boston U.S. District Court for damages
House readout noted.
against seven gun manuSeveral of these
facturers and a Boston-area
attorneys
general
were
wholesaler, “so that the comamong the more than 20
panies compensate the Govstates that filed a preliminary
Mexico filed a lawsuit for damages
ernment of Mexico for the
injunction blocking the transagainst seven gun manufacturers
harm caused by their neglifers. The legal fight over the
and a Boston-area wholesaler.
gent practices.”
transfers came down to the
The defendants in the
wire three days before the efMexican lawsuit are: Smith
fective date (see The Export
& Wesson, Barrett, Beretta,
Practitioner, April 2020, page
Century Arms, Colt, Glock, Ruger and Interstate Arms. The
4).
Mexican complaint cites U.S. export law, including the reMexico brought “this action to put an end to the masquirement to apply for an export license.
sive damage that the defendants cause by actively facilitat“Defendants have a duty to comply with various U.S.
ing the unlawful trafficking of their guns to drug cartels and
export regulations—including, but not limited to, the Export
other criminals in Mexico,” the complaint noted. “Almost all
Administration Regulations — so as to minimize the risk that
guns recovered at crime scenes in Mexico—70 to 90 percent
their guns will be misused by malicious actors in Mexico,”
of them—were trafficked from the U.S.,” it added.
the lawsuit noted.
“One study showed that the prevalence of gun shows in
To add to its argument, the complaint cited the specific
a state has a strong relationship to the number of guns trafECCN under which these companies’ products would be clasficked from that state to Mexico. If the state does not require
sified. “Semi-automatic guns (other than shotguns), such as
background checks at gun shows, it is over 2.5 times more
the Smith & Wesson M&P 15 and the Century Arms WASRlikely to export crime guns than states that do have this re10, are designated under ECCN 0502.a and flagged as requirquirement,” the complaint noted.
ing the exporter to apply for a license to transport them to
Mexico.”
Gun Rights, Civil Society
Gun rights groups cite immunity under the 2005 ProGroups Respond
tection of Lawful Commerce in Arms Act (PLCAA), “which
protects gun companies from some liability for harm solely
The National Shooting Sports Foundation (NSSF) decaused by the unlawful misuse of guns in the U.S. resulting in
nounced the lawsuit. “These allegations are baseless. The
injury in the U.S.”
Mexican government is responsible for the rampant crime
However, the Mexican government argued, the law
and corruption within their own borders,” said Lawrence Ke“does not apply because it bars certain claims against gun
ane, NSSF senior VP and general counsel. “The American
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people through their elected officials decide the laws governto legally export weapons to Latin American countries under
ing the lawful commerce in firearms in our country,” Keane
U.S. contracts that would not be approved if the sales had
added.
originated in Germany,” ACA senior fellow Jeff Abramson
“It is these cartels that
wrote in a blog post.
criminally misuse firearms ilAdvocacy groups wellegally imported into Mexico
comed the move. “The
“Almost all guns recovered at
or stolen from the Mexican
Mexican government’s legal
crime scenes in Mexico—70 to 90
military and law enforceaction is a positive and imment. Rather than seeking to
portant step, making gun
percent of them—were trafficked
scapegoat law-abiding Amerproduction companies refrom the U.S.”
ican businesses, Mexican ausponsible for distributing
thorities must focus their efmilitary-grade guns to busiforts on bringing the cartels
nesses with bad records of
to justice,” Keane continued.
selling guns to criminals or others involved in illegal traffickThe Arms Control Association (ACA) sees it differently.
ing,” said Global Exchange Co-director Marco Castillo.
“Sig Sauer is not named in the lawsuit, but is one of a number
of German companies that arms trade watchers suggest has
established production facilities in the United States in order

THE EXPORTING SOURCE
THE EXPORTING SOURCE is a free, one-stop website for finding help to export to new customers,
to learn about government export programs, to join export-promoting trade missions, to sign up
for trade conferences and training, and to link to other exporting services.
Whether you’re an old hand at exporting or just getting started, THE EXPORTING SOURCE will
provide you a place to get the latest news from the Export-Import Bank, U.S. Trade and
Development Agency (USTDA) and U.S. International Development Finance Corporation (DFC),
among other government agencies.

Visit www.exportingsource.com
6

| THE EXPORT PRACTITIONER SEPTEMBER 2021

FOCUS ON ENFORCEMENT
Keysight Technologies Settles
DDTC Export Charges
In a case that highlights the importance of correct product classification, Keysight Technologies in
Santa Rosa, Calif., agreed Aug. 9, 2021, to pay $6.6
million to settle charges of violating the International
Traffic in Arms Regulations (ITAR). The company
exported its Signal Studio for Multi-Emitter Scenario
Generation (MESG) software while awaiting a commodity jurisdiction (CJ) ruling from State’s Directorate of Defense Trade Controls (DDTC).
Keysight, a designer and manufacturer of electronic test and measurement equipment and software, previously agreed to pay Treasury’s Office of
Foreign Assets Control (OFAC) a $473,157 civil penalty to settle charges that its Finnish subsidiary Anite
reexported test measurement equipment to Iran, violating U.S. sanctions (see The Export Practitioner, October 2020, page 10).
Between January and April 2018, while the CJ
was under review, Keysight “exported without authorization the MESG software on eight separate occasions to [China], Russia, Japan, Israel and Canada,”
the proposed charging letter noted.
MESG software can be used with certain hardware equipment to model and simulate multi-emitter
electronic warfare threat scenarios for testing radar
equipment on fixed or mobile platforms.
According to the DDTC letter, “respondent claims
that these exports were based on a good faith but misguided belief that the MESG software was not subject to ITAR controls and once Respondent learned
of DDTC’s formal CJ determination, it stopped any
further unlicensed exports of MESG software and
treated MESG software as ITAR controlled.”
Company Classified Software as EAR99
In July 2018, Keysight “submitted its full disclosure in which it disclosed unauthorized exports to
multiple countries of its MESG software, as described
above. Respondent’s disclosure stated the exports of
the MESG software were conducted pursuant to the
Export Administration Regulations (EAR), under Ex-

port Control Classification Number (ECCN) EAR99,”
the agency added.
“Following Respondent’s submission of its
full disclosure, the U.S. Government reviewed the
above-described activities and assessed that Keysight’s exports to the PRC and Russia harmed U.S.
national security,” DDTC noted.
“Keysight has cooperated with DDTC’s review
of this matter and has already undertaken several
remedial compliance measures. We take this matter
seriously and are looking forward to working with
the special compliance officer, as well as DDTC and
the State Department to continue to improve and
enhance our ITAR compliance program,” Jeffrey Li,
Keysight senior VP, general counsel and secretary,
wrote in an email to The Export Practitioner.
Legal observers view the case as a teaching moment. “This latest consent agreement displays the
numerous difficult issues that arise when there is a
jurisdiction and classification dispute regarding an
item that has already been developed and has a significant history of international sales. In this situation, Keysight continued to export the software under
its original self-determination of EAR99, even though
the government questioned that decision,” attorneys
from Miller & Chevalier noted in a blog post.

Bank Settles OFAC Charges
of Violating Sudan Sanctions
London-based Bank of China (BOC UK) Limited
agreed Aug. 26, 2021, to pay Treasury’s Office of Foreign Assets Control (OFAC) a $2,329,991 civil penalty
to settle charges of violating the now-repealed Sudan
sanctions.
Between September 2014 and February 2016,
BOC UK processed 111 commercial transactions totaling $40,599,184 through the U.S. financial system on
behalf of parties in Sudan, the agency said. The bank
voluntarily self-disclosed the violations.
“As a result of an internal investigation triggered by a Sudanese customer’s request to process
a payment, BOC UK conducted a lookback review
to identify potential Sudan-related transactions. That
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review identified two customers of BOC UK who had
engaged in Sudan-related transactions that BOC UK
processed through the U.S. financial system,” OFAC
noted
“In relation to both customers, BOC UK’s internal customer database did not include reference to

“SWIFT messages processed for those
customers by BOC UK … did not include
any references to Sudan.”
Sudan in the name or address fields of either customer. Accordingly, SWIFT messages processed for those
customers by BOC UK through U.S. banks did not
include any references to Sudan,” the agency added.
“These compliance deficiencies resulted from
BOC UK’s staff’s failure to appropriately evaluate
and escalate potential transactions with underlying
account and transactional documentation indicating
ties to Sudan,” OFAC said.
“This case against BOC UK highlights the importance of ensuring that know-your-customer information is integrated holistically throughout internal databases that inform compliance decisions and
that potential sanctions concerns are appropriately
flagged and escalated when a sanctions nexus may
be present,” it added.
To make amends, the bank implemented several
remedial measures, including: establishing an executive level compliance committee; conducting an annual enterprise-wide sanctions risk assessment; applying a centralized customer due diligence function;
customizing firm-wide staff training on sanctions
compliance; and enhancing policies and procedures.

Miami Resident Indicted on
Foreign Bribery Charges
A Syrian national, who is a U.S. lawful permanent resident, was indicted Aug. 4, 2021, in Miami
U.S. District Court on charges of conspiracy to violate
the Foreign Corrupt Practices Act (FCPA) and money
laundering.
Miami resident Naman Wakil allegedly bribed
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Venezuelan officials to obtain at least $250 million
in contracts from Venezuela’s state-owned energy
company, Petróleos de Venezuela S.A. (PDVSA), and
Venezuela’s state-owned food company, Corporación
de Abastecimiento y Servicios Agrícola (CASA), from
2010 through September 2017.
“Wakil owned and controlled various companies that received funds from CASA,” the indictment
noted. “Wakil opened bank accounts for each of the
Wakil Food Companies in Switzerland and for certain of the Wakil Food Companies in the Cayman Islands,” the court document added.
In addition, he “owned and controlled various
companies that received funds from Petropiar and
Petromiranda [American and Russian joint ventures],
directly or indirectly, relating to the provision of supplies to the PDVSA subsidiaries,” the indictment said.
Wakil opened bank accounts for the Wakil Oil Companies in the U.S., it added.
In August and September 2010, Wakil transferred
approximately $750,000 in bribe payments from a
bank account in the Cayman Islands to a bank account in South Florida for the benefit of a Venezuelan
official.
“To conceal and disguise the true nature of these
bribe payments, Wakil provided false invoices to the
bank in the Cayman Islands falsely indicating that
the payments were for, among other things, logistical services and customs paperwork,” the indictment
noted.
“In connection with the corruptly obtained contracts from CASA, Naman Wakil wire transferred at
least $50 million to his personal account in Switzerland. From these funds in his personal account
in Switzerland, Wakil wire transferred at least $20
million to personal accounts in his name in Miami,
which Wakil used to purchase, among things, ten
apartment units in South Florida, a $3.5 million
plane, and a $1.5 million yacht,” it added.

Calif. Manufacturer Settles
BIS Charges of Illegal Exports
A Santa Rosa, Calif., supplier agreed Aug. 16,
2021, to pay the Bureau of Industry and Security

FOCUS ON ENFORCEMENT
(BIS) a $469,060 civil penalty to settle a charge of
exporting semiconductor manufacturing equipment
to two blocked Chinese entities.
Dynatex International exported a DTX-150 MDB
scribe and break tool and associated consumables
and accessories to Chengdu GaStone Technology
Company (CGTC) and China Electronics Technology
Group Corporation 55th Research Institute (CETC
55), from December 2015 through January 2020.
“Prior to engaging in the transactions, Dynatex
was informed that CGTC was on a black list, and was
asked for clarification that Dynatex could ship the
scriber breaker machine to CGTC in China without
a problem. Dynatex was also informed that CGTC’s
name should not be shown on shipping documents,”
the BIS order noted.
“Nonetheless, Dynatex erroneously responded
that they could continue with the transaction as
CGTC was not their customer, but that of their distributor. Dynatex also improperly continued to ship
items to CGTC and CETC 55 without the required authorization after it was aware that CGTC and CETC
55 were on the Entity List, stating that Dynatex did
not understand the license requirement to apply to
consumables and accessories,” it added.
All but $50,000 of the penalty will be suspended
for one year then waived if Dynatex is sold or commits no further violations. CGTC President Yi-Chi
Shih was sentenced in July in Los Angeles U.S. District Court to 63 months in prison on separate charges (see The Export Practitioner, August 2021, page 7).
CGTC was placed on the BIS Entity List in 2014.
BIS added CETC 55, which is also known by several
names: Nanjing Electronic Devices Institute, CETC
Research Institute 55, NEDI and NEDTEK, as well as
40 other entities to its Entity List in August 2018.

Romanian Bank, U.S. Parent
Settle OFAC Sanctions Charges
In a case that highlights the need to monitor
newly acquired subsidiaries for compliance, Romanian financial institution First Bank SA and its U.S.
parent JC Flowers & Co. agreed Aug. 27, 2021, to pay

Treasury’s Office of Foreign Assets Control (OFAC) a
$862,318 civil penalty to settle charges of violating
Iran and Syria sanctions.
“Specifically, First Bank processed 98 commercial transactions totaling $3,589,189 through U.S.
banks on behalf of parties located in Iran and Syria.
In 2018, after JC Flowers acquired a majority ownership interest in First Bank, First Bank processed Eurodenominated payments for persons located in Iran,”
OFAC said. The bank voluntarily self-disclosed the
violations; JC Flowers had no comment.
“In early 2019, First Bank’s regulator, the National Bank of Romania, flagged a U.S. dollar transaction that First Bank had processed for a shipment of

Between October 2018 and March
2019, the bank “processed 28 Eurodenominated payments … involving
Iranian parties and interests.”
timber from Romania to Syria. As a result, First Bank
commenced a five-year lookback in March 2019,” the
agency said.
“The bank’s training and procedures for monitoring potential sanctions-related activity did not
address the risk that First Bank could be indirectly
exporting financial services through the U.S. financial system to sanctioned parties or comprehensively
sanctioned jurisdictions noted in underlying trade finance and shipping documents, or processing transactions that did not transit the United States but were
processed while majority owned by a U.S. person,”
OFAC added.
From March 2016 to December 2018, “First Bank
processed 34 outgoing payments totaling $991,246
through U.S. banks in which the end user of the underlying commercial transaction was in Iran and the
payments were made on behalf of Iranian customers,” the agency noted. From July 2016 to December 2018, the bank “processed 36 outgoing payments
totaling $1,061,104 through U.S. banks in which the
underlying trade finance documentation showed that
the importers were located in Syria,” OFAC detailed.
Between October 2018 and March 2019, the bank
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“processed 28 Euro-denominated payments totaling
$1,536,840 outside the U.S. financial system involving Iranian parties and interests where there was no
applicable authorization or exemption,” the agency
said.

Maryland Man Pleads Guilty
in Nigerian Export Scheme
A Maryland resident pleaded guilty Aug. 27,
2021, in Baltimore U.S. District Court on charges of
exporting firearms and ammunition, including 38
semi-automatic firearms; over 35,000 rounds of ammunition; 44 magazines, a Bushnell Trophy Rifle Optic and a Burris AR Rifle Scope, to Nigeria in January 2019 without the required State or Commerce
licenses.
Tse Ernst Bangarie owned and operated Bonaberi Shipping and Moving, a freight forwarding
company in Landover, Md. The day before the guilty
plea, three other Maryland men -- Wilson Nuyila Tita
of Owings Mills; Eric Fru Nji of Fort Washington; and
Wilson Che Fonguh of Bowie -- were indicted on related charges.
The defendants and other conspirators con-

cealed the items in heavily wrapped packages and
duffle bags, and inside sealed compressor units, then
placing those items into a shipping container, the indictment alleged.
Six other Maryland residents previously were
charged in the scheme and four have pleaded guilty.
Tamufor Nchumuluh St. Michael, Roger Akem, Edith
Ngang and Walters Alambi Muma previously pleaded
guilty; Anye Collins Niba was indicted, while charges against Godlove Mancho are pending. Ngang is
scheduled to be sentenced Dec. 3.
The electronic export information (EEI) for the
contqainer, which Bangarie caused to be filed with
Commerce, listed the contents as “one Toyota Tundra truck, one 1989 Toyota truck, and ‘doors and
frames,’” Bangarie’s plea agreement noted. The EEI
further listed the U.S. Principal Party in Interest (USPPI) as an individual with a non-existent address in
Rosedale, Md., it added.
“The telephone number listed on the EEI corresponded with a pre-paid and therefore, non-traceable, cellular telephone. Bangarie knew that much of
the information on the EEI was false and he intentionally omitted any mention of the firearms, ammunition and other items that he knew were secreted in
the container,” the plea agreement noted.
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EXPORT CONTROLS
ITAR Restructuring Rule
Will Soon See Light of Day
Many in the export community might put the
long-discussed rules to reorganize the International
Traffic in Arms Regulations (ITAR) in the same category as the Loch Ness Monster and Bigfoot.
The truth is out there, as the first of those rules is
at the Federal Register, officials from State’s Directorate of Defense Trade Controls (DDTC) told the Bureau
of Industry and Security (BIS) annual Update conference Sept. 2, 2021.
The reorganization rule has been “almost there”
for a couple of months, they admitted. Officials went
through a series of back and forth with the Federal
Register on technical changes, but the rule should be
published “in the coming weeks.”
Now that all the U.S. Munitions List (USML) categories have been reviewed and published, and the
transfers implemented, DDTC officials could turn to
the series of rules that will “improve the structural
logic and flow of the ITAR to make it more intuitive
and linear,” one official told the conference.
The department has been talking about this for

several years, but the restructuring couldn’t move
forward until USML firearms and ammunition were
moved to the Commerce Control List (see related
story, page 4).
Industry knows well the existing problems with
the ITAR after “years of narrowly scoped and topiccentric revisions.” Inconsistencies, contradictions,
gaps and overlaps, disjointed construct (for example,
scattered definitions) and opaque presentation, just
to name a few. But who’s counting?
The “fairly extensive” rule that includes no definitional or substantive changes, just a restructuring,
officials said. The rule will move direct to final with
a 180-day delay in implementation to allow industry
to adjust processing systems.
After that rule, at least two more rules will follow, which are in the process of being drafted and
will be published “relatively soon,” a DDTC official
said. These rules could include: the migration of exemptions; a more linear articulation of the agency's
licensing process and requirements (including agreements); an update to compliance elements, especially registration and violations provisions and a brokering update.
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TRADE SANCTIONS
OFAC Targets Belarus
State-Owned Industries
A year after an election in Belarus widely considered fraudulent, the Biden administration Aug. 9,
2021, imposed further sanctions, citing the “continuing violent crackdown on peaceful protests” and the
takedown of a European flight. For its part, Treasury’s
Office of Foreign Assets Control (OFAC) designated
23 individuals and 21 entities, and the White House
issued an executive order (EO) authorizing further
sanctions.

“GL 4 does not authorize the entry
into new purchase contracts, or the
stockpiling of inventory, involving
Belaruskali OAO.”
In June, OFAC designated 16 individuals and five
entities, including the president’s press secretary, the
former presidential chief of staff, the Belarusian KGB
and its chairman, and the country’s deputy minister
of internal affairs (see The Export Practitioner, July
2021, page 14).
In the most recent action, OFAC designated two
major Belarusian state-owned enterprises (SOEs): Belaruskali OAO, one of the world’s largest producers of
key fertilizer ingredient potassium chloride (potash),
and Grodno Tobacco Factory Neman (GTF Neman),
a state-owned tobacco factory and a major source of
illicit cigarettes in the European Union (EU).
The latest EO “authorizes the imposition of
blocking sanctions on persons operating in certain
identified sectors of the Belarus economy, including the defense and related materiel sector, security
sector, energy sector, potassium chloride (potash)
sector, tobacco products sector, construction sector,
transportation sector, or any other sector of the Belarus economy,” OFAC explained in a new Frequently
Asked Question (FAQ).
At the same time, the agency issued General License (GL) 4 that authorizes through Dec. 8, 2021,
all transactions and activities “that are ordinarily
incident and necessary to the wind down of transactions involving Belaruskali OAO, or any entity in
which Belaruskali OAO owns, directly or indirectly, a
50 percent or greater interest, subject to the terms of
12
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the license,” OFAC noted.
“GL 4 does not authorize the entry into new purchase contracts, or the stockpiling of inventory, involving Belaruskali OAO,” it added.
In response to the sanctions, Belarus withdrew
its agreement for a U.S. ambassador and requested
that the U.S. embassy reduce its staff. “It is a pity that
the brazen and openly hostile actions of the United
States and some of its individual representatives, that
hardly fit the concept of diplomacy and professionalism, have eroded the gains achieved by their predecessors and forced us to withdraw the previously
issued agreement for U.S. Ambassador-Designate to
Belarus Julie Fisher,” Belarusian Foreign Affairs Ministry spokesman Anatoly Glaz said in a statement.

Administration Adds Sanctions
over Russian Pipeline, Poisoning
It was a quiet Friday afternoon in August when
the administration announced new sanctions against
Russia for crimes related to: the Nord Stream 2 energy pipeline and the poisoning of opposition leader
Aleksey Navalny.
The new sanctions announced Aug. 20, 2021, include import and export restrictions, and several new
additions to Treasury’s Specially Designated Nationals (SDN) list. Republican lawmakers will be thrilled
to see.
Jessica Lewis, the nominee to be assistant secretary of State for political-military affairs, was on a list
of 30 names blocked by Senate Republicans a week
earlier. Sen. Ted Cruz (R-Texas) cited Nord Stream
sanctions as the reason, just as other GOP lawmakers
previously moved to block other nominees (see The
Export Practitioner, August 2021, page 4).
“All of the senators in this chamber know precisely why these nominees have not moved forward.
The reason is because the Biden administration is
currently engaged in open defiance” of Congress,
Cruz said on the Senate floor Aug. 11.
Specifically, the new sanctions include: restrictions on the permanent imports of certain Russian
firearms, as well as additional Commerce export restrictions on nuclear and missile-related goods and
technology. “New and pending permit applications

TRADE SANCTIONS
for the permanent importation of firearms and ammunition manufactured or located in Russia will be
subject to a policy of denial,” a State fact sheet noted.
Export Restrictions Went into Effect Sept. 1
In the Federal Register Sept. 7, State outlined the
exceptions to new export restrictions, specifically exports and reexports of goods or technology eligible
under License Exceptions GOV, ENC, BAG, TMP and
AVS.
State also outlined the new export restrictions.
These exports and reexports of goods or technology
pursuant to new licenses will be reviewed on a caseby case basis: necessary for the safety of flight of civil
fixed-wing passenger aviation; for deemed exports
and reexports to Russian nationals; for exports and
reexports to wholly owned U.S. and other foreign
subsidiaries in Russia; and in support of government
space cooperation.
These exports and reexports of goods or technology pursuant to new licenses will be subject to
a presumption of denial, the notice said: in support
of commercial space launches; for commercial endusers for civil end-uses in Russia; and for Russian
state-owned or state-funded enterprises.
OFAC Authorizes Non-Pipeline Projects
For its part, the White House issued an Executive Order (EO), which “responds to certain Russian
energy pipeline projects intended to expand Russia’s

influence over Europe’s energy resources that would
weaken European energy security -- including that of
Ukraine and Eastern flank NATO and EU countries
-- and thereby threatens the national security, foreign
policy, and economy of the United States,” President
Biden said in a letter to congressional leadership.
In addition, Treasury’s Office of Foreign Assets
Control (OFAC) updated a previous General License
authorizing certain activities involving Federal State
Budgetary Institution Marine Rescue Service (MRS)
“that are not related to the construction of the Nord
Stream 2 pipeline project, the TurkStream pipeline
project, or any project that is a successor to either
such project.” OFAC also designated five entities and
13 vessels involved in the Nord Stream project.
In parallel, the agencies imposed further sanctions on Russia over Navalny’s poisoning. OFAC designated nine Russian individuals and two Russian
entities involved in Navalny’s poisoning or Russia’s
chemical weapons program.
To coincide with the U.S. actions, the United
Kingdom (UK) imposed its own sanctions. “We call
on Russia to comply fully with the Chemical Weapons Convention (CWC), including its obligations to
declare and dismantle its chemical weapons programme,” the U.S. and UK said in a joint statement.
“We regret that the Russian authorities have
failed to investigate and credibly explain the use of
a chemical weapon against Mr. Navalny on Russia’s
territory, in light of Russia’s obligations as a State
Party to the CWC,” the allies added.
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POLICY BRIEFS
Justice Official Tapped to
Head BIS Export Enforcement

BIS, OFAC Rules Allow
Cuban Internet Access

President Biden put a name in the last remaining
vacant slot in Bureau of Industry and Security (BIS)
leadership. Biden intends to nominate former Justice
official Matthew Axelrod to be assistant secretary for
export enforcement, the White House announced
Aug. 18, 2021.
In July, Biden nominated former Pentagon official Alan Estevez to be BIS under secretary. Two
weeks later, he nominated Justice trial attorney Thea
Kendler, a member of the career civil service, to be
BIS assistant secretary for export administration (see
The Export Practitioner, August 2021, page 16).
During the Obama administration, Axelrod
served as principal associate deputy attorney general,
advising the department on criminal and national security enforcement matters, it said. In 2017, he joined
global law firm Linklaters as a partner, where he
did internal investigations and white-collar defense
work.
At Justice, Axelrod “was heavily involved in the
development and implementation of DOJ’s policy
concerning individual accountability for corporate
wrongdoing (known as the “Yates Memo”) and personally reviewed every corporate resolution over
$200m,” a Linklaters press release said (see The Export Practitioner, November 2016, page 20).
Axelrod rejoined Justice on Biden’s inauguration
day as senior counselor; in July, he was detailed to
White House Counsel’s Office, “where he serves as
Special Counsel and works on both domestic and
national security matters.” The nomination has not
formally been sent to the Senate.

Although the Cuban embargo is still in effect, the
Cuban people will still be able to access the wide and
interesting variety of information on the internet, for
better or for worse, Treasury’s Office of Foreign Assets Control (OFAC) and the Bureau of Industry and
Security (BIS) emphasized in a joint fact sheet Aug.
11, 2021.
The fact sheet outlined the “most relevant exemptions and authorizations pertinent to supporting
the Cuban people through the provision of certain
internet and related telecommunications services.”
“While most transactions between persons subject to U.S. jurisdiction and Cuba continue to be
prohibited under the embargo, the U.S. government
allows for certain activities to support the Cuban
people’s access to information on the internet,” the
fact sheet noted.
Specifically, the agencies outlined several OFAC
General Licenses (GLs) that authorize software and
services for Cuban internet users, provision of telecommunications services and establishment of telecommunications facilities, in-country presence of
internet and telecommunications providers, internetbased distance learning and educational training,
and information and informational materials.
In addition, BIS regulations offer License Exceptions Consumer Communications Devices (CCD) and
Support for the Cuban People (SCP) that “authorize
the export and reexport to Cuba of items intended to
improve telecommunications and internet infrastructure and certain consumer communications items for
use by eligible recipients,” OFAC and BIS said.
Under License Exception CCD for example,
“items may include, but are not limited to, mobile
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phones, television and radio receivers, memory
drives, network access controllers, modems, and consumer software. Note that there are some restrictions
on reexports of foreign-produced commodities by
U.S.-owned or -controlled entities in third countries,”
the fact sheet noted.

Lawmakers Renew Calls to
Block TikTok After Report
Citing news reports that China took an ownership stake and a board seat in a key subsidiary of TikTok’s parent company, ByteDance, Sen. Marco Rubio
(R-Fla.) repeated his calls for the administration to
ban the two companies from U.S. networks.
“The Biden administration can no longer pretend
that TikTok is not beholden to the Chinese Commu-

The White House in June revoked
its predecessor’s bans on TikTok and
WeChat mobile applications.
nist Party,” Rubio said in a statement Aug. 17, 2021.
“We must also establish a framework of standards
that must be met before a high-risk, foreign-based
app is allowed to operate on American telecommunications networks and devices,” he added.
The White House in June revoked its predecessor’s potential bans on TikTok and WeChat mobile
applications, which are the subject of multiple legal
challenges, replacing the orders with “a criteria-based
decision framework and rigorous, evidence-based
analysis” to identify national security risks (see The
Export Practitioner, July 2021, page 16).
Chinese Foreign Ministry Spokesperson Zhao Lijian had no patience with these calls. “We suggest
certain ‘elected representatives’ in the U.S. take concrete measures for the benefit of their people instead
of being obsessed with political manipulation and
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suppression of foreign companies,” he told his daily
press briefing.

Ex-Im Bank Could Back
More Dual-Use Transactions
After several years of monitoring just a few dualuse export transactions, a full Export-Import (Ex-Im)
Bank board could see an increase in demand. In its
annual report on the bank’s monitoring of one dualuse transaction published Sept. 1, 2021, the Government Accountability Office (GAO) noted more viable
projects may be coming down the pike.
The Bank backed sales of two satellites for the
Mexican government: one fixed service and one
mobile service satellite. “For 2021, Ex-Im received
all documents from the government of Mexico on
time and subsequently determined that Mexico was
in compliance with the bank’s dual-use policy,” the
report noted (GAO-21-105227). The bank did not finance any new exports under its dual-use authority
in fiscal year 2020.
“According to Ex-Im officials, no viable applications for dual-use projects reached Ex-Im’s Board of
Directors for approval in fiscal year 2020 or to date
in fiscal year 2021,” the report said. However, “there
may be a higher potential for viable applications related to dual-use support in fiscal year 2022 because
of an increase in the frequency and nature of preliminary inquiries Ex-Im has received,” it added.

U.S., Canada Denounce
Tit-for-Tat in Huawei Case
The U.S. has joined Canada in calling for the immediate and unconditional release of two Canadians,
businessman Michael Spavor and former Canadian
diplomat Michael Kovrig, who many believe were arrested in response to Canada’s role in the U.S. case
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against Huawei CFO Meng Wanzhou.
Spavor was convicted and sentenced Aug. 10,
2021, in a Chinese court to 11 years in prison for
espionage. Both men were arrested in 2018, when
Canada arrested Meng on a U.S. warrant, in which
the previous administration alleged she violated U.S.
sanctions against Iran (see The Export Practitioner,
June 2020, page 20). Meng’s extradition case is still
making its way through the Canadian judicial system
in its final stages.
Canadian Prime Minster Justin Trudeau calls the
conviction not only unacceptable but unjust. “The
verdict for Spavor comes after more than two and
a half years of arbitrary detention, a lack of transparency in the legal process, and a trial that did not
satisfy even the minimum standards required by international law,” Trudeau argued.
Secretary of State Tony Blinken said that the U.S.
is very troubled by China’s arbitrary detentions of
both U.S. and Canadian citizens and called for the
prisoners’ immediate and unconditional release.
“The practice of arbitrarily detaining individuals to
exercise leverage over foreign governments is completely unacceptable. People should never be used as
bargaining chips,” Blinken said.
Spavor and Kovrig “have not received the minimal procedural protections during their more than
two-and-a-half-year arbitrary detention, and we
stand with more than 60 countries who endorsed
the recent Declaration Against Arbitrary Detention in
State-to-State Relations,” he added.
Deputy Secretary of State Wendy Sherman met
China’s new ambassador to Washington Qin Gang
Aug. 12; it is unclear if this matter was discussed.
“The deputy secretary reviewed issues from her
meetings with PRC officials in Tianjin last month and
expressed the United States’ commitment to continuing discussions,” State spokesman Ned Price said in
a statement.

END NOTES
AFGHANISTAN: BIS has suspended all licenses for
exports to Afghan government and is continuing to
monitor situation, agency officials told BIS Update
conference Sept. 2, 2021… In parallel, DDTC is reviewing all export licenses to country’s government,
agency announced Aug. 18. “In light of rapidly evolving circumstances in Afghanistan, the Directorate of
Defense Trade Controls [DDTC] is reviewing all relevant pending and issued export licenses and other
approvals to determine their suitability in furthering
world peace, national security, and the foreign policy
of the United States. The regulated community can
expect to receive additional updates in the near future,” DDTC posted on website.
SOFTWARE: DDTC in Federal Register Aug. 27 extended temporary controls on certain intelligence
analytics software under USML Category XI by reinserting the words “analyze and produce information from” and by adding software to the description
of items controlled in paragraph (b). Changes will
be effective until Aug. 30, 2026. State, along with its
interagency partners, “continues to develop a longterm solution for USML Category XI(b). However,
that solution will not be in place when the current
temporary modification expires,” DDTC said.
IRAN: OFAC Aug. 24 issued General License (GL)
M-1 extending authorization of exportation of certain
graduate-level educational services and software for
Iranian students not present in U.S. due to pandemic.
GL “authorizes, on a time-limited basis, accredited
graduate and undergraduate degree-granting U.S.
academic institutions, including their contractors, to
export additional services to those Iranian students
who are eligible for non-immigrant classification under categories F (students) or M (non-academic stu-
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dents), and have been granted a nonimmigrant visa”
from State, agency wrote in FAQ. License expires
Sept. 1, 2022.

that are onboard vessels, forged shipping documents,
and paid bribes, circumventing restrictions related to
Iran,” OFAC said.

MORE IRAN: OFAC Aug. 13 designated Omani broker Mahmood Rashid Amur Al Habsi, four entities
and one vessel involved in international oil smuggling network that supports Iran’s Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF). “As part
of his oversight of shipping operations, Al Habsi has
tampered with the automated identification systems

NOMINATIONS: President Biden Aug. 10 sent Senate
nomination of Owen Herrnstadt to be Ex-Im Bank
board member for term expiring Jan. 20, 2025. Herrnstadt currently serves as chief of staff to international president and director of trade and globalization of International Association of Machinists and
Aerospace Workers.
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